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Executive Summary
NATO’s military capacity rests on its ability to 
swiftly concentrate combat power at decisive 
points, rapidly moving forces and materiel to 
the battlefield. That ability depends not only 
on roads, railways, ports, and airfields but also 
on the cybersecurity of the civilian systems 
that enable military movement. It could be the 
difference between preventing Russia from 
rapidly seizing NATO territory and having to 
fight hard to retake lost territory. Yet since the 
end of the Cold War, Europe’s defense-related 
infrastructure investment has declined alongside 
its defense spending, leaving much of the 
continent’s transportation network ill-suited for 
today’s heavier forces.1 Narrow roads, limited 
rail capacity, and incompatible rail gauges — the 
distance between rails of a railway track — 
continue to delay reinforcement and constrain 
operational readiness.2

Meanwhile, the alliance’s ability to move forces — 
including U.S. forces based or arriving in Europe — 
increasingly depends on civilian digital networks that 
NATO neither owns nor directly regulates. Fragmented cybersecurity governance across NATO, the European Union, and 
national authorities leaves the civilian transportation 

operators on which alliance forces depend without consistent security standards or oversight. The result is a growing 
disconnect between NATO’s operational requirements and the resilience of the infrastructure supporting them.

Adversaries have already demonstrated a willingness to digitally target logistics and transportation systems to disrupt 
movement without crossing the threshold of armed conflict. Foreign ownership further compounds these risks. Chinese state-
linked firms hold stakes in more than 30 European port terminals, including facilities designated to receive U.S. military forces 
and equipment. The risk from these terminals falls directly on American forces, not only European ones. In a crisis, Beijing 
could exploit these dependencies to delay or restrict NATO access. Such investments also create potential digital avenues for 
intelligence collection and operational disruption. 

Because allies retain sovereign responsibility for national infrastructure, this report finds that no single actor is responsible for 
keeping reinforcement corridors operational when under attack. NATO identifies the infrastructure and mobility capabilities 
its forces require and can coordinate national efforts but lacks the authority to impose binding standards on civilian operators. 
By contrast, the European Union can impose binding standards on civilian operators, but member states retain control over 
defense priorities and infrastructure investment. As a result, NATO forces cannot move as rapidly as they may need, and 
investment for upgrades lags behind NATO’s reinforcement requirements. If NATO fails to align spending with reinforcement 
requirements, its ability to deter and defend will remain at risk. The alliance should thus pair its defense- and security-related 
spending commitment with a process that directs investment toward projects that enhance the physical and cyber resilience 
of assets integral to military mobility.

An FDD design by Liz Sunshine featuring armed forces during the NATO exercise 
Steadfast Dart (Hristo Rusev via Getty Image).
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Defining Critical Infrastructure
While the United States, the European Union, and NATO recognize that critical infrastructure is essential to national security, 
economic stability, and public health and safety,3 they identify and organize critical infrastructure and resilience priorities 
differently and impose different requirements and guidelines on operators.4 This decentralized approach reflects, in part, 
NATO’s reliance on national responsibility under Article 3 of its founding treaty, which calls on allies to maintain their capacity 
through “continuous and effective self-help and mutual aid.”5 The variability of these definitions and requirements results in 
inconsistent protection of civilian critical infrastructure across NATO mobility corridors.

The United States designates 16 infrastructure sectors as critical, including energy, transportation systems, information 
technology, and financial services. The European Union uses different sector classifications, covering 11 sectors under its 
critical entity framework for physical resilience and 18 sectors under its cybersecurity framework.6 (See Table 1.) 

NATO, by contrast, does not designate a comparable set of critical infrastructure sectors. Instead, the alliance assesses 
national resilience against NATO’s seven baseline requirements — such as robust energy, transportation, and communications 
infrastructure — that are indispensable to its military operations.7 In June 2023, though, a joint EU-NATO task force on critical 
infrastructure resilience did identify four sectors — energy, transportation, digital infrastructure, and space — as particularly 
important to both bodies for providing services that support and enable other sectors.8

In this context, the most consequential challenge for NATO is the uneven implementation of resilience requirements across 
its members. NATO sets alliance-wide resilience requirements and objectives, assesses allied preparedness, and works with 
the European Union on shared resilience priorities, but implementation and enforcement remain national responsibilities 
by individual member states. Because the civilian transportation systems that support military mobility depend on digital 
networks, the cybersecurity of civilian transportation infrastructure on NATO mobility corridors depends on the national 
standards of the member states through which those corridors run. 

To be sure, for the 23 NATO member states that are also EU member states, EU law establishes binding requirements through 
the Critical Entities Resilience (CER) Directive and the Network and Information Security Directive 2 (NIS2). The CER 
directive obligates member states to ensure that designated critical entities implement physical resilience measures, while 
the NIS2 directive requires member states to impose cybersecurity risk management and reporting requirements on covered 
entities.9 Member states were required to transpose — or incorporate into national law — both directives by October 17, 
2024, and apply their national implementing measures beginning on October 18, 2024. CER required member states to identify 
critical entities by July 17, 2026, with the directive’s entity-level resilience obligations applying 10 months after an entity is 
notified of its designation.10

In practice, however, EU member states have implemented NIS2 and CER unevenly.11 On July 8, 2026, the European 
Commission, the European Union’s main executive body, referred Ireland, Spain, France, and the Netherlands to the Court 
of Justice of the European Union for failing to transpose NIS2 by the October 17, 2024, deadline.12 Three months earlier, the 
commission referred Bulgaria, France, Luxembourg, the Netherlands, Poland, Spain, and Sweden for failing to transpose the 
CER by the same deadline.13 

Still, another law may achieve better results. The European Union’s 2024 Cyber Resilience Act establishes mandatory 
cybersecurity requirements as well as vulnerability and incident reporting requirements for products with digital elements, 
satellite terminals, smart cameras, and control software for ports and airfields.14 The legislation entered into force 
on December 10, 2024, but provides a three-year transition period for covered entities to adapt to the cybersecurity 
requirements, which will not begin to apply until December 11, 2027.15 However, the law’s vulnerability and incident reporting 
obligations took effect earlier, on September 11, 2026.16 Manufacturers must now report “actively exploited vulnerabilities and 
severe incidents” through the Single Reporting Platform launched by the European Union Agency for Cybersecurity (ENISA), 
the EU agency responsible for supporting cybersecurity policy and implementation.17
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Critical Infrastructure and Resilience Frameworks: United States, European Union, and NATO

United States European Union NATO EU-NATO 
Task Force

Classification Critical Infrastructure 
Sectors (16)

Critical Infrastructure Sectors

CER: 11 sectors, NIS2: 18 
sectors total (covering 11 CER 
sectors plus seven more)

Seven Baselines for Level 
of Preparedness

Priority Areas

Areas Covered 	Î Energy
	Î Transportation  

Systems
	Î Communications
	Î Information  

Technology
	Î Financial Services
	Î Healthcare 

and Public Health 
	Î Water and  

Wastewater 
	Î Government Services 

and Facilities 
	Î Commercial Facilities
	Î Critical  

Manufacturing
	Î Dams
	Î Defense  

Industrial Base
	Î Emergency Services
	Î Food and Agriculture
	Î Nuclear Reactors, 

Materials, and Waste
	Î Chemical

CER: 

	Î Energy
	Î Transport
	Î Digital Infrastructure
	Î Banking
	Î Financial Markets
	Î Health
	Î Drinking Water
	Î Wastewater
	Î Public Administration
	Î Space
	Î Production, Processing, and 

Distribution of Food

NIS2:

	Î ICT Service Management
	Î Postal and 

Courier Services
	Î Waste Management
	Î Manufacture, 

Production, and 
Distribution of Chemicals

	Î Manufacturing
	Î Digital Providers
	Î Research

	Î Assured Continuity  
of Government 
and Critical 
Government Services

	Î Resilient 
Energy Supplies

	Î Ability to Deal 
Effectively With 
the Uncontrolled 
Movement of People

	Î Resilient Food and 
Water Resources

	Î Ability to Deal  
With Mass Casualties  
and Disruptive  
Health Crises

	Î Resilient Civil 
Communications  
Systems

	Î Resilient 
Transportation  
Systems

	Î Energy
	Î Transport
	Î Digital 

Infrastructure
	Î Space

Requirements Varies by sector; 
includes some federal 
requirements, some 
state- and local-level 
regulation.

Binding regulatory 
frameworks enforced by 
national authorities designated 
by each member state.

Nonbinding; member 
states self-assess 
national preparedness 
against NATO’s Seven 
Baseline Requirements 
through the NATO 
Defence Planning 
Capability Survey.18

No separate 
binding 
requirements.

Table 1: A comparison of how the United States, European Union, NATO, and the European Union-NATO Task Force organize critical 
infrastructure and resilience priorities and establish related requirements. Unlike the United States and the European Union, NATO 
does not designate critical infrastructure sectors but instead assesses national preparedness against seven baseline requirements. 
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Nevertheless, even legal transposition is not a reliable proxy for operational resilience. ENISA reinforced the distinction 
in its May 2026 NIS360 assessment, an annual evaluation of cybersecurity maturity across NIS2-regulated sectors. ENISA 
found that the transportation sector continues to remain below the appropriate level of cybersecurity maturity despite 
falling within NIS2’s regulatory scope.19 

Thus, NATO faces a fundamental coordination challenge. Assets that are operationally essential for NATO military mobility 
receive different levels of physical protection and cybersecurity attention depending on where they are.

The Military Mobility Challenge in Europe
At the June 2025 NATO summit in The Hague, leaders committed to spending 5 percent of gross domestic product (GDP) 
on defense by 2035, including up to 1.5 percent of GDP on defense-related investments, such as critical infrastructure, 
industrial base protection, and cybersecurity-related investments.20 However, while NATO requirements inform European 
Union infrastructure planning, such expenditures do not ensure that national spending will be directed toward those priority 
corridors or address urgent bottlenecks.

That is because NATO’s ability to reinforce allies and sustain operations relies on a complex network of civilian transportation 
infrastructure, digital systems, regulatory processes, and commercial operators that enable personnel, equipment, and 
supplies to move to and across Europe at speed. The military mobility challenge in Europe can thus be understood across 
four interconnected dimensions: physical infrastructure constraints, regulatory and investment shortfalls, technology 
modernization and cybersecurity gaps, and Chinese influence over Europe’s critical infrastructure.

Physical Infrastructure Constraints
The European transportation infrastructure NATO depends on for military mobility has not been significantly updated 
since the Cold War. Much of it, particularly in Central and Eastern Europe, is poorly aligned with the alliance’s current force 
posture and reinforcement routes for deployments. Constraints at ports, airfields, and railheads can compound delays across 
every mode of operational movement. Physical disruption to the energy and communications infrastructure that supports 
reinforcement creates an additional vulnerability. Roughly 500 mobility “hotspots,” identified through NATO-EU staff mapping 
as priority infrastructure for investment — including bridges, tunnels, ports, airfields, and rail chokepoints — already hinder 
NATO exercises in peacetime and could paralyze reinforcement flows during conflict.21 

NATO exercises have repeatedly identified shortcomings across Europe’s transportation network. Armored units have been 
forced to reroute because bridges could not bear their load, while military convoys have experienced delays due to customs 
paperwork requirements and slow permitting systems for border crossings.22 For example, in 2024, the French Institute of 
International Relations, a Paris-based foreign policy think tank, estimated it would take an average of 60 days to transport an 
equipment convoy from a French military site to the Cincu training garrison in Romania along a NATO reinforcement path — 
roughly 2,000 kilometers across six countries.23 That timeline rivals a roundtrip transatlantic freight shipping voyage. 

However, preparations for Dacian Fall 2025, a large-scale NATO exercise held in October 2025, showed that the journey can be 
made faster. Ahead of the exercise, which Romania led, France deployed a NATO-standard brigade from metropolitan France 
to Romania in 30 days. That faster pace required extensive advance planning and multimodal transportation, including shipping 
equipment from Toulon, France, to the Greek port of Alexandroupolis and trucking it into Romania.24 

NATO also lacks an alliance-wide strategic rail system or shared fleet of railcars needed to move heavy equipment. Rail 
capabilities remain nationally owned and inconsistently maintained, with only a small number of members retaining dedicated 
wagons for military use.25 For instance, one of the most acute chokepoints is the rail gauge break at Kaunas, Lithuania, which 
exemplifies a broader mismatch between Western European and Soviet-era rail infrastructure. The Baltic states operate on 
the 1,520 mm Soviet-era rail gauge, while Western Europe uses 1,435 mm. As a result, freight transported north of Kaunas 
must be reloaded onto wide-gauge trains, forcing NATO rail movements from Poland to halt at the Lithuanian border.26 This 
transloading process can add up to 24 hours to a movement that would otherwise continue without changing trains.27 
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In the maritime domain, European deep-water 
ports can receive transatlantic reinforcements, 
but onward movement through inland ports and 
waterways presents challenges. Inland ports may 
lack suitable roll-on/roll-off ramps, adequate staging 
areas, sufficient water depth, or docking capacity 
needed to assemble and move brigade-sized 
formations at speed.28 Most of Europe’s ports are 
also commercial and often privately owned, meaning 
military movements must compete with civilian 
shipping traffic for berths, pilots, and tug support.29 
In peacetime and crises short of war, there is no 
automatic or enforceable military priority access to 
civilian port facilities. 

Air mobility infrastructure has faced similar 
limitations since the Cold War. To this day, European 
airfields designated for receiving military personnel 
and equipment frequently lack the ramp space, fuel 
storage, and ground handling capacity necessary 
to receive heavy-lift military cargo aircraft at surge 
rates. According to GLOBSEC, a pan-European 
security policy think tank, NATO has designated  
14 civilian airports for military use in addition to  
37 military airbases, yet only 31 airfields meet NATO runway length standards.30 Not every airfield needs to meet this standard 
to support military airlift, but the shortfall reduces the number of locations able to accommodate the full range of strategic 
airlift operations, thereby reducing NATO’s flexibility during large-scale or surge deployments.

Recent incidents in the Baltic Sea have intensified concerns about the vulnerability of critical undersea infrastructure as 
well. In October 2023, the Chinese-owned container ship Newnew Polar Bear damaged the Balticconnector gas pipeline and 
telecommunications cables linking Finland and Estonia after dragging its anchor across the seabed.31 In November 2024, 
Swedish police opened an investigation into the Chinese bulk carrier Yi Peng 3, which had departed a Russian port after the 
vessel emerged as the primary suspect in the severing of the two major Baltic undersea telecommunications cables connecting 
Finland, Germany, Sweden, and Lithuania — cutting close to a fifth of Lithuania’s internet capacity.32 These incidents 
underscored how vulnerable critical energy and communications infrastructure remains to disruption in a region central to 
NATO reinforcement and deterrence operations.

Regulatory and Investment Shortfalls
NATO has treated military mobility as a core enablement challenge for years, but the European Union only began building a 
dedicated military mobility agenda in the last decade. Since then, Europe has made significant progress in planning military 
mobility, but investment has not kept pace with operational requirements.

In November 2017, the European Union launched its Military Mobility policy, which focused on upgrading the trans-European 
transport network (TEN-T) — major roads, railways, ports, airports, and inland waterways in the regional bloc — to serve 
both civilian and military purposes. In 2018, EU members launched the Permanent Structured Cooperation Military Mobility 
project to reduce cross-border military movement through digital permitting, standardized clearance templates, and 
information sharing among national authorities.33 

Member states also voluntarily committed to process cross-border movement requests within five business days, a target later 
tightened to three business days, though neither pledge was legally binding.34 However, by 2024, only half of EU member states 
were fully compliant with the original five-day target.35 Some still require up to 45 days’ advance notice, largely due to delays 
in granting movement permissions.36 Thus, administrative delays can prevent forces from arriving within NATO’s readiness 
timelines even when the infrastructure itself is available.

Launched in 2019, Rail Baltica is integrating the Baltic states into the continental 
rail network by connecting Warsaw to Tallinn via an 870-km standard-gauge 
corridor, potentially reducing military transport times from one week to just 
24 hours. Completion has slipped from 2026 to 2030, and estimated costs have 
quadrupled. Source: RB Rail AS.a
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In 2021, the European Union’s 2021-2027 budget allocated €1.69 billion (about $2 billion) under the Connecting Europe 
Facility (CEF) — the bloc’s primary funding instrument for strategic transport, energy, and digital infrastructure — for 
dual-use transportation infrastructure. This funding marked the first-ever EU infrastructure funding explicitly reserved for 
this purpose.37 However, the European Court of Auditors found that following Russia’s February 2022 invasion of Ukraine, 
the European Commission frontloaded the available funding into the 2022 and 2023 funding rounds to accelerate dual-use 
upgrades, nearly doubling the 2022 round’s original budget from €330 million (about $385 million) to €611.9 million (about 
$714 million) and putting the remaining funding into the 2023 round.38 Thus, the €1.69 billion, intended to last through 2027, 
had already been fully allocated by 2023. 

Consequently, demand for funding substantially exceeded supply. The 2023 round received 112 project proposals 
from 22 member states requesting about €3.7 billion (about $4.2 billion) in EU co-funding for dual-use transportation 
infrastructure projects against a €790 million (about $915 million) budget — 4.7 times more than was available.39 The 
auditors warned that the European Commission therefore selected projects “piecemeal,” improving isolated parts of 
corridors rather than the most strategically important chokepoints.40 

This led the European Parliament, in 2024, to adopt a revised TEN-T regulation requiring member states to account for military 
mobility when building or upgrading infrastructure on the network.41 The regulation also directed the European Commission to 
identify priority military mobility corridors.42 

Building on that legal foundation, the Council of the European Union, which brings together ministers from EU member states 
to negotiate legislation and coordinate policies, identified four multimodal priority military mobility corridors in March 2025, 
spanning rail, road, sea, and air. These corridors give the European Union a common map for prioritizing investments that 
support short-notice, large-scale military movement.43 However, the European Commission had already allocated most of the 
2021-2027 military mobility funding before the Council of the European Union adopted the corridors, meaning the corridors 
were identified too late to guide those earlier investment decisions. 

In this context, Europe has also begun pairing regulatory reforms with efforts to strengthen cybersecurity and physical 
resilience of infrastructure supporting military mobility. On November 19, 2025, the European Commission proposed the 
Military Mobility Package, which includes a proposed regulation that would create the first EU-wide harmonized rules for 
cross-border military movement. The regulation would cap clearance deadlines at three days and institute an emergency 
framework giving armed forces priority access to transportation infrastructure during a crisis.44 Separately, the 2025 package 
would strengthen the cyber and physical resilience of strategic dual-use infrastructure along the priority corridors.45 

However, the package is only a proposal: It must still be negotiated and adopted by both the European Parliament and the 
Council of the European Union before member states are required to implement its provisions. The Council of the European 
Union agreed on its negotiating position on the proposed regulation in June 2026, and the European Parliament cleared 
negotiations to begin on July 16, 2026. Legislators are aiming to reach an agreement by the end of 2026, with the goal of 
making the new emergency mobility system operational by 2028.46

For the 2028-2034 budget cycle, the European Commission has proposed increasing military mobility funding tenfold, from 
€1.69 billion (about $2 billion) to €17 billion (about $20 billion) under the CEF.47 Much of this funding would go toward 
upgrading bridges, tunnels, railways, ports, airports, and other transportation infrastructure that cannot currently support the 
rapid movement of heavy military equipment.48 Yet the European Commission’s own estimate of the need has climbed from 
€70 billion (about $80 billion) in early 2025 to nearly €100 billion ($114 billion) in 2026, spread across more than 500 hotspot 
projects, according to its updated readiness roadmap.49 A tenfold increase would cover less than a fifth of the commission’s 
estimated €100 billion ($114 billion) investment need. 

Moreover, past experience suggests that even the €17 billion is politically uncertain. In 2018, the European Commission asked 
for €6.5 billion (about $7.5 billion) for military mobility under the 2021-2027 CEF for dual-use transportation requirements. 
During budget negotiations, the European Council, which sets the European Union’s priorities and general political direction, 
ultimately cut the allocation to €1.69 billion, a 74 percent reduction.50 

No dedicated CEF military mobility funding is expected before 2028, roughly the same window in which European intelligence 
services warn that Russia could be ready to strike a NATO member.51 Member states can partially fill the gap through reallocated 
cohesion funds52 — the 27-member bloc’s main regional development funding — or Security Action for Europe (SAFE) loans, a 
temporary EU instrument offering member states €150 billion (about $175 billion) in loans to finance defense investments.53 
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Likewise, NATO’s June 2025 Hague summit commitment to spend up to 1.5 percent of GDP on defense-related infrastructure and 
resilience allows members to count investments in critical infrastructure, network protection, and resilience toward NATO’s spending 
target. Even if the total proposed €17 billion CEF package were used for the European Commission’s estimated €100 billion military 
mobility needs, roughly €83 billion would still need to be financed through national budgets or other EU programs. But eligible 
national investments could count toward NATO’s 1.5 percent target. This creates a stronger incentive to fund the infrastructure and 
cyber upgrades that enable forces to move at scale. The new spending commitment could also shift more of the financial burden from 
limited EU programs to national budgets and accelerate upgrades before dedicated EU funding resumes in 2028.

Technology Modernization and Cybersecurity Gaps
NATO has repeatedly warned that the lack of interoperability of digital systems hinders the alliance’s ability to mobilize and 
move forces quickly. These systems are also vulnerable to digital sabotage, a problem that criminal and state-backed hackers 
regularly exploit. 

Over the years, NATO has acknowledged the need to improve how it shares real-time data rapidly and securely across the 
alliance.54 In February 2025, NATO approved a Data Strategy for the Alliance, which aims to accelerate NATO’s transition to 
data-centric operations and improve interoperability across domains. The strategy builds on initiatives such as the Alliance 
Data Sharing Ecosystem, a way for NATO and its trusted partners and allies to securely share and use interoperable data. 
NATO’s strategy sets 2030 as the target completion date for the integration of this data-sharing ecosystem.55 That leaves NATO 
dependent through 2030 on digital logistics that are not yet fully interoperable or secure.

NATO and allied transportation networks also depend on a small number of third-party technology providers to facilitate data 
sharing. A single provider being compromised can create cascading disruptions across geographically dispersed networks. 
For example, hours before Russia’s February 2022 invasion of Ukraine, Russia-linked hackers attacked Viasat’s KA-SAT satellite 
networks — a commercial satellite internet system serving Ukraine and parts of Europe — disrupting both civilian and military 
communications across the continent.56 British intelligence assessed that the Ukrainian military was likely the primary target.57

Meanwhile, European operators — like their counterparts in many digitized nations — struggle to secure legacy operational 
technology, including industrial control systems, which automate the controlling and monitoring of physical processes in critical 
infrastructure. As a result, vendors bolt cybersecurity protections onto aging technology, which is often difficult to patch when 
researchers or attackers uncover software flaws. ENISA warned in 2023 that fewer than one-third of transportation critical 
infrastructure operators could remediate critical vulnerabilities within one week, with the rest taking at least a month, if not 
longer. That gives threat actors plenty of time to exploit a known vulnerability before operators can fix the problem.58 And as 
artificial intelligence shrinks the time between discovery and exploitation of software flaws, one month is too long. 

In its May 2026 NIS360 report, ENISA found that the transportation sector is still not closing this gap fast enough. Despite what 
ENISA described as rail’s “growing role in military logistics,”59 rail and maritime cyber resilience improved little over the past 
year. More than half of rail and maritime operators reported gaps in cybersecurity expertise, attributing them to workforce 
shortages and budget constraints. Furthermore, ENISA found that limited skills contributed to persistent weaknesses in access 
management across rail, maritime, and aviation systems.60 Although ENISA rated the aviation sector’s cybersecurity maturity 
higher, that finding was driven largely by major carriers. Small and medium-sized aviation entities face the same capacity 
constraints affecting the rest of the transportation sector.61 The workforce shortage affects both the implementation of basic 
cybersecurity controls and the capacity of national authorities to ensure that operators meet security requirements. 

Criminal and politically motivated attackers already target these systems for financial gain or to threaten disruption in 
response to government decisions. In July 2024, the Akira ransomware gang, a financially motivated cybercriminal group, 
disrupted the IT systems at Croatia’s Split Airport, causing four flight cancellations and delays of 77 others.62 In 2022, pro-
Russian hacking group Killnet claimed distributed denial-of-service attacks against Lithuanian transportation systems and 
public institutions after Vilnius restricted sanctioned goods moving to Kaliningrad, the Russian exclave nestled between Poland 
and Lithuania.63 In a crisis, these disruptions would create friction in mobilization timelines.

The bigger concern, however, is nation-state-backed hackers compromising these systems to conduct cyber espionage or 
disrupt NATO’s ability to move forces while degrading local governments’ ability to provide essential services. The 2024 Annual 
Threat Assessment of the U.S. Intelligence Community published by the Office of the Director of National Intelligence noted 
that China is gaining and maintaining access to U.S. critical infrastructure networks in advance of a crisis or conflict, pre-



11

Strengthening NATO Through Military Mobility  
and Critical Infrastructure Cybersecurity

positioning its hackers to disrupt essential services during a crisis or conflict.64 In April 2024, then-FBI Director Christopher 
Wray noted during an interview that targeted critical infrastructure includes “telecommunications, energy, water, and other 
infrastructure sectors.”65 

Moscow, meanwhile, has demonstrated what that disruption looks like in practice. Within months following Russia’s February 
2022 invasion of Ukraine, the Kremlin-backed hacking group Sandworm launched ransomware attacks against transportation 
and logistics entities in Ukraine and Poland, encrypting files and deleting backups across all victims within an hour of each 
other. Microsoft’s Threat Intelligence Center assessed in October 2022 that this ransomware attack increased risk for 
organizations transporting military and humanitarian supplies into Ukraine.66

Russia has also demonstrated how cyber operations can target energy systems that support civilian resilience and military 
mobilization. Transportation infrastructure and communications systems all depend on reliable energy to operate. Any 
prolonged outages could delay operational movement. In December 2025, Russian state-linked hackers deployed wiper 
malware against Polish renewable energy plants’ operational technology and industrial control systems.67 Polish officials 
said a successful attack could have left roughly half a million people without heating during near-freezing temperatures.68 

Likewise, commercially deployed digital systems along NATO mobility routes can expose military infrastructure to adversary 
surveillance. In May 2025, for instance, allied cybersecurity agencies blamed Russia for a multiyear espionage campaign targeting 
the transportation sector across NATO member states. The campaign compromised thousands of internet-connected cameras 
near border crossings, rail stations, and military installations to monitor the movement of materiel. Russia has even conducted 
reconnaissance against railroads.69 In November 2025, for example, Polish Prime Minister Donald Tusk blamed Moscow for a 
series of arson and sabotage attacks on Polish railroads.70 Digital access can help adversaries identify movement patterns, select 
targets, and time acts of sabotage against the transportation nodes NATO would need most in a crisis.

Similarly, since 2022, persistent GPS jamming and spoofing has affected civilian GPS systems that NATO would rely on to move 
through Baltic and Nordic sea lanes and airspace. In its May 2026 assessment, ENISA identified aviation and maritime GPS 
jamming and spoofing as cyber-physical risks.71 In June 2025, Finnish and Estonian authorities reported that vessels narrowly 
avoided accidents following global navigation satellite services disruptions in the Gulf of Finland that could “cause unexpected 
malfunctions” in vessel autopilot systems.72 In July 2025, Sweden’s Maritime Administration separately warned that spoofing 
can display a vessel in the wrong location or create an illusion “of being on a collision course” through incorrect data.73 The 
Maritime Administration advised ships in the Baltic Sea to rely on radar and visual navigation after multiple signal interference 
reports, and Finnair temporarily suspended flights to Estonia over GPS disruptions affecting landings in 2024. Similar incidents 
near Russian territory have heightened concerns that persistent satellite jamming could disrupt reinforcement operations 
along NATO’s northeastern flank.74 

To address such challenges, the European Union has focused primarily on improving cybersecurity coordination and crisis 
response among member states. In 2022, the bloc activated the Cyber Rapid Response Teams (CRRT), which had reached full 
operational capability in 2021, to support Ukraine following Russia’s invasion.75 Their deployment showed that member states 
can mobilize cyber expertise across borders during a crisis. Similarly, the European Union established the Cyber and Information 
Domain Coordination Centre (CIDCC) in 2019 to improve coordination and situational awareness across the cyber and 
information domains.76 Both programs, however, coordinate national capabilities rather than support commercial operators.

NATO has followed a similar path, strengthening its ability to defend the alliance’s networks and support allies during cyber 
incidents. At the 2023 Vilnius Summit, allies launched the Virtual Cyber Incident Support Capability (VCISC), a mechanism 
NATO describes as a “clearinghouse” for mutual assistance in the event of a significant cyber incident.77 At the 2024 
Washington Summit, allies agreed to establish the NATO Integrated Cyber Defence Centre (NICC), which will inform military 
commanders about cyber threats to privately owned critical infrastructure that supports military activities.78 NICC represents 
a more direct effort to connect cyber defense with NATO’s operational dependence on civilian infrastructure, but it will not 
reach full operational capability until 2028.79 

The consequences of civil-military coordination challenges are most visible in dual-use infrastructure, such as maritime ports. In 
July 2025, the NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) — a NATO-accredited cyber defense research, 
training, and exercise hub — published a policy brief on port cybersecurity. The brief found that NATO’s Alliance Maritime 
Strategy — the alliance’s doctrine that sets its security priorities in the maritime domain — had not been updated since 2011. 
It also found that the strategy contained no formal framework for cybersecurity coordination with commercial operators that 
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run Europe’s ports.80 In October 2025, NATO updated its strategy, calling for closer cooperation with commercial stakeholders 
to protect critical maritime infrastructure and for greater engagement with the maritime industry and international shipping 
community.81 Nearly every NATO and partner country surveyed by CCDCOE reported cyberattacks on its port infrastructure over 
the previous five years.82 These are the same ports that would receive U.S. reinforcements and heavy equipment during a crisis. 

Unless NATO pairs digital modernization with stronger cybersecurity coordination between military planners and critical 
infrastructure operators that run these systems, efforts to accelerate military mobility could become more and more fragile.

Chinese Influence Over Europe’s Critical Infrastructure

Russia’s Next-Generation Warfare
Russia’s approach of next-generation warfare includes targeting critical infrastructure and information systems to 
disrupt an adversary’s ability to coordinate operations and make decisions.83 Attacks on logistics data, navigation 
signals, communications, or transportation systems could therefore create both operational disruption and uncertainty 
inside NATO’s decision-making process.

For military mobility, this makes technological modernization a double-edged sword. More connected logistics networks 
can accelerate deployments, but they also give Russia more opportunities to alter routing data, obstruct coordination, 
and amplify confusion during a crisis. Therefore, NATO needs to pair interoperability with secure data exchange, trusted 
communications, system redundancy, and the ability to continue moving forces when digital services are degraded.

Annual cargo throughput measures the total weight of goods moving through a port 
each year, providing a broad measure of a port’s importance to EU logistics beyond 
container traffic alone. Source: Eurostat (online data code: mar_mg_aa_pwhd).b

Europe’s military mobility vulnerabilities are 
compounded by the growing strategic footprint 
of Chinese state-linked entities across critical 
transportation and logistics infrastructure, 
energy infrastructure, and communications 
networks. Chinese laws requiring citizens and 
companies to cooperate with state intelligence 
agencies84 — and Beijing’s support for Russia’s 
war in Ukraine — raise concerns that this 
footprint provides potential intelligence access 
or coercive leverage against NATO.

Chinese firms, many of them state-linked or 
state-owned, maintain direct or indirect stakes in 
at least 14 out of the 29 European ports located 
near NATO naval facilities or supporting NATO 
logistics operations.85 A 2023 European Parliament 
study found that three Chinese conglomerates — 
COSCO Shipping Corporation, China Merchants 
Group, and Hutchison Port Holdings — own or 
operate terminals in roughly half of the EU ports 
considered critical to NATO operations,86 including 
nearly 30 terminals across Europe and as many as 
20 terminals within the 15 largest EU ports.87 
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COSCO, China’s state-run shipping giant, maintains one of the largest footprints across European port terminals. The company 
acquired a 67 percent stake in Greece’s Port of Piraeus between 2016 and 2021, giving Beijing influence over one of the 
Mediterranean’s busiest commercial gateways and a critical entry point into southeastern Europe.88 COSCO also holds 51 percent 
and 39.51 percent stakes in the largest container terminals at the Spanish ports of Valencia and Bilbao, respectively,89 a 40 percent 
stake in Italy’s Vado Ligure terminal,90 and a 24.99 percent stake in Container Terminal Tollerort at Germany’s Port of Hamburg.91 
In Belgium, COSCO owns a controlling stake in a container terminal in Zeebrugge and a minority stake in Antwerp.92 

China Merchants Group, another Chinese state-owned enterprise, has a significant but largely indirect European port footprint 
through its subsidiary China Merchants Port Holdings (CMPort). CMPort owns a 49 percent stake in Terminal Link, a joint 
venture with French shipping company CMA CGM.93 Through Terminal Link, CMPort’s interest fans out across Europe, 
including Rotterdam, Antwerp-Bruges, Dunkirk, Le Havre, Fos-sur-Mer, Malta, Odessa, and Thessaloniki.94 The exposure 
concentrates at several major gateways, including 44.59 percent of Dunkirk’s Terminal des Flandres and 24.5 percent of 
terminals at Le Havre’s Terminal de France and Marseille’s Eurofos.95 Because these interests are held indirectly and mostly as 
minority ownership stakes rather than outright control, they draw far less scrutiny than a direct acquisition would.

Separately, Hutchison Ports, headquartered in Hong Kong, controls a 20-hectare terminal at Poland’s Port of Gdynia, a vital 
logistics node for NATO’s eastern flank.96 Alongside the Port of Rotterdam and Antwerpen-Zeebrugge, Gdynia is an arrival 
point for U.S. armed forces and would likely play a central role in reinforcing frontline allies during a contingency with Russia.97 
COSCO, China Merchants Group, and Hutchison all maintain stakes in terminals at Rotterdam, Europe’s largest port and a 
major transatlantic logistics hub.98

Many of the ports in which Chinese firms maintain stakes sit along the same maritime and inland logistics corridors NATO 
would rely upon to move U.S. reinforcements, heavy equipment, fuel, and sustainment supplies across Europe during a crisis. 
This creates potential vulnerabilities at key chokepoints in the alliance’s military mobility network. In 2024, researchers from 
ESET, a cybersecurity software company, identified malware deployed by a China-aligned hacker group, Mustang Panda, on 
systems across cargo shipping companies in Norway, Greece, and the Netherlands.99 

The campaign demonstrates that Chinese cyber actors are already seeking access to European maritime logistics networks. 
Operators with access to port management systems, cargo manifests, and vessel scheduling platforms could potentially collect 
intelligence on military deployments, monitor logistics patterns, delay shipments, or disrupt port operations during periods of 
heightened tension. Likewise, the concentration of Chinese ownership across multiple strategically located ports also raises 
concerns about cumulative dependency risks within Europe’s broader transportation infrastructure.

In addition, Chinese firms maintain a presence in Europe’s digital and communication infrastructure. HMN Technologies 
(formerly Huawei Marine) and others have laid or serviced undersea fiber-optic cables near NATO naval facilities.100 These 
cables carry both civilian and military logistics communications, meaning their compromise could disrupt command-and-
control and sustainment operations during a crisis. In 2017, the state-linked company CITIC Telecom CPC acquired Dutch 
operator Linx Telecommunications, gaining control over key portions of Estonia’s internet infrastructure, including a 
470-kilometer undersea fiber-optic connection linking Estonia with Finland and Sweden.101 The acquisition highlighted broader 
gaps in Europe’s oversight of foreign investment in strategic digital infrastructure.102

Chinese enterprises also own positions in parts of Europe’s energy infrastructure. In Portugal, State Grid Corporation of China 
owns a 25 percent stake in Redes Energeticas Nacionais (REN), the country’s sole electricity transmission system operator,103 
which manages Portugal’s high-voltage transmission grid and interconnection linking the Portuguese grid to Spain and the 
broader European network.104 China Three Gorges Corporation is the largest single shareholder of Energias de Portugal 
(EDP),105 one of Portugal’s largest power companies and the operator of most of Portugal’s electricity distribution network.106 
Collectively, Chinese entities own roughly 30 percent of Portugal’s national grid operations.107

While these investments are commercial in nature, they create potential strategic dependence in sectors that NATO relies 
upon. This dependence mirrors broader lessons from cyber campaigns such as Volt Typhoon, which demonstrated how 
Chinese actors seek persistent access to civilian infrastructure systems that could be exploited during a future crisis. European 
Parliament researchers have also warned that Chinese port investments generate indirect political leverage over host 
governments.108 The researchers noted that as national economies become increasingly tied to Chinese-operated logistics, 
energy, and communications networks, governments may become more hesitant to confront Beijing during periods of 
heightened geopolitical tension, particularly when disruption risks could impose significant economic costs.109 
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Recommendations
Keeping Europe’s military mobility corridors operational under attack requires coordination that no current institution 
provides. The central problem is that European infrastructure investment consistently falls short and resilience initiatives are 
not aligned with NATO’s operational requirements, EU regulation, and national enforcement. Each institution addresses part 
of the problem, but no coordinating mechanism assesses whether a complete reinforcement corridor can remain operational 
under attack. The most important solution is to align investment with NATO reinforcement plans. The recommendations 
below support that objective by establishing corridor-level resilience requirements, reducing strategic dependencies, and 
ensuring that civilian infrastructure can continue supporting military movement under disruption. The recommendations 
proceed from foundational reforms that better align infrastructure investment with NATO operational requirements to more 
targeted measures addressing specific vulnerabilities and capability gaps. 

1.	NATO should obligate member states to show how investments contribute to collective defense.
NATO allies have agreed — as part of their broader commitment to invest 5 percent of GDP on defense by 2035 — 
to allocate up to 1.5 percent of GDP annually toward critical infrastructure protection, network defense, and civil 
preparedness and resilience.110 Rather than prescribe another arbitrary spending target within the 1.5 percent category, 
NATO should require allies to show how qualifying investments address deficiencies identified in regional defense and 
reinforcement plans.111 Member states already must submit annual plans demonstrating a credible path toward the 
broader spending commitment,112 giving NATO a mechanism to use existing reporting to connect eligible investments 
to military needs. Those annual plans should include a military mobility annex identifying the operational problem each 
mobility investment addresses, the forces or routes that depend on the investment, and whether the project reduces 
delays or preserves movement during disruption. 

The European Court of Auditors found that the European Commission selected existing EU military mobility projects on 
a piecemeal basis and did not necessarily address the most strategically important locations.113 NATO should therefore 
maintain a prioritized list of deficiencies whose failure would materially delay reinforcement, ranked by operational 
need rather than infrastructure type, and provide the European Union with sufficient military requirements to guide its 
funding decisions. NATO should then use its updated 2029 capability targets114 — i.e., NATO’s defense requirements 
specifying individual obligations of member states — to assess whether national investments are correcting those 
priority shortfalls. This would prevent allies from counting general transportation, digitalization, or infrastructure 
spending toward the 1.5 percent category without demonstrating its relevance to collective defense.

2.	NATO should operationalize the NICC around NATO battle plans. 
NATO established the NATO Integrated Cyber Defence Centre (NICC) to inform military commanders about cyber 
threats and vulnerabilities affecting NATO and allied networks, including privately owned and operated critical 
infrastructure. NICC should organize that mission around ports, railways, airports, border systems, energy networks, 
communication services, and technology providers required by NATO reinforcement plans. Its assessments should 
explain the operational consequences of technical disruptions by identifying which movements are affected, how much 
capacity remains, how long the disruption can be tolerated, and whether commanders need to reroute or reprioritize 
forces. This would distinguish between cyber incidents that impose primarily commercial costs and those that threaten 
NATO’s ability to execute a defense plan. 

NATO member states should designate national liaisons connecting transportation regulators, national cyber 
authorities, military movement officials, and NICC. Allies should also establish common protocols, standards, and 
policies that enable rapid, interoperable information sharing with NICC to support near-real-time situational awareness. 
NIS2 already covers major rail, aviation, and maritime entities and requires them to report significant cyber incidents 
to national authorities.115 Allies should build on those existing reporting channels rather than create a parallel NATO 
reporting mandate for private operators. When an incident affects infrastructure supporting an alliance plan, the 
national liaison should provide NICC with details on impact and available workarounds. NICC should incorporate 
that information into the operational picture used by NATO logistics planners and commanders, ensuring that cyber 
reporting — rather than remaining a separate technical process — informs decisions about rerouting forces, adjusting 
schedules, or using alternative infrastructure.
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3.	The European Commission and EU member states should incorporate NATO logistics corridor designations as 
foreign direct investment (FDI) screening criteria.
The European Union’s Military Mobility Package 2025 identifies foreign ownership risks as part of the broader resilience 
challenge affecting strategic dual-use infrastructure.116 In this context, the union’s FDI Screening Regulation establishes 
an EU framework for member states to review incoming FDI for security hazards. The regulation already provides a 
cooperation mechanism through which member states exchange information on screened investments and provide 
comments — the European Commission may issue opinions in response.117

On December 11, 2025, the Council of the European Union and the European Parliament reached a provisional political 
agreement on a revised regulation that requires all member states to maintain screening mechanisms with a common 
minimum mandatory scope covering dual-use items, military equipment, and critical entities in energy, transport, 
and digital infrastructure. The European Parliament approved the agreement on May 19, 2026, and the Council of the 
European Union formally adopted the revised regulation on June 8, 2026.118 The regulation entered into force on July 16, 
2026, but most provisions will apply beginning January 17, 2028. 

However, although the revised regulation covers transportation infrastructure and TEN-T, it does not explicitly require 
heightened screening practices for investments affecting the four EU priority military mobility corridors, which were developed 
in close coordination with NATO.119 Member states should therefore use the updated framework to prevent new dependencies 
while applying NIS2’s supply chain security and business continuity requirements to high-risk technologies already in place.120 

The United States already prohibits covered transportation entities from using Chinese-linked logistics platforms such 
as LOGINK.121 The European Commission should update its guidance and coordination practice so that FDI involving 
operating stakes, contractual rights to operate or manage a terminal, access to sensitive logistics data or digital 
platforms, and other forms of control over rail nodes, ports, airports, and related logistics infrastructure is treated as 
presumptively warranting enhanced review. Designation of a transport corridor as part of NATO or EU military mobility 
corridors should function as an explicit trigger for national security consultation, with particular scrutiny of investments 
or operational dependencies linked to state actors like China.

4.	NATO member states should establish a pooled multinational rail mobility capability. 
Because NATO does not command most transport assets, day-to-day movement depends on voluntary contributions 
from allies and access to commercial transportation capacity. The Movement Coordination Centre Europe (MCCE) is an 
independent multinational military organization that functions as an “intelligent broker”122 across 30 participant nations, 
matching available airlift, sealift, road, inland waterway, and rail capacity with nations that have transport needs.123 MCCE 
improves visibility and efficiency, but it has no command authority over the assets it coordinates.124 As a result, it can 
make better use of available rail capacity but cannot guarantee that sufficient rolling stock, or railway vehicles, will be 
available when several allies mobilize simultaneously.

Some allies have partially mitigated these gaps in specific domains. In the air domain, the European Air Transport Command 
(EATC) integrates more than 180 military transport assets drawn from seven member nations,125 while NATO’s Rapid Air 
Mobility initiative provides priority flight planning and airspace clearances for crisis deployment across allied territory.126 Rail 
has no comparable mechanism combining pooled assets with pre-agreed access during a crisis, even though it is the primary 
means best suited for moving heavy armor on land over long distances. Europe’s railway industry group — the Community 
of European Railway and Infrastructure Companies — estimates that moving a single light division of 15,000 soldiers 
requires up to 200 trains with roughly 8,400 wagons.127 Participating allies should adapt the EATC pooling model by jointly 
procuring or designating, in coordination with the MCCE, a minimum pool of dual-use heavy-lift wagons. 

5.	NATO and EU member states should conduct exercises to build resilience against GPS jamming and spoofing.
Almost every form of military movement depends on satellite positioning and timing, making interference with these 
systems a growing operational vulnerability. Since 2022, deliberate jamming and spoofing has surged across the Baltic, 
Black Sea, and Arctic regions, with European governments attributing interference to Russia and Belarus. Roughly 
40 percent of European air traffic now operates in heavily affected airspace,128 and nearly 123,000 flights over the 
Baltic experienced navigation interference during the first four months of 2025.129 Recent European initiatives have 
begun addressing this challenge. In 2025, the European Commission declared the Open Service Navigation Message 
Authentication of Galileo — the European Union’s global navigation satellite system — operational, allowing users to 
detect manipulated navigation signals. However, it does not prevent spoofing or protect receivers against jamming.130 
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The bloc also launched the EU Governmental Satellite Communications program in 2026 to provide secure and resilient 
satellite communications to member states lacking sovereign satellite capabilities.131 

Member states should therefore pair authenticated satellite services with alternative navigation, timing, communications, 
and routing procedures suited to each transportation mode. NATO and EU members should test these measures through 
exercises that disrupt several connected nodes on the same reinforcement corridor. ENISA’s 2026 Cyber Europe exercise 
simultaneously disrupted port logistics, navigation systems, and cross-border rail operations, illustrating how failures in one 
transportation mode can compound problems elsewhere.132 NATO exercises should also determine whether forces and 
equipment still reached their destinations within the required timelines. Each exercise should conclude with a corrective 
action plan and deadline for retesting so that identified vulnerabilities are corrected rather than repeatedly documented.

6.	NATO and EU member states should treat cybersecurity workforce shortages as a defense priority.
NATO’s resilience and military mobility objectives are constrained by a structural shortage of cybersecurity personnel across 
member states. The latest estimate by ISC2 — a global cybersecurity association that specializes in cybersecurity training and 
certifications — put the global cybersecurity workforce gap at roughly 4.8 million unfilled positions in 2024,133 including roughly 
424,000 across Europe134 and nearly 300,000 within EU member states alone.135 National deficits are significant even in advanced 
digital economies, including Germany, which projects a shortage exceeding 100,000 specialists,136 and cyber-savvy countries like 
Estonia, which has reported a need for cyber talent equivalent to a substantial share of its workforce.137 ENISA’s 2025 NIS360 
survey found that 45 percent of organizations reported difficulty finding qualified candidates as their primary hiring challenge.138 

Member states should treat cyber talent as a defense capability and resource it accordingly. NATO and the European 
Union should expand government-funded training, scholarship, apprenticeship, and cyber reserve programs while 
creating accelerated pathways for military personnel and mid-career professionals to transition into cyber roles. Allies 
should also improve workforce interoperability through mutual recognition of certifications, shared training capacity, 
and joint exercises that build operational expertise across the alliance.

Recruitment alone, however, will not solve the problem. ENISA data show that workload, burnout, limited career 
advancement, and insufficient professional development remain major retention challenges.139 Sustained investment in 
career development and retention will therefore be as important to long-term cyber resilience as attracting new talent.

Conclusion
Addressing Europe’s military mobility infrastructure gaps and regulatory barriers is a test of whether NATO can move and 
sustain forces during cyber disruption, contested logistics, and attacks on the civilian systems that underpin reinforcement 
operations. While the European Union and NATO have made progress through mobility initiatives, cyber resilience programs, 
expanded infrastructure planning, updated operational plans and command structures, and more robust exercises, 
responsibility remains divided among NATO planners, EU regulators, national authorities, and private operators, and no actor 
currently ensures that an entire transportation corridor can remain operational under attack. Ensuring these transportation 
corridors work will require NATO to anchor resilience spending and cyber awareness to its reinforcement plans, and the 
European Union and member states should secure critical infrastructure along priority corridors. Ultimately, military mobility 
should be judged not by the number of projects funded or exercises conducted but by whether allied forces can still reach the 
battlefield at the speed and scale NATO’s defense plans require.
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