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Executive Summary

Our nation’s ability to protect itself and its allies from cyber threats is stalling and, in several areas, slipping. For five years, the
U.S. Cyberspace Solarium Commission’s (CSC’s) recommendations have served as a benchmark against which to measure
policymakers’ commitment to strengthening the nation’s cybersecurity. This report assesses that approximately 35 percent of
the commission’s original 82 recommendations have been fully implemented, 34 percent are nearing implementation, and an
additional 17 percent are on track to be implemented. By comparison, however, last year’s report concluded that 48 percent
had been implemented, 32 percent were nearing implementation, and an additional 12 percent were on track. For the first
time, there has been a substantial reversal of the advances made in previous years. Nearly a quarter of fully implemented
recommendations have lost that status — an unprecedented setback that underscores the fragility of progress.

Indeed, implementation alone does not guarantee institutional durability; key reforms remain vulnerable to underinvestment
or bureaucratic gridlock that slows or prevents new initiatives from taking root. Personnel turnover and shifts in priorities
during presidential transitions have historically also slowed cybersecurity progress. This year’s assessment makes clear that
technology is evolving faster than federal efforts to secure it. Meanwhile, cuts to cyber diplomacy and science programs

and the absence of stable leadership at key agencies like the Cybersecurity and Infrastructure Agency (CISA), the State
Department, and the Department of Commerce have further eroded momentum.

Implementation of any one set of recommendations

is insufficient on it to deter, thwart itigat . )
'S INSUTTICIENt on 115 Own To deter, thwart, or mitgate Progress Toward Implementation of the
malign cyber activities. Rather, the Cyberspace Solarium

Commission designed a new strategic approach — layered March 2020 Recommendations

cyber deterrence — to reduce the likelihood and impact 49% 24% 1.2% 24%

1.2%
of significant cyberattacks. 100% [ m 3 n

Indeed, many of Washington’s most important policy
choices have reflected the commission’s strategy 75%
of layered cyber deterrence — the government has
been shaping the behavior of foreign states while
denying benefits and imposing costs on those who
threaten democratic values in cyberspace. In some
cases, this is directly through implementation of CSC
recommendations; in others, it is indirectly through 25%
alignment with the CSC framework. Congressional
and White House action have strengthened U.S.
cyber resilience by expanding institutional capacity, 0%
improving interagency collaboration, and deepening 2022
public-private collaboration. But more work
must be done.

50%

Shaping behavior. The State Department’s Bureau of

HE B © B

Cyberspace and Digital Policy (CDP) plays a critical role IMPLEMENTED NEARING ON PROGRESS  SIGNIFICANT

IMPLEMENTATION TRACK LIMITED BARRIERS

in promoting responsible state behavior in international
forums. Led by an ambassador-at-large, CDP is uniquely
positioned to advance U.S. security and economic interests abroad, enabling federal agencies to focus on strengthening cyber
resilience at home. The bureau needs a Senate-confirmed leader to be most effective.

Denying benefits. A successful whole-of-nation approach to deterring adversaries requires strong industry partnerships
and stable Senate-confirmed leaders to carry out the mission. The Office of the National Cyber Director (ONCD) has
driven strategic alignment across the federal enterprise, while CISA has deepened engagement with critical infrastructure
owners and operators and state, local, tribal, and territorial governments. Maintaining these partnerships has been
challenging as contract lapses and the weakening of liability protections have strained trust. Private capital continues
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to reinforce these partnership efforts
through initiatives such as Cyber Clinics
that support both victims of cyberattacks
as well as research and development
programs that drive innovation.

Imposing costs. U.S. law enforcement
agencies and the Department of Defense
(DOD) have reinforced deterrence by
working with allies and partners to conduct
persistent engagement and take down
botnets before they reach U.S. networks.
But attacks continue, indicating our
adversaries are not being forced to bear
sufficient costs for their malign activities.

What began as a forward-looking vision has
become an urgent set of unfinished tasks.
The challenge is to reinforce what has been
built and address the gaps that remain. That
requires a national cyber director with real
budget and authority; empowering CISA and
sector risk management agencies; restoring
diplomatic tools and foreign assistance to
extend U.S. reach abroad; and ensuring

the cyber workforce can meet tomorrow’s
challenges. Building a more robust domestic

Limit the ability of
great powers,
rogue states,
extremists, and

mine American
power and
influence.

cant consequence.

criminals to under-
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Source: Cyberspace Solarium Commission

response capacity is also becoming a clear need. Lastly, achieving these goals will require reestablishing bipartisan consensus
on cybersecurity as a core element of national security.

The United States faces a pivotal decision point. It is up to the administration and Congress to seize this opportunity to
secure the gains of the past five years; reinforce its cyber deterrence posture; and send a clear signal of capability, intent, and

o

RADM (Ret.) Mark Montgomery
Executive Director
Cyberspace Solarium Commission

continuity to its adversaries.

L B

Senator Angus King (advisory)
Former Chairman
Cyberspace Solarium Commission
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Top 5 Recommendations for the Trump Administration and Gongress

Over the past five years, the Cyberspace Solarium Commission helped lay the foundation for stronger U.S. cyber policy, spurring real
progress across government and industry. Yet weak statutory authorities, diminished diplomatic capacity, and growing workforce
and regulatory gaps continue to threaten national resilience. Addressing these challenges will require action from both Congress and
the administration. The following five priorities mark the next phase in strengthening America’s cyber defense in the years ahead.

1.Enhance the Autharities of the Office of the National Cyber Director

The ONCD, created in the fiscal year (FY) 20217 National Defense Authorization Act (NDAA),' has grown into a permanent
fixture of U.S. cyber governance. Although the office has proven effective at convening agencies and shaping strategy, it
still lacks the positional authority and interagency relationships needed to enforce decisions across the government. This
gap undermines efficiency and slows progress on urgent tasks. The same is true for resources: ONCD can review agency
budget submissions but has no authority to align cyber investments across departments, leaving federal resources missing,
fragmented, or duplicative. Regulatory oversight presents similar challenges. Without a mandate to harmonize regulations,
ONCD cannot resolve the patchwork of conflicting requirements facing critical infrastructure operators, a problem that
industry has repeatedly warned is eroding trust in government guidance.? To address these shortcomings, the ONCD should
lead efforts to rewrite the decade-old policy document, known as Presidential Policy Directive 41,2 to clarify responsibilities
for the national incident response process. President Donald Trump should issue an executive order to grant ONCD formal
convening authority over civilian agency cyber policy, review authority over agency cyber budgets, and a mandate to lead
regulatory harmonization efforts through an interagency working group. Elevating ONCD’s role with these actions would
provide the clarity and authority needed for ONCD to fulfill its role as the central driver of national cyber policy.

2.Restore the Workforce and Funding of the Cybersecurity and Infrastructure Security Agency

CISA is the federal government’s cyber defense agency, responsible for leading national incident response, issuing threat advisories,
and developing resilience programs across sectors. National Security Memorandum 22 reaffirmed this role, designating CISA as the
national coordinator for the security and resilience of critical infrastructure.* Yet CISA’s effectiveness has been weakened by steep
workforce and budget cuts that undermine its ability to support operators on the ground. These pressures limit CISA’s ability to
scale critical programs that give the administration early visibility into attacks and to share information with private sector partners.
By investing in CISA in its role as national coordinator, the administration can prevent disruptions, protect American families, and
ensure economic stability. The administration should develop a plan of action and restore staffing and budget levels, with the

goal of establishing and reinforcing CISA’s role as national coordinator for the security and resilience of critical infrastructure.’
Congress should provide multiyear funding stability to prevent further erosion of capacity. Empowering CISA strengthens the
administration’s hand in deterring adversaries and demonstrates visible leadership in keeping the country safe.

3.Restore Funding and Personnel Dedicated to Cyber Diplomacy and Capacity Building
at the State Department

Congress codified the State Department’s CDP with the Cyber Diplomacy Act of 2022. CDP’s mission is to strengthen
capacity and confidence among allies and partners.¢ Since its codification, CDP has developed key strategies and led
engagements with partners — from standing up incident response capabilities to jointly countering authoritarian narratives
online. CDP leveraged a dedicated cyber-assistance fund to help nations rapidly mitigate attacks and paired U.S. seed
funding with allied and private-sector investment to crowd out Chinese firms seeking to dominate telecommunications
and emerging technology supply chains.” However, CDP’s effectiveness has been constrained by a restructuring effort
that fractured cyber expertise across the State Department and stripped away resources that would allow the bureau

to coordinate policy and programs effectively, reducing available partner cyber capacity funds. Meanwhile, adversaries
like China continue to expand their global digital influence and dominate international technical standard-setting bodies,
filling the vacuum left by U.S. retrenchment. The administration should restore CDP’s personnel and resources through
reprogramming, supplemental requests, or executive orders, while Congress complements this effort by creating a
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long-term funding line that ensures the continuity of cyber-capacity building programs. To rebuild trust, the Trump
administration must demonstrate to allies that Washington is a reliable partner in building secure digital infrastructure that
supports U.S. trade and investment.

4.Maintain and Restore Critical Support to Public Collaboration Effort

The Critical Infrastructure Partnership Advisory Council (CIPAC) has provided a legal framework for information
exchange between the federal government and private-sector partners for nearly two decades. The Trump
administration’s decision to eliminate CIPAC? created legal uncertainty around information sharing, undermining long-
standing trust between industry and government. Since its elimination, critical infrastructure operators have scaled back
their engagement with the federal government out of concern that sensitive company data could be publicly exposed.® If
the Department of Homeland Security (DHS) fails to immediately reinstate CIPAC, Congress should intervene to restore
clear legal protections for industry-government dialogue. Congress should also pass a long-term reauthorization of
existing cybersecurity information sharing protections.

5. Expand the Talent Pool and Improve Retention of the Cyber Workforce

Since the start of the Trump administration, several workforce decisions have reshaped how the federal government recruits
and retains cyber talent. New hiring practices and at-will mandates shift emphasis away from technical qualifications and
discourage qualified candidates from pursuing career roles. The rollback of diversity, equity, and inclusion initiatives eliminated
programs that had broadened the pipeline of skilled candidates from underrepresented and nontraditional backgrounds,
narrowing access to key talent pools. The result is a growing gap in filling critical cyber positions from an already limited

talent pool. While the administration has wisely called for both “skills-based” and “merit-based” hiring, it has yet to establish

a consistent workforce model to deliver on those goals — risking what had been a rare area of bipartisan consensus around
building a skills-based cyber workforce.™ Clarifying a consistent, skills-based model — and broadening the pipelines for
nontraditional candidates through apprenticeships, training, and scholarship-for-service programs — will be essential to
stabilizing the cyber workforce and ensuring agencies have the expertise to defend the nation’s most critical systems. Also, the
government should expand proven skills-based recruitment programs like CyberCorps.
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Evaluating Progress

The FY21 NDAA added to the CSC’s original mandate by including the charge to review the implementation of the CSC’s
recommendations and provide annual updates." This report is the fifth annual implementation review responding to

that mandate.

Congress created the U.S. Cyberspace 4
Solarium Commission to identify

a strategic approach to securing
cyberspace. The CSC 2.0 project has
continued this mission, assessing

and advocating for the commission’s
work. This annual assessment report
shows that of the commission’s 116
recommendations, including those in
their March 2020 report and subsequent
white papers, more than three-quarters
are fully implemented or nearing
implementation. The CSC’s March

2020 report separated its original 82
recommendations into six thematic
pillars. The following section proceeds by
pillar and then turns to the subsequent
white papers the commission issued to
address emerging issues and add greater
detail to existing recommendations.

-

Progress Toward Implementation

of All 116 Recommendations

Significant Barriers
6]5.2%

Progress Limited
13]11.2%

On Track
18| 15.5%

Nearing
Implementation

37|31.9%

Implemented

42|36.2%

action taken.

policy actions underway.

taken up if future crises spur action.

Implemented: The recommendation was included in legislation that has been passed, an executive order issued, or other definitive
Nearing Implementation/Partial Implementation: The recommendation is included in legislation or an executive order that has a
clear path to approval, or it is partially implemented in law/policy.

On Track: The recommendation is being considered for a legislative vehicle, an executive order or other policy is being considered, or
there are measurable/reported signs of progress.

Progress Limited/Delayed: The recommendation has not been rejected, but it is not in a legislative vehicle, and there are no known

Significant Barriers to Implementation: The recommendation is not expected to move in the immediate future but is ready to be
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Recommendations From the March 2020 GSC Report

The CSC’s March 2020 report presented 82 recommendations separated into six thematic pillars. Proceeding by pillar, this
section outlines progress on each recommendation.

Pillar 1: Reform the U.S. Government’s Structure and Organization for Cyberspace

2022 | 2023 | 2024 | 2025

Reform the U.S. Government’s Structure and Organization for Cyberspace

E?J%ber Recommendation Title 2021
1.1 Issue an Updated National Cyber Strategy
1.1.1 Develop a Multitiered Signaling Strategy
1.1.2 Promulgate a New Declaratory Policy
1.2 Create House Permanent Select and Senate Select Committees on Cybersecurity
1.2.1 Reestablish the Office of Technology Assessment
1.3 Establish National Cyber Director Position
1.4 Strengthen the Cybersecurity and Infrastructure Security Agency
1.4.1 Codify and Strengthen the Cyber Threat Intelligence Integration Center
1.4 Strengthen the FBI’s Cyber Mission and the National Cyber Investigative

Joint Task Force
1.5 Diversify and Strengthen the Federal Cyberspace Workforce
1.5.1 Improve Cyber-Oriented Education

M 1.1 — Issue an Updated National Cyber Strategy: The March 2023 National Cybersecurity Strategy issued by the Biden

administration remains nominally in effect as the governing document for federal cybersecurity policy. As the Trump
administration develops its own national security and national cybersecurity strategies, the administration should ensure
cybersecurity remains a central component of national security planning, reaffirm federal roles and responsibilities, and set
well-defined priorities for critical infrastructure protection.

M 1.1.1 — Develop a Multitiered Signaling Strategy: Effective deterrence requires consistent, credible signaling that can

endure leadership changeovers. In the first months of the Trump administration, Defense Secretary Pete Hegseth reportedly
ordered U.S. Cyber Command to pause offensive operations against Russia during sensitive negotiations,'* despite ongoing

Russian cyber activity. The Pentagon has denied these reports,' but early moves by the administration indicated it would not
treat Russia as a cyber threat™ — a shift that could undermine U.S. deterrence.
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[l 1.1.2 — Promulgate a New Declaratory Policy: A clear declaratory policy that signals the costs of malicious cyber activity
is essential for deterring adversaries. The Trump administration entered office declaring that Washington needed to go on
offense to punish Chinese hackers for attacks on U.S. critical infrastructure. Since then, the administration has continued to
use law enforcement tools and financial sanctions to punish China’s malicious cyber activity.'

[l 1.2 — Create House Permanent Select and Senate Select Committees on Cybersecurity: Congress has shown no appetite
for consolidating jurisdiction over cybersecurity into a single committee in either chamber. Existing committee structures
remain fragmented, with overlapping and sometimes competing jurisdictions that hinder effective oversight.

[l 1.2.1 — Reestablish the Office of Technology Assessment: Congress continues to rely on the Government Accountability
Office and Congressional Research Service to fill the Office of Technology Assessment’s role rather than reestablishing it.
However, this workaround remains inadequate. As noted in previous annual assessments, Congress has failed to build the
internal capacity needed to meet growing demand for technical expertise on complex cybersecurity issues.

[ 1.3 — Establish a National Cyber Director Position: The Senate confirmed Sean Cairncross on August 2, 2025, as the third
national cyber director, succeeding Harry Coker Jr.'¢

1.4 — Strengthen the Cybersecurity and Infrastructure Security Agency: The Trump administration’s FY26 budget
proposed a nearly 17 percent cut to CISA’s budget." In addition, the White House has proposed cutting about a third of
its workforce,' and the secretary of homeland security has allowed multiple contracts to lapse, further shrinking CISA’s
technical and outreach resources.' While the House Appropriations Committee approved a $2.7 billion budget for the agency,
representing only a 5 percent cut,? CISA has reduced capabilities at a time when its mission is more critical than ever.

[1.4.1 — Codify and Strengthen the Cyber Threat Intelligence Integration Center: The Biden administration
reestablished the Cyber Threat Intelligence Integration Center (CTIIC) at the Office of the Director of National
Intelligence (ODNI) in FY22. However, in August 2025, Director of National Intelligence Tulsi Gabbard announced the
formal shutdown of CTIIC as part of the “ODNI 2.0” restructuring plan, which includes a 40 percent cut to ODNI staff.”’
CTIIC’s closure leaves a major gap in the government’s ability to coordinate cyber intelligence at scale. It ends key
programs like the Critical Infrastructure Intelligence Initiative, which provided monthly classified briefings to critical
infrastructure owners and operators.? The shutdown disrupts real-time cyber threat information sharing between the
federal government and private sector.

M 1.4.2 — Strengthen the FBI’s Cyber Mission and the National Cyber Investigative Joint Task Force: The National
Cyber Investigative Joint Task Force (NCIJTF) remains the federal government’s lead cyber threat response center,*
bringing together personnel from more than 30 federal agencies to deliver coordinated, multi-agency cyber threat
intelligence.?* A September 2024 Justice Department audit called for clearer roles and stronger performance metrics
— particularly for the Criminal Mission Center within NCIJTF?* — but the FBI has since demonstrated meaningful
progress. In 2024 alone, the bureau conducted over 30 operations disrupting ransomware groups,? reflecting
improved coordination, tracking, and mission focus. NCIJTF also responded to new challenges, partnering with CISA
and the National Security Agency during the 2024 election to track deepfake disinformation campaigns and support
counterintelligence efforts.””

1.5 — Diversify and Strengthen the Federal Cyberspace Workforce: Congress remains focused on cyber workforce
issues, introducing multiple pieces of legislation to grow the federal workforce and establish a centralized training hub
for early- to mid-career federal cybersecurity personnel.?® However, budget and staffing cuts across CISA, the State
Department’s Bureau of Cyberspace and Digital Policy, and the Defense Department risks undercutting the very workforce
these efforts aim to build.”

[ 1.5.1 — Improve Cyber-Oriented Education: For the past three years, CISA has taken the leading role in K-12 cybersecurity
education through its Cyber Defense and Education Training program.® However, in FY26, the Trump administration proposed
cutting $45.4 million from the program’s $206.7 million budget,®' undermining CISA’s ability to support cybersecurity
awareness, training, and education programs for K-12 teachers across the country.

10
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Pillar 2: Strengthen Norms and Non-Military Tools

Strengthen Norms and Non-military Tools

ﬁiﬁ;‘ber Recommendation Title 20212022 | 2023 | 2024 | 2025
2.1 Create a Cyber Bureau and Assistant Secretary at the U.S. Department of State
2.1.1 Strengthen Norms of Responsible State Behavior in Cyberspace
2.1.2 Engage Actively and Effectively in Forums Setting International ICT Standards
213 Improve Cyber Capacity Building and Consolidate the Funding of Cyber

Foreign Assistance
2.1.4 Improve International Tools for Law Enforcement Activities in Cyberspace
2.1.5 Leverage Sanctions and Trade Enforcement Actions
2.1.6 Improve Attribution Analysis and the Attribution-Decision Rubric
2.1.7 Reinvigorate Efforts to Develop Cyber Confidence-Building Measures

1 2.1 — Create a Cyber Bureau and Assistant Secretary at the U.S. Department of State: The Bureau of Cyberspace

and Digital Policy (CDP) was established in April 2022 and codified through the Cyber Diplomacy Act in the FY23 NDAA.*
Following the departure of the inaugural ambassador-at-large, Nathaniel Fick, on January 20, 2025,* the position remains
vacant, with no nominee put forth by the Trump administration. Funding and staffing cuts are jeopardizing the department’s
ability to sustain cyber diplomacy efforts,** downgrading this recommendation from full to partial implementation.

2.1.1 — Strengthen Norms of Responsible State Behavior in Cyberspace: In April 2025, Secretary of State Marco
Rubio proposed a department-wide reorganization that would downgrade the CDP from a bureau-level entity.** This move
contradicts then-Sen. Rubio’s 2020 assertion that “democratic allies are integral to our way of life”* and runs counter to the
intent of the Cyber Diplomacy Act of 2021, which elevated CDP to lead international cyber diplomacy. Despite the proposed
reorganization, CDP continued to represent U.S. interests in key multilateral forums, including the United Nations Open-Ended
Working Group. The working group, which adopted a consensus report in July 2025, concluded its mandate and established a
new Global Mechanism to advance responsible state behavior in cyberspace.”

[ 2.1.2 — Engage Actively and Effectively in Forums Setting International ICT Standards: Effective U.S. participation in
international standards-setting bodies is critical to promoting secure and interoperable technology frameworks. Agencies like
the National Institute of Standards and Technology, CDP, and CISA play a central role in shaping global norms. However, recent
budget cuts to these agencies® — along with Trump’s vow to dismantle the CHIPS and Science Act* — risk undermining

U.S. leadership in key international standards forums. A proposed U.S. withdrawal from the World Trade Organization’s key
Information Technology Agreement commitments*® further signals that Washington is backsliding in standards-setting efforts.

[ 2.1.3 — Improve Cyber Capacity Building and Consolidate the Funding of Cyber Foreign Assistance: On January 24,
2025, Secretary of State Marco Rubio ordered a 90-day pause on the State Department’s foreign aid to assess program
effectiveness.*’ Following the review, on March 10, he announced the cancellation of 83 percent of U.S. Agency for
International Development foreign aid contracts — over $60 billion in total — including more than $175 million in cyber-
related assistance.”” The cuts eliminated more than a dozen programs supporting allies and partners in building cyber capacity,

11
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including efforts to block Huawei deployment and a $95 million e N\
contract that helped train cybersecurity personnel across Eastern
Europe.”* While some aid remained through CDP-administered

programs, the rollback undercuts high-impact efforts that support “[The FBI] is also continuing to grow its

U.S. strategic interests in securing digital infrastructure and network of cyber-focused assistant legal
strengthening allies and partners. attachés, with upward of 22 now stationed in
M 2.1.4 — Improve International Tools for Law Enforcement key embassies to strengthen coordination with

Activities in va.erspaf:e: The EBI has expanded its international , allies. However, theproposedSpercentbudget
cyber presence, including opening a new law enforcement attaché

office in Wellington, New Zealand — a Five Eyes partner — to cut and reduction of 1,830 personnel across
counter Chinese malign activity and cybercrime.* It is also continuing the bureau could undermine the FBI’s abi[i[y to

tq grow its network of cybe‘r—focu.sed assistant I.egal attachés, respond to cyber threats and coordinate across
with upward of 22 now stationed in key embassies to strengthen

coordination with allies. However, the proposed 5 percent budget cut field office operations.”
and reduction of 1,830 personnel across the bureau could undermine
the FBI’s ability to respond to cyber threats and coordinate across \_ J
field office operations.*

[ 2.1.5 — Leverage Sanctions and Trade Enforcement Actions: No legislative action has been taken since last year to codify
Executive Order 13848, which responds to foreign interference in the United States by employing sanctions. However, on
September 9, 2024, President Joe Biden extended the authorities under the executive order to September 2025, the third
extension since it was originally set to expire in 2022.% In January 2025, the Treasury Department’s Office of Foreign Assets
Control sanctioned a Chinese hacker and his company for targeting U.S. Treasury systems and telecom infrastructure in the
Salt Typhoon campaign.”

[ 2.1.6 — Improve Attribution Analysis and the Attribution-Decision Rubric: Over the past five years, the U.S. government
has more rapidly and more regularly attributed malicious cyber operations to specific state-backed groups. In July 2025,

the NSA’s Cybersecurity Collaboration Center Director Kristina Walter asserted that the FBI and private sector detection,
attribution, and mitigation capabilities have prevented Chinese hackers from maintaining long-term footholds in specific U.S.
critical infrastructure networks.* However, executive action is needed to standardize attribution analysis and decision rubric.

2.1.7 — Reinvigorate Efforts To Develop Cyber Confidence-Building Measures: On July 11, 2025, the United Nations
Open-Ended Working Group concluded with a consensus report endorsing eight voluntary global cyber confidence-
building measures and launching a new Global Mechanism to advance responsible state behavior.* Recent cuts to the State
Department’s diplomatic cyber programs*® may limit the United States’ ability to operationalize these measures to build cyber
confidence-building measures.

12
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Pillar 3: Promote National Resilience

Promote National Resilience

Rec.

Number Recommendation Title 2021 | 2022 | 2023 | 2024 | 2025
31 Codify Sector-Specific Agencies as Sector Risk Management Agencies and Strengthen
) Their Ability to Manage Critical Infrastructure Risk
3.1.1 Establish a National Risk Management Cycle Culminating in a Critical Infrastructure
e Resilience Strategy
3.1.2 Establish a National Cybersecurity Assistance Fund
3.2 Develop and Maintain Continuity of the Economy Planning
3.3 Codify a “Cyber State of Distress” Tied to a “Cyber Response and Recovery Fund”
3.3.1 Designate Responsibilities for Cybersecurity Services Under the

Defense Production Act

3.3.2 Clarify Liability for Federally Directed Mitigation, Response, and Recovery Efforts

Improve and Expand Planning Capacity and Readiness for Cyber Incident Response

333 and Recovery Efforts
334 Expand Coordinated Cyber Exercises, Gaming, and Simulation
3.35 Establish a Biennial National Cyber Tabletop Exercise
Clarify the Cyber Capabilities and Strengthen the Interoperability of
3.3.6 :
the National Guard
3.4 Improve the Structure and Enhance Funding of the Election Assistance Commission
3.4.1 Modernize Campaign Regulations to Promote Cybersecurity
35 Build Societal Resilience to Foreign Malign Cyber-Enabled Information Operations
3.5.1 Reform Online Political Advertising to Defend Against Foreign Influence in Elections

M 3.1 — Codify Sector-Specific Agencies into Law as “Sector Risk Management Agencies” and Strengthen Their Ability To
Manage Critical Infrastructure Risk: Congress codified sector risk management agencies in law through the FY21 NDAA,*" and
an April 2024 presidential memorandum reaffirmed their roles.*

B 3.1.1 — Establish a National Risk Management Cycle Culminating in a Critical Infrastructure Resilience Strategy:

The April 2024 National Security Memorandum on Critical Infrastructure Security and Resilience fully implemented this
recommendation by directing the DHS, through CISA, to create a coordinated national risk management cycle and develop
sector-specific risk assessments and risk management plans that will be integrated into a biennial National Infrastructure Risk
Management Plan.>

3.1.2 — Establish a National Cybersecurity Assistance Fund: On August 1, 2025, CISA and the Federal Emergency Management
Agency announced a funding opportunity worth more than $100 million for state, local, and tribal cybersecurity programs.** While
these programs align with the intent of this recommendation, the delayed rollout and limitations to how grant recipients can use the
funds underscore the need for a dedicated National Cybersecurity Assistance Fund to ensure timely, flexible, and long-term support.

[ 3.2 — Develop and Maintain Continuity of the Economy Planning: In 2023, the Biden administration submitted its Continuity
of the Economy plan to Congress as mandated by the FY21 NDAA,* but it largely dismissed congressional concerns of inadequate
existing government incident response and emergency management planning. The Trump administration has repeatedly signaled
its prioritization of economic resilience and should revisit Continuity of the Economy planning, integrating industry input and
clarifying federal roles.>

13
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[l 3.3 — Codify a “Cyber State of Distress” Tied to a “Cyber Response and Recovery Fund”: Provisions in the Infrastructure
Investment and Jobs Act of 2021 implemented this recommendation.*’

[ 3.3.1 — Designate Responsibilities for Cybersecurity Services Under the Defense Production Act: While the DOD can
utilize the Defense Production Act (DPA) to accelerate the procurement of critical cybersecurity technologies and allow
modifications to acquisition requirements, the department has not formally designated cybersecurity services under the DPA.
The reauthorization of the DPA (set to expire in September 2025)>® presents an opportunity to include cybersecurity services
as a national security priority within its framework.

[ 3.3.2 — Clarify Liability for Federally Directed Mitigation, Response, and Recovery Efforts: Congress has not taken any
legislative action over the past year to protect companies acting under federal or law enforcement direction during cyber and
emergency response efforts.

[ 3.3.3 — Improve and Expand Planning Capacity and Readiness for Cyber Incident Response and Recovery Efforts: In
December, CISA released a draft of the National Cyber Incident Response Plan for comment.*® The draft, however, did not
provide clarity on the roles and responsibilities of federal, state, local, tribal, and territorial governments and private entities
when responding to significant cyber incidents affecting critical infrastructure. It is unclear if CISA will reissue an updated draft
in response to comments or if the Trump administration is starting the drafting process over.

[ 3.3.4 — Expand Coordinated Cyber Exercises, Gaming, and Simulation: The FY22 NDAA implemented this
recommendation.®® However, both the Biden and Trump administrations proposed budgetary cuts to the National
Infrastructure Simulation Analysis Center,®’ eroding the federal government’s capacity to conduct national cyber exercises.

[l 3.3.5 — Establish a Biennial National Cyber Tabletop Exercise: The FY21 NDAA implemented this recommendation,
ensuring regular cyber preparedness drills for critical infrastructure.®

71 3.3.6 — Clarify the Cyber Capabilities and Strengthen the Interoperability of the National Guard: The National Guard
continues to expand its role in international cyber capacity building, participating in national and international exercises and
working with allies to strengthen collective cyber defense.®

3.4 — Improve the Structure and Enhance Funding of the Election Assistance Commission: Between 2020 and 2023,
states spent more than $638 million from Help America Vote Act election security and cybersecurity grants.® Despite this
demonstrated need, federal investment remains inconsistent. The president’s FY26 budget request included no funding for
election security grants. The House version of the annual appropriations bill provides only $15 million for these grants and
reduces the Election Assistance Commission’s base funding.®® Meanwhile, the Election Security Information Sharing Analysis
Center shut down after the Trump administration eliminated CISA’s funding for the effort.®

[ 3.4.1 — Modernize Campaign Regulations to Promote Cybersecurity: On September 19, 2024, the Federal Election Commission
finalized a rule allowing federal candidates, officeholders, their families, and staff to use campaign funds for cybersecurity and
physical measures.®” This marks meaningful progress, but Congress has not amended the Federal Election Campaign Law to allow
corporations to provide free or reduced-cost cybersecurity assistance to political campaigns on a nonpartisan basis.

[ 3.5 — Build Societal Resilience to Foreign Malign Cyber-Enabled Information Operations: On May 9, 2025, Trump
terminated the $2.75 billion Digital Equity Act programs — created under the bipartisan Infrastructure Investment and Jobs
Act of 2021 — which provided states and local governments grants to expand access to digital literacy education, citing “race-
based” criteria as unconstitutional.®® However, private companies and local governments continue to invest in digital literacy
programs, which help build societal resilience against foreign malign influence.®

3.5.1 — Reform Online Political Advertising to Defend Against Foreign Influence in Elections: In October 2024, the ODNI
Office of the Director of National Intelligence warned that China, Iran, and Russia are “better prepared” to influence future
general elections based on lessons learned from the 2020 election.” Despite this assessment, there has been no meaningful
federal action to limit foreign government funding in online political advertising, and the Trump administration has shuttered
efforts at the FBI, CISA, and the State Department to identify and combat foreign malign influence.”
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Pillar 4: Reshape the Cyber Ecosystem Toward Greater Security

Reshape the Cyber Ecosystem Toward Greater Security

2022 | 2023 | 2024 | 2025

Rec. : g
Number Recommendation Title 2021
4.1 Establish and Fund a National Cybersecurity Certification and Labeling Authority
4.1.1 Create or Designate Critical Technology Security Centers
Expand and Support the National Institute of Standards and
4.1.2 .
Technology Security Work
4.2 Establish Liability for Final Goods Assemblers
4.2.1 Incentivize Timely Patch Implementation
4.3 Establish a Bureau of Cyber Statistics
a4 Resource a Federally Funded Research and Development Center to Develop
) Cybersecurity Insurance Certifications
4.4.1 Establish a Public-Private Partnership on Modeling Cyber Risk
Explore the Need for a Government Reinsurance Program to Cover
4.4.2 .
Catastrophic Cyber Events
4.43 Incentivize Information Technology Security Through Federal Acquisition Regulations
o and Federal Information Security Management Act Authorities
4.4.4 Amend the Sarbanes-Oxley Act to Include Cybersecurity Reporting Requirements
4.5 Develop a Cloud Security Certification
45.1 Incentivize the Uptake of Secure Cloud Services for Small and Medium-Sized
= Businesses and State, Local, Tribal, and Territorial Governments
4.5.2 Develop a Strategy to Secure Foundational Internet Protocols and Email
453 Strengthen the U.S. Government’s Ability to Take Down Botnets
4.6 Develop and Implement an ICT Industrial Base Strategy
4.6.1 Increase Support to Supply Chain Risk Management Efforts
4.6.2 Commit Significant and Consistent Funding Toward Research and Development in
o Emerging Technologies
4.6.3 Strengthen the Capacity of the Committee on Foreign Investment in the United States
4.6.4 Invest in the National Cyber Moonshot Initiative
4.7 Pass a National Data Security and Privacy Protection Law
4.7.1 Pass a National Breach Notification Law
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[ 4.1 — Establish and Fund a National Cybersecurity Certification and Labeling Authority: In January 2025, after 18 months
of public input, the Federal Communications Commission (FCC) formally launched the U.S. Cyber Trust Mark, a cybersecurity
certification and labeling program for consumer smart devices.”? The initiative was initially welcomed by industry stakeholders.
However, in June 2025, FCC Chairman Brendan Carr paused the program and launched an investigation into UL Solutions — the
FCC-authorized testing and certification body that administers the program — over its joint venture with China National Import
and Export Commodities Inspection Corp.,”® raising concerns about the program’s long-term viability and credibility.

[14.1.1 — Create or Designate Critical Technology Security Centers: This recommendation was partially implemented
through appropriations from the Infrastructure Investment and Jobs Act to the DHS’s Science and Technology Directorate.”

4.1.2 — Expand and Support the National Institute of Standards and Technology Security Work: At the direction of
the Office of Management and Budget, the National Institute of Standards and Technology (NIST) fired 20 percent of its
workforce — about 500 employees — including those hired under the CHIPS and Science Act.”® Additionally, the president’s
FY26 budget sought to eliminate an additional 650 positions” and cut $325 million in NIST funding.”” House and Senate
appropriators, however, rejected the proposed budget cuts, increasing NIST’s funding instead.”® Sustained appropriations are
needed to meet NIST’s expanded responsibilities and maintain the United States’ competitive edge in critical technologies such
as Al, quantum computing, and advanced manufacturing.

4.2 — Establish Liability for Final Goods Assemblers: In January 2025, outgoing National Cyber Director Coker
said the ONCD developed policy considerations for the incoming administration and Congress on liability for software
vulnerabilities.” In the final days of his administration, Biden issued an executive order requiring federal contractors
to submit secure software attestations, validation artifacts, and federal customer lists to CISA for review.®° On June 6,
2025, however, Trump issued another executive order removing these attestation and validation provisions but retaining
requirements that NIST update the secure software development framework and related guidance on secure software
delivery.®’

[ 4.2.1 — Incentivize Timely Patch Implementation: As noted last year, NIST’s National Vulnerability Database
continues to face budget shortfalls and capacity constraints. As of August 2025, the database has a backlog of nearly
15,000 vulnerabilities,®* leaving organizations without timely information to guide patching for security flaws. The
related Common Vulnerabilities and Exposures program, which assigns standardized identifiers for newly disclosed
vulnerabilities, also nearly went dark when the federal contract for the program came within 24 hours of expiring.®
Without sustained appropriations for these programs, the United States risks losing its position as the global leader on
vulnerability management and undermining the ability of organizations to implement timely patches.

4.3 — Establish a Bureau of Cyber Statistics: Congress has not yet created a Bureau of Cyber Statistics. Trump’s
removal of senior statistical leadership and periods of temporary loss of public access to government data® have introduced
governance risk to the integrity of official statistics,® creating a climate where movement on this recommendation is unlikely.

4.4 — Resource a Federally Funded Research and Development Center to Develop Cybersecurity Insurance
Certifications: While adoption of state-level data security standards for insurers and licensees is increasing each year,®
implementation varies by state, and there are no national baselines for underwriting and claims practices. Industry
stakeholders continue to call for greater clarity and standardization in cyber policy terms to expand coverage availability and
reduce uncertainty for insured and insurers alike.®”

4.4.1 — Establish a Public-Private Partnership on Modeling Cyber Risk: In its March 2025 letter to Congress, the National
Association of Insurance Commissioners — a standard-setting body for state insurance regulators — expressed support
for improving cyber risk modeling but opposed federal preemption, arguing that any modeling initiative must respect each
state’s jurisdiction.®® However, this fragmented state-by-state approach risks leaving systemic gaps in national preparedness.
A month prior, NIST released a report arguing that pooling and organizing data across sectors — and mapping dependencies
and modeling systemic scenarios — are essential for accurately pricing and mitigating cyber risk.2> A DHS-led public-private
working group remains essential to developing models that both inform the cyber insurance market and strengthen overall
resilience.
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1 4.4.2 — Explore the Need for a Government Reinsurance Program to Cover Catastrophic Cyber Events: Since last year’s
call for proposals for terrorism and cyber risk research,? the Treasury’s Federal Insurance Office and the National Science
Foundation have provided researchers at higher education institutions with grant funding to advance research in this area.”
Other research institutions have also published reports on the need for a federal backstop.®> Continued federal action is
needed to evaluate reinsurance options that can mitigate catastrophic cyber events and provide market stability.

[l 4.4.3 — Incentivize Information Technology Security Through Federal Acquisition Regulations and Federal Information

Security Management Act Authorities: While the Biden administration implemented this recommendation through a May
2021 executive order, in April, Trump issued an executive order directing federal agencies to rewrite the Federal Acquisition
Regulation to prioritize low-cost commercial technologies while eliminating non-statutory provisions, including cybersecurity
guardrails.”® While the rewrite could benefit the federal government with faster delivery of services, without careful
consideration for cyber and supply chain security provisions, it could expand national security risks.

[ 4.4.4 — Amend the Sarbanes-Oxley Act to Include Cybersecurity Reporting Requirements: The Security and Exchange
Commission’s rules, requiring publicly traded companies to disclose material cybersecurity incidents and update cybersecurity
risk management policies annually, implemented this recommendation.®

71 4.5 — Develop a Cloud Security Certification: In July 2024, the Office of Management and Budget issued a memorandum
directing the General Services Administration (GSA) to “accelerate the adoption of cloud computing products.”® At the time
of the issuance, Federal Risk and Authorization Management Program authorizations were projected to take more than a
year.” In March 2025, the GSA launched a pilot to streamline the authorization process built around industry input and the use
of automation.”” Five months later, in August 2025, the GSA announced that the FedRAMP services approvals increased from
49 authorizations in FY24 to 114 authorizations in FY25.%

1 4.5.1 — Incentivize the Uptake of Secure Cloud Services for Small- and Medium-Sized Businesses and State, Local,
Tribal, and Territorial Governments: The State and Local Cybersecurity Improvement Act, passed into law in the bipartisan
Infrastructure Investment and Jobs Act, partially implemented this recommendation.”

[ 4.5.2 — Develop a Strategy to Secure Foundational Internet Protocols and Email: This recommendation
specifically addresses securing three elements: Border Gateway Protocol (BGP), the Domain Name System (DNS),
and email communication via the Domain-based Message

Authentication, Reporting, and Conformance standard. There 4 N\
have been continued federal efforts in BGP and DNS security.
In September 2024, the ONCD released its Roadmap to « . . .
Enhancing Internet Routing Security, calling for widespread [I]nAp"I: Trump issued an executive order

adoption of Resource Public Key Infrastructure, which verifies directing federal agencies to rewrite the

the authenticity of internet routing information, making it more FederaIAcquisition Regulation toprioritize
difficult for hackers to hijack internet traffic.’® In July 2025, CISA

issued an interagency joint advisory highlighting protective DNS low-cost commercial tedmo’og’es while
as one of the effective defenses against Interlock ransomware eIiminating non-statutoryprovisions,

actors targeting critical infrastructure across North America includine cvbersecurity suardrails. While the
and Europe.’ The advisory emphasized the effectiveness of ey V8 )

early interception of malicious traffic before a connection is rewrite could benefit the federalgovemment
established. These actions align with NIST’s initial public draft of with faster delivery of services, without

f Border Gateway Prc.)tocol Securlty and Re5|llence, published careful consideration for cyber andsupply
in January 2025, calling for widespread adoption of Resource

Public Key Infrastructure to mitigate BGP vulnerabilities.'®* In chain security provisions, it could expand
May 2025, CISA updated its December 2024 guidance, expanding nationalsecurity risks.”

requirements for federal civilian agencies to strengthen cloud
security baselines and remediate configuration vulnerabilities.'®
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[ 4.5.3 — Strengthen the U.S. Government’s Ability to Take Down Botnets: Over the past year, U.S. law enforcement
agencies expanded joint operations to disrupt major Chinese and Russian-linked botnets through sanctions, indictments,
and victim notification orders. On September 28, 2024, in coordination with allied partners, they exposed and issued
public mitigation guidance on a People’s Republic of China-linked botnet controlling over 260,000 devices responsible
for more than 1.2 million compromised devices worldwide, including 385,000 in the United States.’® On January 3,
2025, the Treasury Department sanctioned related Integrity Technology Group, a cybersecurity company linked to the
Chinese Ministry of State Security.'® On May 9, 2025, the Department of Justice (DOJ) announced the dismantlement
and indictment of separate groups of Russian and Kazakhstani hackers for deploying malware to build and monetize
networks of compromised devices, followed by a July 23, 2025, victim assistance order directing the federal government
to issue notices to these victims.'*

[l 4.6 — Develop and Implement an ICT Industrial Base Strategy: Previously, the CHIPS and Science Act'” and other
executive actions'® had partially implemented this recommendation and continued to advance this recommendation.
On August 1, 2025, the International Trade Administration highlighted Germany as a key market for U.S. ICT exports and
investment,' while in May 2025, the National Telecommunications and Information Administration announced that 35
projects received $550 million in awards to support ICT research and development and commercialization through the
CHIPS and Science Act."®

M 4.6.1 — Increase Support to Supply Chain Risk Management Efforts: The February 2021 executive order on supply
chain resiliency and the passage of the CHIPS and Science Act fully implemented this recommendation.” On June 4,
2025, NIST released the public draft of SP 800-18’s second revision, “Developing Security, Privacy, and Cybersecurity
Supply Chain Risk Management Plans for Systems,” providing updated guidance to align with the NIST Risk Management
Framework, Privacy Framework, and cybersecurity supply chain risk management practices. The public comment period
closed on July 30, 2025."?

[ 4.6.2 — Commit Significant and Consistent Funding Toward Research and Development in Emerging Technologies:
Over the past five years, Congress has consistently funded emerging technologies research and development,'” with the
CHIPS and Science Act securing long-term investment."* However, within 50 days of taking office,"’ the Trump administration
crippled America’s scientific backbone, freezing $2.2 billion in research funds that had sustained universities and laboratories
across the country''® — eroding U.S. competitiveness at the exact moment global rivals have begun to accelerate their own
research and development programs.'"”

7 4.6.3 — Strengthen the Capacity of the Committee on Foreign Investment in the United States: A September 2022
executive order expanded the factors the Committee on Foreign Investment in the United States (CFIUS) uses during its
review process.”® In November 2024, the Treasury Department issued a rule adding over 60 military installations to CFIUS’s
real estate jurisdiction and expanding coverage around 10 existing installations.”® On August 6, 2025, CFIUS published its
annual report for Congress, which showed a higher volume of covered transactions in 2024 than in the prior year.'®

[ 4.6.4 — Invest in the National Cyber Moonshot Initiative: On January 20, 2025, the Trump administration suspended
all advisory committees reporting to the DHS, including the National Security Telecommunications Advisory Committee —
effectively dismantling a key advisory body for the Cyber Moonshot Initiative.'’

4.7 — Pass a National Data Security and Privacy Protection Law: In February 2025, House Republicans created a privacy
working group to develop a national data privacy standard framework.’? Separately, in April, the DOJ implemented a data
security program to prevent foreign adversaries from accessing Americans’ sensitive personal data.'

11 4.7.1 — Pass a National Breach Notification Law: While various federal and state regulations require companies to notify
consumers of data breaches under certain circumstances, there is no comprehensive federal requirement.

18




*
iﬁ: 2025 Annual Report on Implementation

Pillar 5: Operationalize Cybersecurity Collaboration With the Private Sector

Operationalize Cybersecurity Collaboration With the Private Sector

Rec.

Number Recommendations Title 2021 | 2022 | 2023 | 2024 | 2025

5.1 Codify the Concept of “Systemically Important Critical Infrastructure”

51.1 Review and Update Intelligence Authorities to Increase Intelligence Support to the
o Broader Private Sector

512 Strengthen and Codify Processes for Identifying Broader Private-Sector
o Cybersecurity Intelligence Needs and Priorities

513 Empower Departments and Agencies to Serve Administrative Subpoenas in Support
o of Threat and Asset Response Activities

5> Establish and Fund a Joint Collaborative Environment for Sharing and Fusing
) Threat Information

5.2.1 Expand and Standardize Voluntary Threat Detection Programs

5.2.2 Pass a National Cyber Incident Reporting Law

523 Amend the Pen Register Trap and Trace Devices Statute to Enable Better
- Identification of Malicious Actors

53 Strengthen an Integrated Cyber Center Within CISA and Promote the Integration of
) Federal Cyber Centers

54 Establish a Joint Cyber Planning Cell Under the Cybersecurity and Infrastructure
) Security Agency

5.4.1 Institutionalize DOD Participation in Public-Private Cybersecurity Initiatives

5.4.2 Expand Cyber Defense Collaboration with ICT Enablers

[ 5.1 — Codify the Concept of “Systemically Important Critical Infrastructure”: An April 2024 presidential national security
memorandum tasked CISA with working with the other sector risk management agencies to identify systemically important
entities within each critical infrastructure sector that have a disproportionate impact on U.S. national security, economic
security, and public health and safety.’ There have been no public updates since that time, but workforce reductions at

CISA may be impeding the development of a systemically important entities list. The Trump administration is also reportedly
considering revisions to the April 2024 memorandum.

[ 5.1.1 — Review and Update Intelligence Authorities to Increase Intelligence Support to the Broader Private Sector:
Under the reduction in force, CISA lost nearly a third of its workforce, including personnel who facilitated information
exchange, a reduction that many have said has “severely affected” the agency’s ability to engage meaningfully with industry
stakeholders.’” There have been mixed reviews on the government’s effectiveness in sharing timely, actionable threat
intelligence with the private sector. In the wake of the Salt Typhoon breach, major telecommunications providers learned
of the compromise from the media before being alerted by federal agencies.™ In July 2025, the Government Accountability
Office reported that the Cybersecurity Information Sharing Act of 2015 “positively contributed” to information sharing
between federal and nonfederal entities, enabling data sharing tools and implementing guidelines on how entities exchange
and receive critical information.’” Before the bill was set to expire on September 30, 2025, CISA leaders were “really hopeful”
for its reauthorization and stressed that the “rapid sharing” of information is vital to protecting U.S. critical infrastructure
from persistent cyber threats.’® However, the bill ultimately expired amid the October 2025 government shutdown, with a
CISA spokesperson calling the lapse “a serious blow” to the U.S. government’s cybersecurity posture.’®

71 5.1.2 — Strengthen and Codify Processes for Identifying Broader Private-Sector Cybersecurity Intelligence Needs
and Priorities: Many large technology firms and cybersecurity providers continue to express confidence in the integrity of
information-sharing channels with the federal government.’*® Federal agencies are also maintaining interagency efforts to
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ensure the private sector has access to timely, relevant cyber threat intelligence.”’ Strengthening statutory privacy and liability
protections, along with consistent classification of information, remains important to rebuilding trust and enabling more
effective public-private intelligence information sharing.

M 5.1.3 — Empower Departments and Agencies to Serve Administrative Subpoenas in Support of Threat and Asset
Response Activities: The FY21 NDAA implemented this recommendation by providing CISA with administrative subpoena
authority.’® Using this authority, CISA contacted more than 3,000 entities to help them remove vulnerable industrial control
system devices from the internet.'**

71 5.2 — Establish and Fund a Joint Collaborative Environment for Sharing and Fusing Threat Information: The Salt
Typhoon breach exposed major breakdowns in how threat information is exchanged between the government and industry.’*
A Joint Collaborative Environment (JCE) remains necessary as a real-time threat intelligence hub to ensure critical cyber
threat data is shared quickly and reliably. The FY26 president’s budget request, however, proposes to cut $36.5 million from
JCE efforts at CISA.™* House appropriators instead directed CISA to provide semiannual briefings on the plan, timeline, and
funding necessary to transition from the existing mechanism to the JCE."*

[l 5.2.1 — Expand and Standardize Voluntary Threat Detection Programs: The FY22 NDAA codified CyberSentry, a
voluntary program through CISA that provides continuous monitoring and detection of cybersecurity threats on critical
infrastructure networks."” Press reporting indicates, however, that contract lapses have hamstrung the ability of national
labs to analyze data and provide information back to participants.’® The program requires stable, multiyear funding and
contractual continuity to avoid operational gaps.

[l 5.2.2 — Pass a National Cyber Incident Reporting Law: The passage of the Cybersecurity Incident Reporting for Critical
Infrastructure Act of 2022 fully implemented this recommendation,’ and CISA has been receiving industry feedback

to develop the final regulations.™® Outgoing CISA Director Jen Easterly warned in January that conflicting timelines and
definitions between this law and existing cyber incident reporting rules could create a “recipe for dysfunction.”™*' Lawmakers
have also criticized drafts of the proposed rule for being overly broad and burdensome.' Timely issuance of the final rule by
the October statutory deadline will be critical to ensuring clarity and trust between government and industry.'

[115.2.3 — Amend the Pen Register Trap and Trace Devices Statute to Enable Better Identification of Malicious Actors: The
commission proposed an amendment to the Pen Register Trap and Trace Devices Statute with the intent of allowing companies
with the necessary resources and expertise to conduct defensive activities on behalf of themselves or their customers.
Congress has not yet acted on this proposal.

[ 5.3 — Strengthen an Integrated Cyber Center Within CISA and Promote the Integration of Federal Cyber Centers: Over
the past year, CISA issued various joint cybersecurity advisories and products with interagency and international partners

— issuing 58 in 2024™* — collaborating with federal agencies across the government, including the NSA, FBI, the ODNI, the
DOJ, and the DOD. * While these joint outputs reflect progress toward coordinated analysis and response to significant
cybersecurity incidents, persistent gaps in real-time information exchange with other public and private entities can and do
hinder the government’s ability to present a unified operational picture to industry partners.

[l 5.4 — Establish a Joint Cyber Planning Cell Under the Cybersecurity and Infrastructure Security Agency: The FY21
NDAA fully implemented this recommendation. Now known as CISA’s Joint Cyber Defense Collaborative (JCDC), it has over
300 participating organizations.' Earlier this year, however, JCDC saw a significant workforce reduction. Without sufficient
personnel, plans to onboard hundreds of additional partners have stalled.’® Without resources and expertise, JCDC cannot
coordinate joint cyber defense activities with industry and government partners.'*

[l 5.4.1 — Institutionalize DOD Participation in Public-Private Cybersecurity Initiatives: The FY22 NDAA implemented
this recommendation, and the Defense Department continues to demonstrate its commitment to improving public-private
partnerships, highlighting their value as a force multiplier for military readiness.™’

[l 5.4.2 — Expand Cyber Defense Collaboration With ICT Enablers: The FY22 NDAA created voluntary and pilot programs
that implemented this recommendation.’?
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Pillar 6: Preserve and Employ Military Instruments of Power

Preserve and Employ Military Instruments of Power

Rec.

Number Recommendation Title 2021 | 2022 |2023 2024 2025
6.1 Direct the DOD to Conduct a Force Structure Assessment of the Cyber Mission Force
6.1.1 Direct DOD to Create a Major Force Program Funding Category for

o U.S. Cyber Command
6.1.2 Expand Current Malware Inoculation Initiatives
6.1.3 Review Delegation of Authorities for Cyber Operations
6.1.4 Reassess and Amend Standing Rules of Engagement and Standing Rules for Use of

o Force for U.S. Forces
6.1.5 Cooperate With Allies and Partners to Defend Forward
6.1.6 Require the DOD to Define Reporting Metrics
6.1.7 Assess the Establishment of a Military Cyber Reserve
6.1.8 Establish Title 10 Professors in Cyber Security and Information Operations

Conduct Cybersecurity Vulnerability Assessment Across the Nuclear Command,
6.2 Control, and Communications and National Leadership Command Capability Systems
& Continually Assess Weapon Systems’ Cyber Vulnerabilities

6.2.1 Require Defense Industrial Base Participation in a Threat Intelligence Sharing Program
6.2.2 Require Threat Hunting on Defense Industrial Base Networks
6.2.3 Designate a Threat-Hunting Capability Across the DOD Information Network
6.2.4 Assess and Address the Risk to National Security Systems Posed by

- Quantum Computing

[l 6.1 — Direct DOD to Conduct a Force Structure Assessment of the Cyber Mission Force: The FY21 NDAA implemented
this recommendation by mandating a force structure assessment. The FY25 NDAA further advanced this effort by directing an
independent study of how to improve cyber force generation in the U.S. military, including the possibility of creating a separate
cyber service.”® Parallel with government efforts, in August, the Center for Strategic and International Studies and CSC 2.0
announced a new commission to examine the practical requirements of standing up a dedicated Cyber Force.™

[l 6.1.1 — Direct DOD to Create a Major Force Program Funding Category for U.S. Cyber Command: The FY21 and FY22
NDAAs implemented this recommendation, providing U.S. Cyber Command with enhanced budgetary authority. Last year,
Congress appropriated $1.6 billion for the U.S. Cyber Command.'*

6.1.2 — Expand Current Malware Inoculation Initiatives: U.S. Cyber Command, in particular, continues to share malware
and other threat information with private partners through its Under Advisement program.' In FY26, the U.S. Cyber
Command requested a $117.2 million increase for its Data and Sensors research and development portfolio, a substantial
increase from the $21 million requested in the FY25 budget. Prior investments have already contributed to a 52 percent
decrease in “anomalous behavior” and a 32 percent drop in vulnerabilities across Guam’s networks.™’

[l 6.1.3 Review Delegation of Authorities for Cyber Operations: The FY21 NDAA implemented this recommendation by
delegating cyber-related authorities to the commander of U.S. Cyber Command."®

[ 6.1.4 — Reassess and Amend Standing Rules of Engagement and Standing Rules for Use of Force for U.S. Forces: The
implementation of National Security Presidential Memorandum 13 over the past five years has significantly enhanced the process
for planning and executing offensive cyber operations.” Since the revelation of the extent of Chinese penetration of U.S. critical
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infrastructure, lawmakers have argued for a need to “revamp” the rules of engagement and increase the speed and unity of effort
in cyber operations.’® The House and Senate versions of the FY26 NDAA contain provisions to study cyber force employment and
the creation of Joint Task Force-Cyber to streamline command and control across geographic combatant commands.’®’

M 6.1.5 — Cooperate With Allies and Partners to Defend Forward: In the 2025 posture statement, then-acting U.S. Cyber
Command Cmdr. Lt. Gen. William Hartman reported that in 2024, the Cyber National Mission Force deployed more than 85
times to over 30 partner nations, across all geographic commands.’¢?

[l 6.1.6 — Require DOD to Define Reporting Metrics: The FY24 NDAA fully implemented this recommendation by mandating that
the DOD establish performance metrics for the pilot program on sharing cyber capabilities with foreign partners.'s* In July 2025,
the Government Accountability Office reported that the DOD has implemented mechanisms to strengthen its interoperability with
foreign partners, but more work is needed to close personnel gaps and sustain partner integration.’®*

1 6.1.7 — Assess the Establishment of a Military Cyber Reserve: The FY24 NDAA authorized the secretary of the Army

to conduct a pilot program on creating a civilian cybersecurity reserve.’® The Senate version of the FY26 NDAA includes

a provision requiring the Defense Department to report on and develop an implementation plan to integrate reserve
components — particularly the National Guard under Title 32 authorities — into cyber mission forces.'®® This progress reflects
growing congressional interest in leveraging reserve cyber talent to bolster national cyber readiness.

[ 6.1.8 — Establish Title 10 Professors in Cyber Security and Information Operations: The FY24 NDAA directed the
DOD to establish the Cyber Academic Engagement Office to foster relationships with academic institutions, manage cyber-
related educational programs, and oversee the development of cyber skills within the U.S. military.'s” In August 2024, Diba
Hadi became the new principal director for the Cyber Academic Engagement Office.'®® Under her leadership, the office is
streamlining collaboration and communication with academia, industry, and government partners.'s

[l 6.2 — Conduct a Cybersecurity Vulnerability Assessment Across the Nuclear Command, Control, and Communications
and National Leadership Command Capability Systems & Continually Assess Weapon Systems’ Cyber Vulnerabilities:
Legislation and executive actions have mandated comprehensive reviews, evaluations, and the development of secure nuclear
command, control, and communications systems."”® The FY24 NDAA in particular established a DOD working group to
inventory and mitigate risks, ensuring continuous assessment and improvement.'”"

[l 6.2.1 — Require Defense Industrial Base Participation in a Threat Intelligence Sharing Program: Two initiatives implemented

this recommendation last year. In April 2024, the Defense Industrial Base Cybersecurity Program expanded to grant 68,000 additional
contractors access to technical exchange meetings, a collaborative web platform, and threat information products and services
through the DOD’s Cyber Crime Center."”? Additionally, the center and the Defense Counterintelligence and Security Agency launched
a strategic partnership establishing a vulnerability disclosure program for the defense industrial base. Just six months after its launch,
the DOD estimates that the program has “saved contractors hundreds of millions of dollars” in response and recovery costs.”* In
November 2024, the NSA’s Cybersecurity Collaboration Center also launched an Al-powered autonomous penetration testing platform
that continuously simulates adversarial actions to analyze attack behavior and identify vulnerabilities across networks.”

[ 6.2.2 — Require Threat Hunting on Defense Industrial Base Networks: The FY21 NDAA'¢ partially addressed this
recommendation by mandating an assessment of the feasibility of implementing a defense industrial base cybersecurity threat-
hunting program. In October 2024, the DOD released the final rule for the Cybersecurity Maturity Model Certification 2.0
program."”” While the program strengthens baseline security across the defense industrial base, this recommendation is not
yet fully implemented.

[ 6.2.3 — Designate a Threat-Hunting Capability Across the DOD Information Network: The FY22 NDAA implemented
this recommendation by requiring threat hunting and discovery of malicious activity across the Defense Department’s
information network."®

[l 6.2.4 — Assess and Address the Risk to National Security Systems Posed by Quantum Computing: The FY21 NDAA
implemented this recommendation by requiring an assessment of the potential threats and risks posed by quantum computing.”®
Building on this, the FY24 NDAA included a pilot program for quantum computing applications to address technical challenges and
enhance capabilities.” The FY25 NDAA included various provisions for the Pentagon to develop and advance its quantum strategy.'®’
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GSC White Papers

In addition to its March 2020 report, the commission published a series of six white papers to address emerging issues and
add greater detail to existing recommendations. The fifth white paper, not included below, was a transition book for the Biden
administration, establishing priorities among existing recommendations but not offering new recommendations.

White Paper #1: Cybersecurity Lessons From the Pandemic

Cybersecurity Lessons From the Pandemic

Rec.
Number

Provide State, Local, Tribal, and Territorial Government and Small and Medium-sized
PAN 1.1 . 2
Business IT Modernization Grants

Recommendation Title 2021 | 2022 | 2023 | 2024 | 2025

PAN 1.2 | Pass an Internet of Things Security Law

Support Nonprofits That Assist Law Enforcement’s Cybercrime and Victim
Support Efforts

Increase Nongovernmental Capacity to Identify and Counter Foreign Disinformation
and Influence Campaigns

PAN 1.3

PAN 1.4

PAN 1.4.1 |Establish the Social Media Data and Threat Analysis Center

[l Pandemic 1.1 — Provide State, Local, Tribal, and Territorial Government and Small- and Medium-Sized Business
Information Technology Modernization Grants: The State and Local Cybersecurity Improvement Act, passed as part of

the Infrastructure Investment and Jobs Act, implemented this recommendation.'? As of August 2024, $172 million has been
invested across 33 states and territories to fund 839 state and local cybersecurity projects.’® Disconcertingly, however,

the most recent notice of funding opportunity prohibits states from using funds to purchase services from the Multi-State
Information Sharing and Analysis Center.”® It has been a critical cybersecurity service provider to state and local governments
and municipally owned utilities.

[ Pandemic 1.2 — Pass an Internet of Things Security Law: In January 2025, the FCC launched the U.S. Cyber Trust Mark
program to certify secure consumer Internet of Things (IoT) devices,'® but in June 2025 the program was paused pending an
investigation into its authorized testing body.'® This development underscores the need for congressional action to codify an
loT law with strong oversight mechanisms.

[ Pandemic 1.3 — Support Nonprofits That Assist Law Enforcement’s Cybercrime and Victim Support Efforts: In the
2024 general election cycle, Election Infrastructure Information Sharing Analysis Center (EI-ISAC), a nonprofit housed at
the Center for Internet Security, worked closely with law enforcement, election officials, and other state and local partners
to provide cybersecurity services. Preparation began in 2022, and on Election Day 2024, the Center for Internet Security
and EI-ISAC blocked 50 cyberattacks, prevented 138,782 connections to malicious domains, and countered text message-
based disinformation campaigns and bomb threats while operating a virtual situation room with 1,300 participants.’
However, recent federal funding cuts to CISA have eliminated EI-ISAC’s primary funding stream, forcing the organization to
seek alternative funding to continue its services.'®® Sustained federal investment is essential for nonprofits working with law
enforcement to continue providing these capabilities.

[l Pandemic 1.4 — Increase Nongovernmental Capacity to Identify and Counter Foreign Disinformation and Influence
Campaigns: While the DOJ and the National Science Foundation have previously provided grant funding for research on
foreign malign influence,'® Trump’s executive order on “Restoring Freedom of Speech and Ending Federal Censorship” halted
all federal grant programs supporting this work — including those at other federal agencies.”® This move has significantly
reduced funding for nongovernmental efforts to expose foreign malign influence campaigns targeting the American public.
Meanwhile, the administration cut all funding for EI-ISAC, which had worked closely with law enforcement, election officials,
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and other state and local partners to provide cybersecurity services, counter physical and cyber threats, and identify foreign
malign influence campaigns against U.S. elections.™"

[l Pandemic 1.4.1 — Establish the Social Media Data and Threat Analysis Center: The FY23 NDAA tasked the director of
national intelligence with submitting “a plan to operationalize” the Social Media and Threat Analysis Center,'*? but the director
has not yet submitted the plan to Congress.

White Paper #2: National Cyber Director

National Cyber Director

Rec. Number 2025

NCD 1 2025

[ Establish a National Cyber Director: The FY21 NDAA created the ONCD."* In January, outgoing Director Coker noted
that ONCD still relies more on informal authority than statutory power, lacking an independent convening role, a budgetary
directive authority, or a mandate to harmonize federal cyber regulations.’ In August 2025, the U.S. Senate confirmed
Cairncross as the third national cyber director.’ While ONCD is now institutionalized and resourced with an 85-person
staff,'® further congressional action could strengthen its authorities and sustain long-term impact.

White Paper #3: Growing a Stronger Federal Cyber Workforce

Growing a Stronger Federal Cyber Workforce
Eﬁ%ber Recommendation Title 2021 | 2022 | 2023 | 2024 | 2025
WF 1 Establish Leadership and Coordination Structures
WF 2 Properly Identify and Utilize Cyber-Specific Occupational Classifications
WF 3 Develop Apprenticeships
WF 4 Improve Cybersecurity for K-12 Schools
WF 5 Provide Work-Based Learning via Volunteer Clinics
WF 6 Improve Pay Flexibility and Hiring Authority
WF 7 Incentivize Cyber Workforce Research
WEF 8 Mitigate Retention Barriers and Invest in Diversity, Equity, and Inclusion in Recruiting

Il Workforce 1 — Establish Leadership and Coordination Structures: Since creating the National Cyber Workforce
Coordination Group in early 2023, the ONCD has established the Working Group on Cyber Workforce and Education and the
Working Group on Cyber Skills and Awareness, fully implementing this recommendation.’” As the new national cyber director
takes the helm at ONCD, maintaining cyber workforce leadership and coordination structures will be important to developing
the workforce necessary to address today and tomorrow’s cyber and technology challenges.
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[ Workforce 2 — Properly Identify and Utilize Cyber-Specific ' N\
Occupational Classifications: The Office of Personnel Management @

reaffirmed efforts to improve STEM recruiting and streamline hiring In August 2025, the U.S. Senate
under its May 2025 Merit Hiring Plan.® While reforms to modernize confirmed Cairncross as the third

cyber-specific classifications continue, the revival of Schedule F and at- national cyber director. While ONCD is
will employment complicate progress toward a purely competency-based Qo O q
POy P Prog purely comp y now institutionalized and resourced

cyber workforce. .
o with an 85-person staff, further
[ Workforce 3 — Develop Apprenticeships: The federal government

continues to implement this recommendation. At the end of June, the congress:onal action could Stre”gthe”
Department of Labor awarded another $84 million in grants for state its authorities and sustain Iong-
apprenticeship programs, noting that this funding will grow registered term impact. »

apprenticeship programs in technology, artificial intelligence, and

advanced manufacturing.' \ J

Workforce 4 — Improve Cybersecurity for K-12 Schools: Earlier this year, the Department of Education disbanded the
Office of Educational Technology,*® which provided cybersecurity guidance for schools, and the Education Government
Coordinating Council, an interagency effort that collaborated with 13 nonprofit organizations to coordinate cyber defense for
the sector.?®’ At the same time, cuts to CISA’s funding for the Multi-State Information Sharing and Analysis Center jeopardize
the free incident response, threat sharing, and cybersecurity training services that many school districts rely on.?* In July,
more than 400 school district officials petitioned for the reinstatement of the center and other K-12 cybersecurity funding as
well as the reinstatement of the Office of Educational Technology.***

[l Workforce 5 — Provide Work-Based Learning via Volunteer Clinics: In 2023, the NSA established cyber clinics in
four states to support communities and local governments with cyber risk assessment and planning assistance,*** fully
implementing this recommendation. Private sector companies and university-based cyber clinics are also conducting
similar efforts.?®

Workforce 6 — Improve Pay Flexibility and Hiring Authorities: In September 2024, the Office of Personnel Management
extended federal agencies’ direct hiring authorities for STEM and cybersecurity and related positions through the end of
2028.°¢ However, under the Trump administration, progress toward modernizing federal cyber hiring has been uneven: a
government-wide hiring freeze?” and workforce cuts have constrained agencies’ ability to use these authorities.?”® The Trump
administration’s reduction in force disproportionately affected early-career probationary staff,*® including those recruited
through new cyber talent pipelines.?

[l Workforce 7 — Incentivize Cyber Workforce Research: The passage of the CHIPS and Science Act fully implemented this
recommendation.?’’ However, the Trump administration’s elimination of diversity, equity, and inclusion programs — including
CISA’s pilot program to hire neurodiverse individuals — has curtailed critical data collection on workforce needs and outcomes.??

Workforce 8 — Mitigate Retention Barriers and Invest in Diversity in Recruiting: The Biden administration made progress
in efforts to retain qualified personnel and recruit from nontraditional communities.?'* However, the Trump administration’s
sweeping rollback of diversity, equity, and inclusion programs*'* has sharply reversed momentum, with the potential to
exacerbate cyber workforce shortages.?'* While then-House Homeland Security Committee Chairman Rep. Mark Green (R-
TN) introduced legislation in February to improve opportunities for community college and technical school graduates,”¢ the
political environment surrounding workforce cuts has damaged what had been bipartisan support for efforts to develop the
federal cyber workforce.?"”
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White Paper #4: Building a Trusted ICT Supply Chain

Building a Trusted ICT Supply Chain
Rec. o .
Number Recommendation Title 2021 |2022 |2023 2024 2025
SC1 Develop and Implement an ICT Industrial Base Strategy
SC2 Identify Key ICTs and Materials
SC3 Conduct a Study on the Viability of and Designate Critical Technology Clusters
SC 3.1 Provide Research and Development Funding for Critical Technologies
SC3.2 Incentivize the Movement of Critical Chip and Technology Manufacturing out of China
SC3.3 Conduct a Study on a National Security Investment Corporation
SC4 Designate Lead Agency for ICT Supply Chain Risk Management
SC4.1 Establish a National Supply Chain Intelligence Center
SC4.2 Fund Critical Technology Security Centers
SC5 Incentivize Open and Interoperable Standards and Release More Mid-Band Spectrum
Develop a Digital Risk Impact Assessment for International Partners for
SC5.1 > .
Telecommunications Infrastructure Projects
SC5.2 Ensure That the EXIM, DFC, and USTDA Can Compete with Chinese State-owned and
) State-backed Enterprises
Develop a List of Contractors and Vendors Prohibited From Implementing
SC5.3 :
Development Projects

[l Supply Chain 1 — Develop and Implement an ICT Industrial Base Strategy: Executive Order 14017, “America’s Supply
Chains,” fully implemented this recommendation.?’® There have been various initiatives continuing across the federal
government to advance this effort.?"

[l Supply Chain 2 — Identify Key ICTs and Materials: The DHS published the “Assessment of the Critical Supply Chains Supporting
the U.S. Information and Communications Technology Industry” in February 2022, fully implementing this recommendation.?

[l Supply Chain 3 — Conduct a Study on the Viability of Critical Technology Clusters and Designate Them: The passage
of the CHIPS and Science Act, which established a regional technology and innovation hubs program at the Department of
Commerce, fully implemented this recommendation.??' In January 2025, the Biden administration awarded $504 million in
grants to 12 Tech Hubs, but under the new Trump administration, Commerce Secretary Howard Lutnick rescinded six of
those awards. In May 2025, the program was revised and relaunched with a $220 million loan instead of a grant, available
for new recipients.??

[ Supply Chain 3.1 — Provide Research and Development Funding for Critical Technologies: The CHIPS and Science Act
implemented this recommendation and spurred additional investments in research and development for critical technologies.
For instance, in July 2025, the National Science Foundation’s Regional Innovation Engines program advanced 29 semifinalists
in its competition, spanning projects from critical minerals mining to advanced optical sensors, each led by public-private
coalitions. Finalists, to be announced in early 2026, will receive $160 million over 10 years.??

[l Supply Chain 3.2 — Incentivize the Movement of Critical Chip and Technology Manufacturing Out of China: The CHIPS
and Science Act provided more than $50 billion to boost the U.S. domestic chip industry, leading to over $600 billion in private
investments funding over 130 projects across 28 states. According to the Semiconductor Industry Association, these investments
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are expected to create and support over 500,000 jobs across the country.??* In March 2025, Taiwan Semiconductor Manufacturing
Company announced that the company plans to invest $100 billion for advanced semiconductor manufacturing and research and
development facilities in Arizona, boosting construction and engineering jobs in the United States.?® The Trump administration
has expressed strong support for reducing U.S. dependence on overseas chip production. Yet, its decision to acquire equity stakes
and take a share of revenue from Al chip exports to China®*® introduces strategic and market contradictions — raising concerns
about the alignment of such conditional export agreements with long-term supply chain resilience goals.

[ Supply Chain 3.3 — Conduct a Study on a National Security Investment Corporation: Although Congress has not created
a stand-alone National Security Investment Corporation, the DOD’s Office of Strategic Capital, in partnership with the Small
Business Administration, has operationalized the commission’s vision through the Small Business Investment Company Critical
Technology Initiative. Under this initiative, the Small Business Administration can provide up to $175 million in loan guarantees
per fund, leveraging federal backing to attract and scale private capital into companies developing critical technologies.?” The
first cohort of 18 approved funds — spanning investment stages from seed to buyout — is projected to channel over $4 billion
in private investment to roughly 1,700 portfolio companies.?®

[l Supply Chain 4 — Designate a Lead Agency for the ICT Supply Chain: The FY21 NDAA designated the DHS as the sector
risk management agency for the information technology sector, fully implementing this recommendation.??* National Security
Memorandum 22 also reaffirms this designation.

[ Supply Chain 4.1 — Establish a National Supply Chain Intelligence Center: While a National Supply Chain Intelligence
Center does not yet exist, a combination of efforts partially implemented this recommendation. Efforts by the National
Counterintelligence and Security Center to lead the Supply Chain and Counterintelligence Risk Management Task Force®°
and the Supply Chain and Cyber Directorate to share sensitive information with the federal acquisition community align
with this recommendation.'

[ Supply Chain 4.2 — Fund Critical Technology Security Centers: The Infrastructure Investment and Jobs Act partially
implemented this recommendation.?®? While there has been previous congressional interest in creating critical technology
security centers,? legislation has not yet been passed. Federal agencies have issued guidance,* and national laboratories and
university programs?* have provided testing and evaluating functions that align with this recommendation, but a dedicated
center to test critical technology security is needed to fully implement this recommendation.

[l Supply Chain 5 — Incentivize Open and Interoperable Standards and Release More Mid-Band Spectrum: The FCC took
multiple steps this past year to expand mid-band spectrum and strengthen supply chain security. As directed by Congress, the
FCC adopted final rules in August regarding auctioning additional mid-band spectrum for 5G.2*¢ Additionally, in May 2025, the
FCC adopted new rules to tighten its equipment authorization program, which oversees how telecommunications devices are
tested and approved before entering U.S. markets.?®” These rules ban foreign-controlled test labs and certification bodies from
approving devices in the FCC’s program. Congress, meanwhile, sustained funding for the rip-and-replace program to remove
Chinese telecommunications equipment from U.S. networks.?2 In July, the Government Accountability Office, however, issued
a letter to the acting assistant secretary of Commerce warning that its recommendations to the National Telecommunications
and Information Administration on improving spectrum management have not been addressed.?®

[ Supply Chain 5.1 — Develop a Digital Risk Impact Assessment for International Partners for Telecom Infrastructure
Projects: In October 2024, NIST awarded $15 million to establish a Standardization Center of Excellence led by the American
Society for Testing and Materials International to bolster U.S. participation in international standardization for critical and
emerging technologies.?*® However, Trump administration decisions to halt all development grants through the U.S. Agency for
International Development have significantly narrowed U.S. tools,?*! leaving U.S. allies and partners with fewer alternatives to
Chinese vendors while eroding the State Department’s ability to drive standards-setting efforts.

[ Supply Chain 5.2 — Ensure That the Export-Import Bank, U.S. International Development Finance Corporation, and
U.S. Trade Development Agency Can Compete With Chinese State-Owned and State-Backed Enterprises: Over the past
year, the U.S. Trade Development Agency expanded support for energy, infrastructure, and manufacturing projects to reduce
reliance on Chinese suppliers.?* In January 2025, the Export-Import Bank launched its Supply Chain Resiliency Initiative to
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provide targeted financing to reduce dependence on Chinese critical minerals and rare earth elements and boost American
manufacturing.*** However, the U.S. International Development Finance Corporation’s authorization is set to expire in
October 2025, and its inability to support projects in middle-income countries, like Panama, has allowed China to expand its
investments in the region.?* These U.S. financing tools remain constrained by outdated rules and limited authorities. Ensuring
they can operate flexibly and at scale is essential not only for commercial competitiveness but also for national security.

Supply Chain 5.3 — Develop a List of Contractors and Vendors Prohibited From Implementing Development Projects:
While Congress and the Trump administration remain focused on limiting the ability of Chinese state-controlled companies
to do business in the United States,?** the administration has not created the necessary comprehensive list of prohibited
contractors to fully implement this recommendation.

White Paper #6: Countering Disinformation in the United States

Countering Disinformation in the United States

Rec. . ]

Number Recommendation Title 2021 | 2022 | 2023 | 2024 | 2025
Establish a Civic Education Task Force, Enable Greater Access to Civic Education

CD1 . . N/A
Resources, and Raise Public Awareness

Cb2 Ensure Material Support for Nongovernmental Disinformation Researchers N/A
Provide Grants to Nonprofit Centers to Identify, Expose, and Explain Malign Foreign

CcD3 : ¢ 3 N/A
Influence Campaigns to the American Public

Ch4 Create a Capability Within the DHS to Actively Monitor Foreign Disinformation N/A

CD5 Create a Grants Program to Equip State and Local Governments N/A

CDé6 Reform the Foreign Agents Registration Act and Introduce New FCC Regulations N/A

Ccb7 Publish and Enforce Transparency Guidelines for Social Media Platforms N/A

[ Countering Disinformation 1 — Establish a Civic Education Task Force, Enable Greater Access to Civic Education
Resources, and Raise Public Awareness: Over the past three years, Congress has consistently appropriated $23 million to the
Department of Education for civic education.?*® Nongovernmental organizations have continued civic education initiatives.?*’

[ Countering Disinformation 2 — Ensure Material Support for Nongovernmental Disinformation Researchers: Under
the Biden administration, the federal government provided more than 600 grants and contracts to researchers across
nonprofit organizations and higher education institutions to conduct research on countering disinformation.?*® The Trump
administration reversed this effort, terminating all federal funding for such programs,** with cuts also affecting organizations
that support journalism and strengthen media transparency.?*°

[ Countering Disinformation 3 — Provide Grants to Nonprofit Centers to Identify, Expose, and Explain Malign Foreign
Influence Campaigns to the American Public: The Trump administration canceled federally funded research grants focused
on misinformation, including studies on foreign influence, Al-generated content, and disinformation tactics on social media.
The move stems from Executive Order 14159, “Protecting the American People Against Invasion,”?*’ aimed at protecting free
speech, but critics argue its true effect is to suppress independent research into foreign influence.?*?

[ Countering Disinformation 4 — Create a Capability Within DHS to Actively Monitor Foreign Disinformation: The DHS
has shuttered all efforts within CISA to counter foreign malign influence,*? with the secretary arguing that CISA is “not the
Ministry of Truth.”?** Elsewhere across the executive branch, the Justice Department and State Department have similarly
shut down the FBI’s Foreign Influence Task Force and the Global Engagement Center.?** Despite the center’s work to provide
technical assistance to counter anti-American influence campaigns by U.S. adversaries abroad, Secretary Rubio celebrated its
closure as a step to “liberate American speech.”?¢
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[ Countering Disinformation 5 — Create a Grant Program to Equip State and Local Governments: The Trump
administration has halted all federal grant funding to support state and local governments in countering disinformation.?’
The administration has cut funding not only to the Election Infrastructure Information Sharing and Analysis Center but also
to the Multi-State Information Sharing and Analysis Center because of a false perception that these organizations are involved
in censorship. State and local officials have expressed concerns over cuts to federal programs,**® with some warning that
debunking politically divisive rhetoric has diverted time and resources from emergency relief efforts.?®

[ Countering Disinformation 6 — Reform the Foreign Agents Registration Act and Introduce New FCC Regulations:

On February 5, 2025, Attorney General Pam Bondi issued a memorandum deprioritizing Foreign Agents Registration Act
(FARA) enforcement and dismantling the Justice Department’s Foreign Influence Task Force and the National Security
Division’s Corporate Enforcement Unit.>® This shift limits criminal cases to traditional espionage while directing the FARA
Unit to focus solely on civil enforcement and injunctive relief.?¢' The Justice Department’s pending rulemaking from the Biden
administration seeks to narrow the scope of commercial exemptions,*? creating uncertainty for regulated entities over their
future obligations and enforcement priorities.

[l Countering Disinformation 7 — Publish and Enforce Transparency Guidelines for Social Media Platforms: Congress has
debated bills to incentivize greater transparency in social media content moderation and whether to amend Section 230 of the
Communications Act of 1934, which shields platforms from liability for user-generated content and protects their ability to
moderate in “good faith.”* In 2024, Congress passed — and the Supreme Court upheld — a law requiring TikTok’s Chinese
parent, ByteDance, to divest or face a U.S. ban.?** However, the Trump administration has repeatedly declined to enforce the
law, allowing ByteDance to retain control of TikTok’s algorithm that amplifies pro-Chinese narratives.?*> On February 20, 2025,
the Federal Trade Commission launched a public inquiry to understand social media content moderation practices,?*® which
could signal renewed federal engagement.

This assessment marks a five-year effort to track U.S. cyber policy through the lens of the commission — a period marked by
geopolitical volatility, persistent fragmentation, uneven implementation, and institutional growth under pressure. While the
commission’s framework helped orient key reforms and catalyze action across sectors, a substantial gap between vision and
execution remains. With the second Trump administration now in office, the challenge is not simply to revisit past priorities,
but to confront the structural constraints that have limited progress — and to determine whether a more coherent, sustained
approach to national cyber resilience is politically and institutionally viable in the years ahead.
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