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Executive Summary

The aviation industry in the United States
encompasses a vast network of nearly 20,000
airports and almost 7,000 aircraft." Ensuring flight
safety by protecting this critical subsector from
cyberattacks is vital to safeguarding the nation’s
economic vitality and national security.

The aviation subsector is a complex ecosystem
comprising not only airlines and their aircraft

but also airport operating authorities and the air
traffic control system. Each of these elements
faces unique cybersecurity risks and challenges.
This interconnected industry manages a wealth of
sensitive data, including passenger information,
financial records, and proprietary details of
advanced technologies. This makes the industry an
attractive target for cyberattacks.

In addition to compromising data integrity, An FDD design collage by Lilia Gaufberg featuring an aerial view of a narrow-body
confidentiality, and availability, cyberattacks and aircraft departing airport runway (Thiago B Trevisan via Shutterstock)
technology disruptions can impair flight navigation

and communication channels crucial for both civil and military aviation operations. While policymakers and industry leaders
increasingly recognize these vulnerabilities, relevant federal agencies and industry stakeholders face significant hurdles to
addressing evolving threats. These challenges include fragmented oversight, insufficient investment in cybersecurity and
modernization, and an under-resourced workforce.

The aviation subsector is a significant driver of economic productivity. Less understood but equally important is the industry’s
crucial role in U.S. military mobility. The military relies on aviation infrastructure to move forces, equipment, and supplies
essential for deterring adversaries and winning wars. Given the industry’s dual importance, the numerous shortcomings
identified in this report — ranging from inefficient cybersecurity regulatory oversight to gaps in workforce training — demand
swift and coordinated action from the executive branch, Congress, federal agencies, and industry stakeholders.

This report is divided into five sections. The first discusses the aviation industry’s vital role in the U.S. economy. The second
explores the importance of aviation critical infrastructure for military mobility. The third examines the subsector’s multifaceted
operational and cyber landscape. The fourth provides an overview of current federal government efforts, led by the Federal
Aviation Administration and Transportation Security Administration, to address the cybersecurity challenges in the subsector. The
report concludes with key insights and recommendations for policymakers, emphasizing the need to strengthen cybersecurity
capabilities, advance workforce development, enhance stakeholder collaboration, modernize industry technologies, and improve
interagency coordination to bolster the industry’s resilience against emerging cyber threats.
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The Economic Importance of Air Transportation

The aviation subsector includes commercial airlines, air cargo carriers, airports, aircraft manufacturers, and supporting
infrastructure and companies, such as maintenance and repair service providers. It accounts for roughly 5 percent of U.S. gross
domestic product and plays a crucial role in ensuring timely delivery of people and goods. Each day, U.S. commercial airlines
transport approximately 2.9 million passengers and 61,000 tons of cargo across the United States and around the world.?

The aviation industry has recovered rapidly from the COVID-19 pandemic, fueled by a sharp increase in passenger demand for
air travel. In 2024, the Transportation Security Administration (TSA) reported a 6 percent increase in the daily average volume
of passengers passing through security checkpoints compared with 2023.2 This bump followed a 14 percent rise in passenger
volume in 2022.* With over one billion travelers in 2023, airlines filled an average of 83 percent of available seats per flight.’
This combination of increased demand and improved seat utilization boosted airlines’ net profits from $1.63 billion in 2022 to
$7.8 billion in 2023.¢

In today’s fast-paced global market, air cargo transportation offers a unique advantage over maritime, rail, and trucking,
providing unmatched speed, reach, and reliability. While trucking and rail account for a dominant 70 percent share of
domestic freight volume, they require longer transit times.” Air freight is costlier but reduces transit times down from weeks
to days. This makes it essential for transporting high-value, time-sensitive goods, such as pharmaceuticals and other critical
manufacturing parts, particularly when other transport modes face capacity constraints.®

During the pandemic, air freight proved essential amid severe disruptions in global maritime shipping. It delivered medical
equipment, personal protective gear (PPE), and vaccines worldwide, preventing shortages and alleviating strain on healthcare
systems.’ For example, between January 2020 and March 2021, FedEx Express — the mail carrier’s overnight air freight service
— delivered more than 80 kilotons of PPE globally on behalf of the Department of Health and Human Services. Between March
and November 2020, FedEx also flew 132 flights to transport more than 10 tons of PPE and vaccines to all 50 states and more
than 25 countries.™

During the 2021 global semiconductor shortage, air freight played a crucial role in safeguarding supply chains. Aircraft swiftly
transported temperature-sensitive components in climate-controlled environments, ensuring timely delivery of raw materials
needed for semiconductor chip production. This prevented further slowdowns in critical sectors such as electronics and
automotive manufacturing — delays that slower transport modes, such as maritime shipping, could not have mitigated."
These cases highlight air freight’s vital role in maintaining global supply chain stability during one of the most volatile economic
periods in recent history.™

Air freight also enables businesses to adapt quickly to market e N
demand, enhancing supply chain elasticity, supporting efficient

restocking, and lowering capital and overhead costs by reducing the « o g e ge
need for high inventory levels. It also plays a key role in sustaining Each day’ U.S. commercial airlines transport

business continuity and driving the rapid growth of global approximately 2.9 million passengers and
e-commerce. In the fourth fiscal quarter of 2024, U.S. e-commerce 61,000 tons of cargo across the United States
sales surged to $308.9 billion, surpassing the previous quarter by and around the world.”

2.7 percent and marking the highest quarterly performance in
history.”™ With growing demand for faster shipping, e-commerce \_ )
now accounts for roughly 20 percent of global air freight volume,™
underscoring the aviation industry’s importance in facilitating global
trade, maintaining efficient supply chains, and meeting

consumer expectations.
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Military Mobility

Beyond its importance to economic prosperity, the commercial aviation industry plays an indispensable role in supporting the
U.S. military. Though the military of course has its own transport aircraft and airfields, it relies in part on commercial airlines
and civilian and joint-use airports for military logistics. Threats to the American commercial aviation industry therefore could
imperil U.S. national security.

Civil Reserve Air Fleet

Commercial airlines play an important role in enabling efficient and timely delivery of personnel, supplies, and equipment

to sustain Department of Defense (DoD) missions worldwide. While the military possesses its own aircraft, partnering with
civilian commercial airlines expands the available air transportation and airlift capacity that can be activated quickly. For
instance, in the nine months following Russia’s 2022 invasion of Ukraine, contracted commercial airlines flew more than 820
national security-related missions to deliver essential weapons and equipment for Ukrainian forces.' The military’s reliance
on the commercial aviation industry, however, means that any disruption in that industry could directly impair the Pentagon’s
ability to maintain operational readiness across multiple theaters.

U.S. Transportation Command (USTRANSCOM) is the functional combatant command responsible for planning and
conducting global mobility operations spanning air, land, and sea transportation modalities.' Alongside the Department of
Transportation (DoT), USTRANSCOM collaborates with civilian commercial airlines through the Civil Reserve Air Fleet (CRAF)
program. The CRAF program provides designated, mission-ready aircraft within 24 to 48 hours to meet surges in demand for
emergency airlift operations. Twenty-five airlines currently participate in the program, together providing 450 aircraft, or 6
percent of the total cargo and passenger aircraft in service in the United States."”

During Operations Desert Shield and Desert Storm (1990-1991),'® Operation Iraqi Freedom (2003)," and Operation Allies
Refuge (2021), CRAF aircraft played an essential role in transporting troops and cargo and evacuating refugees.?® CRAF
extends USTRANSCOM’s reach and enhances mission flexibility by reducing the time and DoD resources typically needed
for large-scale mobilization of troops and materiel. ' Moreover, CRAF allows USTRANSCOM to avoid fixed costs associated
with maintaining a large military-only fleet. For instance, CRAF saved the Air Force an estimated $13 to $50 billion during
Operation Desert Storm.?

Civilian and Joint-Use Airfields

Civilian and joint-use airfields are also a critical component of the U.S. military’s ability to mobilize forces. Joint-use
airfields refer to shared operational arrangements between military and civilian aviation. There are two categories of such
airfields. The first constitutes military installations that allow civilian aircraft activity — such as Charleston Air Force Base
— with 21 such installations in operations as of 2022.%2 The second constitutes civilian airports that allow military use

for operations, totaling 69 civilian airports as of 2022.** The DoD Policy Board on Federal Aviation works with the FAA to
coordinate and streamline military and civilian aviation operations, optimizing flight efficiency and reducing the need for
separate military airfields.

By leveraging civilian infrastructure, the Pentagon reduces the need for public investment in additional military airfields. These
partnerships are crucial for cost savings, operational flexibility, and responsiveness.? Strategically located civilian airports
provide ready access to international and domestic routes, facilitating the efficient transport of military assets and personnel.
This integration also supports military training, testing, logistics, and disaster-response operations.

The benefits are not just one-sided. The DoD and FAA work together to ensure the capacity of the National Airspace
System (NAS) to meet both military and civil aviation needs.?® The Policy Board on Federal Aviation’s coordination with
the FAA plays a critical role in optimizing shared systems such as Global Positioning System (GPS) and communication
networks, enhancing air traffic management and ensuring safety and performance within the NAS. This partnership
helps improve navigational planning, reduce delays, identify direct routes, and facilitate smoother altitudes transitions,
ultimately saving time and fuel.
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Threats to U.S. Military Mohility

While the U.S. military’s use of commercial airlines and civilian infrastructure offers numerous advantages, it also expands
cybersecurity vulnerabilities.?” One risk concerns potential compromises in the supply chains of commercial airlines.

To mitigate this risk, the DoD’s 2024 defense-industrial base strategy emphasizes strengthening the cybersecurity of its
contractors, including key aviation suppliers such as Boeing. As part of this effort, the DoD’s Defense Cyber Crime Center
offers voluntary assessments through its Cyber Resilience Analysis service. These assessments identify vulnerabilities within
the defense-industrial base, including the aviation supply chain, and share actionable intelligence with participating vendors.?®

In addition, while civilian and military aviation maintain separate systems for handling passenger and cargo information and
employ different communications systems,? both rely on the same Air Traffic Control (ATC) system for communication
between aircraft and ground control. The ATC system ensures that both commercial and military aircraft can communicate
with the ground and with each other in shared airspace. As a result, cyber threats targeting the ATC system jeopardize both
civilian and military aviation.

A cyber incident targeting commercial airlines, commercial airport operating authorities, or even the ATC system itself could
potentially disrupt DoD computer networks, causing schedules and dispatch logistics to go awry. Such incidents could diminish
DoD’s mission readiness and ability to coordinate resources for deployment. Additionally, adversaries may attempt to infiltrate
shared communication systems used for both civilian and military purposes, potentially exfiltrating intelligence or disrupting
military operations. Similarly, these cybersecurity incidents could lead to prolonged operational outages and substantial
financial losses in the civilian aviation industry.

Operational Landscape

Despite its critical importance, the aviation industry is prone to disruptions. Delays caused by cyber incidents, supply chain
disruptions, and other malicious attacks can cause significant financial losses. Likewise, delays due to weather, mechanical
problems, accidents, and other incidents cost airlines, passengers, and industries dependent on air travel a total of $33 billion
in 2019.% These losses include the financial impact of lost future business as well as disruptions in industries relying on just-
in-time operations, where delayed deliveries can halt production lines on a global scale.?’ In the aviation industry, supply chain
delays can hinder timely maintenance, fleet expansion, and essential technology and cybersecurity upgrades for operational
efficiency. For instance, in December 2024, the International Air Transportation Association estimated that clearing the
backlog of 17,000 delayed aircraft deliveries will take approximately 14.8 years.??> Such prolonged delays leave the aviation
industry relying on aging systems, amplifying the risk of emerging cyber threats.

Growing Cyher Threats

The aviation industry has become a prime target for increasingly sophisticated cyberattacks. These attacks exploit the
subsector’s intricate web of global operations and its critical role in global supply chains, where even a single disruption can
ground flights, delay cargo, and send shockwaves through economies.

Ransomware, in particular, has emerged as a top threat confronting the industry. Overall, the number of cyberattacks
affecting the aviation industry increased by 131 percent in 2023 compared with 2022.* The number of ransomware
incidents, which are a subset of total attacks, surged even more dramatically — by 600 percent in 2023, according to a
senior executive at Boeing.** Boeing itself suffered a ransomware attack in October 2023 but reportedly did not pay the
exorbitant sum the hackers were demanding.**

Ransomware is particularly damaging because of the cascading impacts it can have on an industry heavily reliant on intricate
communications systems. In November 2022, hackers caused flight delays when they launched a ransomware attack targeting
Jeppesen, a Boeing subsidiary. Jeppesen supplies flight navigation and operation planning tools used by airlines and aviation
authorities to plan safe and efficient routes. Jeppesen’s tools also feed into the national Notice to Air Missions (NOTAM) system,
which warns pilots and airlines of hazards on their planned routes.* The disruption affected flight planning across multiple carriers
contributing to delays, illustrating how an attack on a single service provider can affect the broader aviation ecosystem.
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More recently, in August 2024, Seattle-Tacoma International Airport suffered a ransomware attack that disrupted essential
airport operations just ahead of a busy Labor Day travel rush. Airport staff quickly switched to manual processes, handling
over 7,000 pieces of luggage and issuing paper boarding passes to keep operations running.*” The attack strained airport
logistics and passenger processing, demonstrating how ransomware can disrupt interconnected airport systems during
peak demand. The Russian-affiliated Rhysida group demanded $6 million in ransom to decrypt the systems and avoid data
leaks. However, rather than paying the ransom, airport authorities worked closely with the FBI and the Cybersecurity and
Infrastructure Security Agency (CISA) to restore most operations within a week.*® In subsequent Senate testimony, Lance
Lyttle, the airport’s aviation managing director, credited close coordination with the FBI, CISA, TSA, Customs, and airline
partners with minimizing passenger disruption.®

The aviation industry is no stranger to data breaches. In 2018, British Airways and Hong Kong’s Cathay Pacific suffered

data breaches affecting nearly 10 million customers, resulting in fines exceeding $230 million.* In June 2020, hackers stole

1.5 terabytes of sensitive data from VT San Antonio Aerospace, an aviation maintenance firm.*' By 2023, Air France-KLM,
Scandinavian Airlines, and Sabre, a U.S.-based travel booking service provider, all reported data breaches compromising customer
information.*? That same year, Texas-based third-party recruiter Pilot Credentials also fell victim to a cyberattack in which hackers
exfiltrated sensitive data of nearly 9,000 pilots and job applicants from American Airlines and Southwest Airlines.**

Geopolitical tensions have contributed to the cyber threats facing the aviation industry. In 2022, in retaliation for Western
sanctions against Russia over its invasion of Ukraine, pro-Russia hacktivists overwhelmed the websites of airports in Atlanta,
Los Angeles, Chicago, and other cities, temporarily knocking them offline. While these cyberattacks did not affect flight
operations, they prevented travelers from accessing the websites for travel updates and airport services.* This was not the
first time Russian-linked actors have targeted the aviation infrastructure. In March 2020, the Russian state-sponsored group
Dragonfly breached San Francisco International Airport’s websites, gaining access to sensitive data, including the credentials of
employees and airport construction contractors.*

The aviation industry’s globally distributed supply chain increases the subsector’s vulnerability to cyber threats. An October
2020 report by the Government Accountability Office (GAQO) identified several key areas of vulnerability within this supply
chain: insufficient security among various suppliers, outdated systems on legacy aircraft, and the risk of malicious software
being introduced during manufacturing or maintenance.*® Malicious actors can exploit these weak points, potentially
compromising the integrity of aircraft components or systems used by both commercial and military operators.”” For instance,
during production or software update phases, hackers could infiltrate a supplier’s network to insert malware into key systems,
such as flight management or navigation systems, allowing malware to propagate across the aviation networks.*®

In addition, the heavy reliance by airports on other critical infrastructure introduces further risks. For instance, a disruption
to fuel supplies can upend operations at affected airports, since options for alternative supplies are often limited. The high-
profile ransomware attack on Colonial Pipeline in 2021 highlighted this vulnerability. The attack resulted in fuel shortages at
East Coast airports, causing flights to be canceled or rerouted.*

Modernizing Legacy Systems

The aviation industry relies on a host of computer systems to support operations. For example, airlines use various platforms
to manage bookings, fleet logistics, and transactions with third-party vendors. ATC systems are also critical to ensuring the
safe and orderly movement of aircraft. In addition, airports rely on technology for handling baggage, screening passengers,
operating security checkpoints, and managing terminals. Together, these systems form a complex ecosystem, where a cyber
incident in one area could disrupt operations in others.

Unfortunately, many of these systems are outdated and lack the flexibility to adapt to emerging threats. While airline-specific
failures often stem from poor investment decisions, such as neglecting to replace outdated inventory or scheduling systems,
the broader concern lies in the systemic risks posed by aging foundational infrastructure such as ATC systems.
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Airline Operational Resilience

Even the most advanced aviation operations can be brought to a standstill by a single point of failure. Recent incidents have
demonstrated this stark reality.

In December 2022, Southwest Airlines experienced a major operational breakdown that resulted in nearly 17,000 canceled
flights and left 2 million passengers stranded during the peak holiday travel season.*® While the cancellations were triggered
by inclement weather, the root cause was the failure of Southwest’s inventory tracking system, which relied on software
more than three decades old.” Overwhelmed by a surge in rebooking requests, the system forced crew members to manually
update critical information on available seats, fleets, and crew assignments, severely limiting the airline’s ability to reroute
passengers.>? This incident not only impacted customer satisfaction and the airline’s reputation but also had significant
financial repercussions. In that quarter alone, Southwest reported $410 million in operating revenue losses, highlighting the
steep cost of relying on legacy systems.>

In July 2024, a faulty update issued by cybersecurity firm CrowdStrike crashed 8.5 million Windows devices, including devices
used by airports around the world. Delta, which relied on CrowdStrike for its traffic and crew assignment management
systems, was hit particularly hard.>* Chaos ensued at Delta’s largest hubs, leading to over 5,500 canceled flights — two-thirds
of all flight cancellations globally.>

A July 2024 study by SecurityScorecard, a cybersecurity firm, underscored the risk of systemic disruptions. The study found
that aviation-specific software and IT vendors scored the lowest in cybersecurity readiness across industries. While all sectors
face significant cybersecurity risk from software and IT support supplied by third-party vendors, the aviation industry feels the
impact of widespread disruptions more acutely due to its reliance on a small pool of key providers serving most airlines and
airports.>® This heavy concentration means that a disruption affecting one provider can impact operations globally, which is
exactly what happened in the CrowdStrike incident.

Safeguarding the National Airspace System

Cybersecurity vulnerabilities in individual companies and organizations are only part of the risk. The broader NAS
infrastructure lacks the technological resilience required for modern aviation operations.” The NAS encompasses all
components of U.S. airspace, including air traffic control towers, navigational aids, and airports. ATC systems form the
backbone of the NAS. They coordinate flight paths, maintain safe distances between aircraft, monitor weather conditions,
conduct surveillance, and facilitate effective communication between pilots and air traffic controllers. However, these systems
are alarmingly outdated.

Any disruption in the NAS has the potential to cripple the movement of aircraft. For example, in January 2023, a major outage
in the FAA’s NOTAM system shut down the NAS, which grounded commercial flights across the country for two hours and
caused hundreds of delays and cancellations.*® The incident was not caused by a cyberattack but by a contractor accidentally
deleting files while synchronizing a live database related to a key pilot safety system and its backup. Still, the damage was
severe.”® An FAA official described the incident as “an honest mistake that cost the country millions.”*

Following that incident, a GAO audit revealed that 105 out of the FAA’s 138 ATC systems are outdated and vulnerable to critical
failures.®’ The audit found 51 of those systems to be “unsustainable,” meaning they are no longer cost-effective to maintain.
Another 54 systems were deemed “potentially unsustainable,” indicating the risk of further deterioration in the near future.®
Some of the systems found to be incapable of meeting “mission needs” are responsible for critical safety functions, such as
collision avoidance and pilot safety notifications.

The 105 outdated systems vary in age. Seventy-three were deployed 20 to 30 years ago and some more than 60 years ago.
However, even some systems less than a decade old were classified as “unsustainable.”®* Many of the outdated systems

face maintenance challenges because they use parts that are not manufactured anymore, forcing technicians to salvage
components from older equipment. Additionally, the FAA has reported a growing shortage of skilled workers to maintain these
systems, as many trained technicians have already retired or are nearing retirement.*
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The FAA is working on modernizing 90 of the outdated systems, particularly those with the highest operational and safety
risks. But some of these upgrades will not be completed until 2030, while others are expected to take until 2038. Several of
the outdated systems currently remain without a modernization plan or funding for modernization.®® For now, much of the
NAS remains vulnerable.

Flight Safety at Risk: The Growing Threat of GPS Spoofing and Jamming

The GPS — made up of orbiting satellites, ground control stations, and user receivers — provides precise positioning,
navigation, and timing services on which critical infrastructure sectors depend. In aviation, from flight planning to en route
navigation and real-time communications with ground control, GPS enhances the efficiency and safety of every flight. But with
some GPS satellites still operating after more than 25 years in service,* the aging system is increasingly vulnerable to spoofing
and jamming. These electronic warfare attacks can disrupt aviation operations and endanger lives.

Spoofing occurs when malicious actors send fake GPS signals intended to mislead a GPS receiver about its location, while
jamming blocks GPS signals entirely. Though GPS spoofing and jamming do not affect other critical systems such as engine
controls or communication, they cause a loss of situational awareness, increasing the risk of mid-air collisions or flight path
errors. These risks become even more acute during in-flight emergencies, where any disruptions to navigation systems can
impair a pilot’s ability to respond.®’

Spoofing and jamming attacks directly compromise the accuracy and reliability of navigation during critical phases of flight,
including takeoff, cruising, and landing. For instance, in August 2024, a United Airlines flight from New Delhi to Newark
experienced a spoofing attack near the Black Sea. The attack caused the aircraft’s GPS coordinates to deviate from its original
flight path, though the aircraft’s backup systems enabled a safe landing.

Another notable incident occurred in January 2022. A 33.5-hour GPS disruption affected GPS reception for aircraft within an
8,000-square-mile area around Denver, including high-traffic airspace near the Denver International Airport, the sixth-busiest
in the world. ¢ The disruption forced pilots to abort landings due to unreliable navigation displays and collision-avoidance
systems, demonstrating the risks GPS jamming poses, particularly in congested airspace.”

The reliability of GPS technology is contingent on the health of the satellite network. The U.S. Space Force maintains a
minimum of 24 operational satellites 95 percent of the time, though a fully operational GPS constellation consists of 31.”
While DoD initiated a much-needed upgrade program nearly two decades ago, it has launched only 17 new, more capable GPS
satellites. As a result, the United States has had to continue using some older ones despite having newer satellites ready for
launch. Additionally, delivery of the operating system for these
new satellites is five years behind schedule, so the ones already 4 )

launched still have not reached full capability.” “Spoofing andjamming attacks directly
Recent data shows a sharp rise in GPS disruptions affecting U.S. compromise the accuracy and re[iabi[ity of

commercial flights, up from just a few dozen in the first months O : e :
of 2024 to over 1,700 by August.” While newer data is not yet navigation during critical phases of flight,

. . .. N
available, the pace of growth is concerning, and remedial action ’”CIUd’"g take"ﬁ; cruising, and Ia"dmg'
is urgent. \_ J
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Roles and Responsibilities of the Federal Aviation Administration
and Transportation Security Administration

The FAA and TSA share responsibility for cybersecurity regulations for aviation critical infrastructure. The FAA’s primary focus
is to ensure the safety and efficiency of civil aviation infrastructure, as well as overall regulation and standards for the industry.
Meanwhile, the TSA’s mandate emphasizes the protection of passengers, personnel, and the physical aspects of TSA-regulated
airports, as well as security equipment and systems.” Both agencies collaborate with other government agencies, such as
CISA, to coordinate cybersecurity efforts, exchange threat intelligence, and promote cybersecurity best practices.”

While the FAA and TSA have taken important steps on cybersecurity in recent years, each has significant room for improvement,
as detailed below. Moreover, the complementarity of the FAA’s and TSA’s roles often results in an unclear delineation of
responsibilities, leading to fragmented oversight and inconsistent or duplicative regulation. In addition, gaps in interagency
communication and differing priorities continue to undermine effective cybersecurity governance across the industry.

The Federal Aviation Administration

A decade ago, the FAA established the Cybersecurity Steering Committee to help meet evolving cyber challenges. This
committee developed the FAA’s 2015 Cybersecurity Strategy, outlining an agency-wide approach to protecting FAA networks,
including ATC systems.”® Internationally, the FAA actively engages in forums and working groups within the International Civil
Aviation Organization to develop international cybersecurity frameworks that promote information sharing among member
states to address cyber threats.”” The FAA also engages with the international, industry-led Aviation Information Sharing and
Analysis Center to exchange insights into emerging cyber threats and vulnerabilities affecting the aviation supply chain.”

Domestically, legislative mandates have shaped the FAA’s cybersecurity efforts. Through the FAA Extension, Safety, and
Security Act of 2016, Congress directed the FAA to create a comprehensive framework to clarify the roles and responsibilities
of FAA offices.”” Congress further refined this framework through follow-up legislation passed in 2018,%° stressing the
importance of interagency collaboration with the TSA and other federal agencies.

More recently, the FAA Reauthorization Act of 2024 solidified the FAA’s central role as the regulator of aviation cybersecurity.
By granting the agency exclusive authority to issue cybersecurity regulations for “civil aircraft, aircraft engines, propellers,
and appliances,”®' Congress affirmed cybersecurity as a core component of boosting airworthiness standards. With this new
authority, Congress once again directed the FAA to update its cybersecurity strategy, which it had not done since 2020.%

In response, in August 2024, the FAA issued a notice of proposed rulemaking to establish standardized cybersecurity
requirements as part of the agency’s airworthiness standards for avionics that cover systems critical to flight safety.®* The FAA
closed the public comment period in October 2024, and the rules are pending finalization.?

Resource constraints have also hamstrung the FAA’s cybersecurity efforts. In 2016, the FAA, DoD, and DHS launched a tri-
agency forum called the Aviation Cyber Initiative (ACI) to enhance public-private partnerships and information sharing.

The forum aims to leverage the strengths and expertise of each participating agency. By 2020, however, the ACI still lacked
dedicated budget and personnel aside from its three co-chairs from participating agencies, according to a report by the DoT’s
Office of Inspector General (OIG).% The ACI has also failed to implement tracking mechanisms to document and evaluate
progress in mitigating cybersecurity risks, improving resilience, and enhancing information sharing.®

In 2019, an OIG report raised concerns about the FAA’s own cyber hygiene, revealing that many certification engineers
responsible for ensuring the safety of avionics had not received adequate cybersecurity training.®” The following year, the GAO
found that the FAA still had not addressed the cybersecurity training gaps highlighted in the 2019 OIG report. This reflected
the FAA’s under-resourcing of both its internal cybersecurity priorities and its external partnerships, further undermining its
efforts to enhance aviation cybersecurity.®

Furthermore, the FAA has faced a multitude of problems with its Next Generation Air Transportation System (NextGen)
program, intended to modernize air traffic control networks by integrating advanced technologies. In a 2023 report, the GAO
noted challenges similar to those facing the FAA’s other programs, including a failure to implement tracking mechanisms.

In addition, the NextGen program has experienced significant delays and cost overruns due to problems integrating new
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technology with legacy systems, resistance from various stakeholders arguing over proposed procedural changes, and complex
logistical hurdles in implementing new systems across numerous airports.® Despite the FAA spending over $14 billion on the
program in fiscal year 2022, these compounding factors have exacerbated delays and led to substantial increases in cost.”

While the FAA’s latest progress report on NextGen presents a positive outlook, internal assessments tell a different story.”

A 2024 OIG report concluded that NextGen “will be less transformational than originally promised,” citing the FAA’s lack of
transparency in program expenditures and consistent failure to meet delivery timeline.”? Persistent problems such as flight
delays, air traffic congestion,” and frequent aircraft near-misses® show little to no improvement over the years, underscoring
the gap between the program’s objectives and its outcomes.”® In the past, FAA officials have acknowledged that insufficient
funding and challenges in coordinating cybersecurity efforts across its offices have hindered progress on the NextGen
program, though efforts to address these issues have seen limited success.*

Nevertheless, the news is not all bad. The aviation industry welcomed the FAA’s recent steps to strengthen cybersecurity,
particularly the August 2024 notice of proposed rulemaking as well as the new requirements under the FAA Reauthorization
Act of 2024. Industry supported the FAA’s assertion that these updated standards will streamline airworthiness certification
processes, reducing costs and timelines while maintaining consistent safety benchmarks.”

The Transportation Security Administration

Unlike the FAA, whose regulatory authority focuses on the aircraft and its certified systems, the TSA is concerned with the
cyber and physical security of the regulated entities and their organizations. These regulated entities include airports and
airlines within the aviation subsector, along with pipeline operators, passenger and freight rail systems, public transportation
systems, and maritime facilities and operators.” Following the 2021 ransomware attack against Colonial Pipeline, the TSA
intensified its cybersecurity efforts.”® As part of its efforts to implement the 2023 National Cybersecurity Strategy,'® the TSA
has continued to issue updated security directives across the transportation sector.

However, the TSA has faced criticism for its poor handling of cybersecurity and broader operational security efforts,
particularly for issuing reactive rather than proactive measures. The agency has also struggled to collaborate with industry
stakeholders. Following the 2021 Colonial Pipeline attack, the TSA issued its first iteration of security directives for pipeline
operators.’”'Industry stakeholders lamented that the agency either did not consult them or dismissed their feedback.'?
Industry experts viewed the TSA directives as rigid and poorly tailored to the sector, with industry experts pointing to
requirements such as a 24-hour timeline to report a cyber incident as unrealistic and disconnected from sector-specific
operational realities.'

In March 2023, the TSA issued emergency cybersecurity directives for TSA-regulated airports and aircraft operators. These
directives require the development and implementation of plans for continuous cyber threat monitoring and detection, timely
patching of systems, network segmentation, and cyber incident response. Additionally, the TSA mandated that significant
cybersecurity incidents be reported to CISA.” Industry experts criticized these requirements for being nearly identical to
those issued for passenger and freight railroad carriers in October 2022, indicating a lack of customization to address the
unique needs of different transportation sectors.

Recognizing these shortcomings, the TSA has striven to improve its partnerships with private industry. In September 2022,
the White House provided classified threat briefings to aviation executives.'* Building on this progress, the TSA demonstrated
signs of improvement in 2023 with more flexible security program mandates for the aviation subsector. These new mandates
allow regulated entities to meet cybersecurity standards through various performance-based measures. The mandates also
provide clarification in three areas: implementing network segmentation, advancing a more nuanced approach to protecting
operational technology systems, and establishing structured guidance for preventing unauthorized access.'”’

Regarding physical security, the TSA has faced challenges in keeping up with growing demand for air travel. Between March
2023 and March 2024, there were approximately 300 incidents of unruly travelers attempting to bypass security in areas such
as document checkpoints, unmanned scanners, and no reentry areas — a figure that quadrupled since 2019, according to a
TSA official.”® The TSA’s Transportation Security Officers (TSOs) serve as the first line of defense during physical security
incidents. In 2024, TSOs intercepted nearly 7,000 firearms at airport checkpoints, 94 percent of which were loaded, similar to
2023 figures.'® This surge in security incidents mirrors the significant increase in air travel, with the TSA screening over 858
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million passengers in 2023, averaging about 2.4 million passengers per day.""* In 2024, the TSA screened an average of 3 million
people per day.”" While these incidents highlight TSA’s critical role in maintaining physical security, they also raise concerns
about the adequacy of current security measures at airports, particularly given persistent staffing shortages.

TSOs also play a crucial role in ensuring the smooth operation of airport checkpoints by managing passenger flow.
However, the surge in passenger volume has placed mounting pressure on the TSA’s airport operations. Even minor staffing
gaps have caused bottlenecks at critical airport checkpoints. A GAO report found that in 2023, only 96 percent of TSO
positions were filled — a four-point improvement since 2022 but still below levels required for optimal operations.™?

To compensate for these shortages, the TSA has increasingly relied on TSOs working overtime, compounding employee
dissatisfaction with pay levels and limited career advancement opportunities.’™ Despite these challenges, the TSA achieved an
88 percent retention rate of its security workforce in 2023, an improvement from 83 percent in 2022."* However, frustration
with the TSA’s lack of responsiveness to employee input and engagement continues to hinder its efforts to improve workplace
satisfaction and retention."®

On the positive side, the TSA has shown commitment to improving its own cybersecurity capabilities. For instance, the TSA
included funding for 41 additional cybersecurity experts in its fiscal year 2025 budget request.™

In another welcome move, the TSA in November 2024 announced a Notice of Proposed Rulemaking related to cybersecurity
risk management requirements for surface transportation owners and operators, including airport operations and physical
security systems. The proposal represents a shift from prescriptive to performance-based regulatory models. This approach
provides operators with greater flexibility in meeting the TSA’s defined security goals while addressing industry concerns
that previous directives were overly rigid.”” Based on aviation industry feedback, the TSA now conducts on-site inspections
in which companies discuss and provide sensitive security information directly rather than submitting it electronically. While
more time-intensive, this alternative better addresses concerns about securely handling data.

During testimony before Congress in November 2024, TSA officials reaffirmed the agency’s commitment to refining its
approach based on industry feedback."® Public comments for TSA’s proposed rules were due in early February 2025. With the
feedback it received from stakeholders, the TSA plans to address sector-specific vulnerabilities by harmonizing regulations to
avoid duplication.

Overlap Between FAA and TSA Roles

Despite the recent progress, federal regulatory overlap remains a critical challenge for the industry. According to a 2023
report on harmonization published by the Office of the National Cyber Director (ONCD), conflicting requirements from
the FAA’s airworthiness standards, the TSA’s security directives, and DoD’s contractor guidelines have caused compliance
inefficiencies. These conflicts have overburdened industry, the report found, with representatives from Airlines for America
and the Association of American Railroads both emphasizing the need to harmonize regulation.'

A lack of consistent industry engagement has left stakeholders frustrated as they navigate unclear expectations. The 2023
report cited an industry respondent who criticized federal agencies for having “varying interests and expectations” regarding
cybersecurity requirements.'?® Another industry association highlighted discrepancies between TSA requirements and FAA’s
airworthiness requirements, stating that agencies often conduct cybersecurity assessments using different frameworks and
definitions.™

Adding to the complexity, aviation operators must also prepare to comply with the forthcoming reporting requirements

under the Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA), which are currently under development
by CISA.™? Although CIRCIA aims to improve and standardize national cybersecurity incident reporting processes, the law’s
potential overlap with existing FAA, TSA, and DoD requirements could further burden the industry and increase administrative
demands, ultimately detracting from the intended proactive cyber threat response efforts.

The evolving regulatory environment underscores the high risks facing the industry. While the FAA and TSA’s combined efforts
have made meaningful progress, their success will depend on clearly defining roles and responsibilities, harmonizing regulatory
frameworks, and active industry participation in implementing new requirements.
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Recommendations

1.The FAA should implement comprehensive fechnology modernization and cybersecurity
enhancement for air traffic control systems.

Despite the ongoing efforts to modernize aviation technologies, the FAA’s cybersecurity framework still contains gaps,
particularly in risk management and incident response capabilities.’® The FAA is currently implementing the NextGen
program to modernize its ATC systems. However, the program does not introduce necessary cyber-physical security
measures, crucial for protecting both the digital operations and the physical components of the increasingly interconnected
and digitized aviation infrastructure.’* Moreover, NextGen’s delayed implementation timeline and substantial cost have
called the program’s effectiveness into question.'®

To address these issues, the FAA should develop and implement a comprehensive cybersecurity-focused technology
modernization and enhancement program designed specifically to strengthen ATC systems. While the FAA’s ongoing
NextGen program aims to improve the overall performance of air traffic management through technology upgrades, it has
not sufficiently prioritized cybersecurity-specific enhancements. This new cybersecurity enhancement program would
complement NextGen by embedding cybersecurity measures into modernization efforts, ensuring that technological
upgrades do not outpace the FAA’s ability to defend them.

This program should reference existing National Institute of Standards and Technology (NIST) guidelines, such as NIST
publication SP 800-53, titled “Security and Privacy Controls for Information Systems and Organizations,”'?® to ensure
implementation of robust and standardized measures. In conjunction with this program, the FAA should provide specialized
training to its security operations center personnel to enable them to effectively monitor and respond to cyber threats
targeting air traffic control systems. These trained professionals would continuously monitor data flow, enabling a swift
response to cyber incidents, following the guidelines set by the NIST publication SP 800-61, titled “Information Security
Continuous Monitoring for Federal Information Systems and Organizations.””

Implementing these measures will require Congress to appropriate additional resources. However, this investment is

crucial for ensuring resilience against evolving cyber threats. To ensure the effectiveness of these measures, the FAA should
conduct regular audits and assessments of its cybersecurity framework. These assessments should evaluate compliance
with industry standards and best practices, identify areas for improvement, and guide the allocation of resources to address
any identified vulnerabilities. By prioritizing these efforts, the FAA can strengthen its cybersecurity posture and maintain
the integrity of the nation’s ATC systems in the face of increasingly sophisticated cyber threats.

2. The FAA should establish a Cybersecurity Infrastructure Grant Program for
Strategic Airport Defense.

In collaboration with DoD, the FAA should establish a cybersecurity grant program for airport control authorities. This
program should provide financial assistance to strategic airports, which are critical to national defense due to their role

in supporting military operations, emergency response efforts, and other national security functions. Currently, there are
69 airports that are designated as strategic across the United States.'?® To help decide which airports to prioritize, the
FAA should establish criteria that consider factors such as the airports’ criticality to national defense, passenger and cargo
volume, and geographic location.

Once identified, potential grant recipients should be obligated to conduct a comprehensive assessment to pinpoint specific
cybersecurity vulnerabilities and requirements that need to be addressed. This assessment would require the involvement
of cybersecurity experts and other relevant industry stakeholders. The allocation of funds should be tailored to address
these needs while prioritizing areas that would have the greatest impact.

In addition, the FAA and DoD should provide technical guidance to help grant recipients effectively utilize the funds

and implement cybersecurity measures. Moreover, the FAA should establish clear performance metrics and reporting
requirements, which will ensure accountability and ongoing evaluation of grant effectiveness. Information from continuous
monitoring and evaluation can be shared among grant recipients, industry partners, and government agencies to promote
knowledge exchange and help identify emerging threats.
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3. The TSA should collahorate with the FAA and CISA to conduct comprehensive cybersecurity
vulnerability and risk assessments on select high-impact airports.

By fostering a close partnership with the FAA and CISA, the TSA can leverage their combined resources and expertise

to conduct comprehensive cybersecurity vulnerability and risk assessments of select airports, particularly focusing on
airports that serve as hubs for both commercial and military operations. These agencies should work with industry partners
to identify and prioritize airports that act as central nodes in hub-and-spoke networks, as disruptions in these hubs can
cascade throughout the airline network, affecting not only commercial services but also military mobility. In tandem, these
assessments can address unique challenges posed by point-to-point models, ensuring that proper redundancies are in place
to mitigate disruptions to IT infrastructure at airports with frequent delays and limited airline operations.

Given that disruptions to hub-and-spoke networks can undermine military mobility, these risk assessments should focus on
identifying both system redundancies and critical modernization areas that support DoD operations. Incidents discussed in
this report highlight the need for the FAA to strengthen its oversight to ensure robust cybersecurity standards for aviation
critical infrastructure. In parallel, the TSA, in partnership with the FAA, can revise existing policies to require independent
testing procedures for airport security — for example, engaging CISA for unbiased testing of airport infrastructure to
uncover vulnerabilities that might otherwise go unnoticed.

Additionally, insights from these assessments should be used to enhance civil-military collaboration, allowing the TSA, CISA,
FAA, and DoD to share threat intelligence and cybersecurity best practices with TSA-regulated airports, operators, and
federal law enforcement partners. The Aviation Cyber Initiative could be a key member of this discussion. Strengthening
these partnerships would ensure that critical integration points where civilian airlines support military operations are
secured against potential cyberattacks.

Furthermore, in support of this effort, the FAA and TSA must address staffing and training gaps for its inspectors
specializing in avionics and airport operational cybersecurity and physical security. While the FAA says it has allocated
oversight resources related to staffing and training,' instituting continual training on emerging cybersecurity and
technological threats would ensure the FAA’s inspectors and engineers are well equipped to handle these challenges. TSA
should also identify incentives to attract, retain, and train both its cybersecurity and physical security workforce.

By implementing flexible and adaptable cybersecurity requirements informed by industry, TSA can improve security
outcomes while minimizing burdensome compliance requirements. Similarly, by improving career advancement
opportunities based on feedback from its workforce, the TSA can increase employee retention rates and reduce turnover-
related costs. Ultimately, this would support more consistent operations and deliver improvements in public safety overall.

4.The FAA and TSA should harmonize cybersecurity regulatory requirements
for the aviation subsector.

Aviation industry stakeholders have continued to raise concerns about conflicting requirements between the TSA’s
security directives and the FAA’s airworthiness standards.”™ As one industry stakeholder noted in a response to a request
for information by the ONCD,™" overlapping regulatory demands “increase compliance costs and hinder sound cyber risk
management.”’*? These discrepancies can create operational challenges.

Regulatory harmonization is needed to ensure consistency and effectiveness. As they are working to align their directives
and regulations, the TSA and FAA should also cross-reference existing cybersecurity guidance, such as NIST’s Cybersecurity
Framework'® and publication SP 800-161, titled “Cybersecurity Supply Chain Risk Management Practices for Systems and
Organizations,” for supply chain risk management.’* The harmonized regulations should also include specific guidelines for
security of the supply chain, from vendor selection to product delivery. These guidelines should be tailored to the unique
cybersecurity needs of aviation operations, including critical programs such as the Civil Reserve Air Fleet. Industry input will
also be crucial in this process, as it provides practical insights into regulatory burden and reasonable expectations around
the feasibility of cybersecurity requirements. Associations such as the Aviation Information Sharing and Analysis Center

can play a vital role in disseminating new guidance and engaging industry stakeholders in education and training sessions,
further enhancing cybersecurity awareness within the aviation industry.
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5. The FAA should address and implement the recommendations outlined in the GAO's October 2020
reporf to enhance both the ACI and to improve cybersecurity across the aviation industry.

The FAA should prioritize enhancing the ACI’s tracking mechanisms to bolster its effectiveness in improving cybersecurity
across the aviation industry.’® Strengthening these tracking mechanisms can enable the ACI to better capture and utilize
valuable insights derived from its collaborative coordination efforts, thus informing strategic cybersecurity enhancements
industry-wide. Additionally, increasing funding for the ACI’s joint research and development program could improve
coordination mechanisms that foster innovation and advancement of cybersecurity capabilities and preparedness within the
aviation subsector.

Effective documentation and dissemination of insights gained from ACI’s efforts are essential for informed decision-making
and continuous improvement in cybersecurity coordination. The FAA should establish clear guidelines and protocols for
documenting and sharing best practices, lessons learned, and emerging trends in aviation cybersecurity. This information
should be made readily accessible to all relevant stakeholders through secure, user-friendly digital platforms. Furthermore,
the FAA should maintain transparency by sharing with the GAO challenges encountered in implementing recommendations.
This transparency will foster open dialogue for tailored solutions to help address underlying issues. Regular progress
reports and updates to the GAO will ensure accountability and track the effectiveness of implemented recommendations.

Enhancing cybersecurity resilience in the aviation industry is crucial for maintaining public trust, economic stability, and
national security. Failure to address cybersecurity challenges could have far-reaching consequences, impacting not only the
nation’s economic well-being but also U.S. military power projection and flight safety. While civilian and military joint use

of critical infrastructure provides many benefits, cyberattacks targeting these intertwined networks could severely disrupt
military logistics, compromising mission readiness and military mobility.

Addressing these cybersecurity challenges requires a concerted effort by federal agencies, Congress, and industry
stakeholders. This collaborative approach should involve investment in capabilities to detect, prevent, and respond to evolving
cyber threats and development of a skilled workforce through tailored training programs. It also necessitates strong public-
private partnerships and effective interagency coordination among the FAA, TSA, and CISA.

Many of the issues identified in this paper are lingering problems that have been known to industry and policymakers for years.
This lack of attention and failure to take timely action puts America’s national security, economic productivity, and public
safety at risk.
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