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Executive Summary

The cyber threat to America’s national critical infrastructure has expanded since the U.S. Cyberspace Solarium Commission (CSC) issued
its original March 2020 report. The threat comes from both nation-state adversaries, such as the Volt Typhoon attacks from China, and
from criminals, who are escalating ransomware attacks, with a 74 percent increase in the number of reports in 2023." The vulnerabilities
inherent in our highly networked infrastructures amplify the risk posed by such threats.

To date, about 80 percent of the Commission’s original 82 recommendations have been fully implemented or are nearing implementation,
and an additional 12 percent are on track to be implemented, a testament to the concerted efforts of the executive branch and Congress
in the cybersecurity domain. While most of these recommendations were accomplished through legislation or policies similar to those
suggested by the Commission, others were addressed, or are being addressed, by the administration or Congress using innovative
solutions not initially considered by the Commission. This adaptability and creativity are commendable and further enhance the outcomes.

The executive branch leads the effort to achieve a unified cyber defense against malign cyber actors and establish deterrence in
cyberspace. The Office of the National Cyber Director (ONCD), now led by the second Senate-confirmed national cyber director, Harry
Coker, Jr., has been a key force in leading the development and implementation of a whole-of-government approach to cybersecurity
policies. Administration efforts include:

> The ONCD completed 33 of the 36 initial initiatives to implement the National Cybersecurity Strategy published
in March 2023.

> The White House issued a new national security memorandum on critical infrastructure security and resilience (NSM-22),
creating a national risk management cycle.

> NSM-22 appointed the Cybersecurity and Infrastructure Security Agency (CISA) as the National Coordinator for the security and
resilience of critical infrastructure and mobilized sector risk management agencies to better support private sector partners.

> Under Director Jen Easterly, CISA’s capacity continues to increase, with a budget nearly double in size over five years.
> CISA has improved public-private integration efforts, mostly through the Joint Cyber Defense Collaborative (JCDC).

> The State Department’s Bureau of Cyberspace and Digital Policy (CDP), under its inaugural leader, Ambassador-at-Large
Nathaniel Fick, has advanced U.S. interests through cyber diplomacy and cyber capacity building for allies and partners.

> CDP published the first U.S. International Cyberspace and Digital Policy Strategy in May 2024.
On the legislative front, Congress has strengthened the foundations of cybersecurity in the private sector and within federal agencies. The

Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA) mandates that critical infrastructure entities report significant
cyber incidents to CISA. CISA is now in the final rulemaking process to implement congressional intent.

Congress has also provided the executive branch with increased resources to address cybersecurity challenges facing the federal
government, the U.S. military, and the private sector. The

fiscal year (FY) 2024 omnibus spending bill, for example, 4 N\
appropriated a much-needed $2.8 billion for CISA and $22 Progress Toward Implementation of the
million for the ONCD. The funding for sector risk management March 2020 Recommendations
agencies, however, has been inconsistent, reflecting a failure Lo .
. . . e Significant Barriers
of some federal agencies to recognize their responsibilities and 112%
request appropriate funding to support interagency efforts and o .
collaborate with critical infrastructure owners and operators. :’l‘;g;:/ss Limited implemented
To improve coordination and address funding disparities, on 'i‘ra(::k 39(47.6%
in July 2024, the ONCD and the Office of Management and 0[12.2%
Budget (OMB) issued a joint memorandum outlining the ’
administration’s FY26 cybersecurity priorities to modernize
technology, enhance public-private collaboration, combat Nearing
cybercrime, and strengthen the cyber workforce while preparing Implementation
for emerging threats and expanding global partnerships. 26[31.7%
The private sector is indispensable not only in securing its own
networks but also in working with the federal government on
cybersecurity policy development and implementation. Private - /
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sector participation in initiatives like the JCDC and the U.S. Cyber Trust Mark, a voluntary software labeling program for Internet of Things
devices, will be key in guiding consumer choices and promoting manufacturer accountability for creating secure products. Additionally,
private sector investments are supporting and shaping cybersecurity workforce and education policies, creating a more diverse
workforce.

While significant progress has been made, more work needs to be done. Increasing cyber incidents targeting America’s critical
infrastructure sectors, like water and wastewater, aviation, and space, underscore the need for vigilance and robust defensive measures.
This year’s assessment includes recommendations of what the next Congress and administration should prioritize.

The Biden administration, Congress, and private sector leaders have followed the path charted by the Cyberspace Solarium Commission
to defend U.S. national security and economic prosperity in cyberspace. Collectively, these efforts are improving layered cyber deterrence
— acritical national security endeavor. We urge readers to consider this report as a way to gauge America’s collective efforts while
identifying areas where additional initiatives and deeper partnerships are necessary to improve national cyber resilience.

- 7

T nd

Senator Angus King (I-ME) Representative Mike Gallagher (R-WI)
Co-Chair Co-Chair
CsC2.0 CsC2.0

Top 10 Recommendations for the Incoming Administration and Gongress
1. Designate Benefits and Burdens for Systemically Important Entities (5.1)

Prioritization among various critical infrastructure assets is imperative since the United States cannot protect everything,
everywhere, all at once. Through NSM-22, President Biden tasked CISA with working with the other sector risk
management agencies to identify systemically important entities (SIEs) within each critical infrastructure sector that have a
disproportionate impact on U.S. national security, economic security, and public health and safety. NSM-22, however, does
not outline the benefits and burdens for companies identified as SIEs, a key component of the CSC’s initial recommendation
on systemically important critical infrastructure. The next administration and Congress should work together to detail the
intelligence and information-sharing benefits and the minimum cybersecurity burdens of SIEs.

2. Gonduct Robust Continuity of the Economy Planning (3.2)

A national Continuity of the Economy (COTE) plan is essential for restoring critical economic functions in the event of a significant
cyber disruption or other natural or manmade disaster. Developing a COTE plan requires gaining comprehensive insights through
cyber threat intelligence, national-level tabletop exercises, and stakeholder engagements with the private sector and critical
infrastructure owners. Although the FY21 National Defense Authorization Act (NDAA) authorized the development of a COTE
plan, the report that the administration belatedly delivered to Congress in August 2023 dismissed the need for additional COTE
planning. The report brushed aside gaps in current federal incident response capabilities and failed to grapple with the ways the
private sector must participate in the development and implementation of the plan. Fortunately, the next administration will have a
chance to reassess the prior report since the legislation mandating the original COTE plan requires updates every three years.

3. Codify Joint Collaborative Environment for Threat Information Sharing (5.2)

The joint collaborative environment’s (JCE’s) advanced integrative platform would facilitate real-time sharing and analysis of
cyber threat intelligence among government agencies, private sector entities, and international partners. CISA’s JCDC has driven
forward the concept of a JCE. However, JCDC planning and coordination efforts typically involve fewer than 20 organizations
and require additional legal authorities and a platform like the JCE to scale up its work. Private partners will play a crucial role

in feeding information into the JCE, while federal agencies provide the structure for sharing data and analytical insights. The
next administration and Congress need to codify JCE into law and ensure sustained funding for it. Once established, the JCE will
require data privacy and legal protection measures to safely share intelligence information among participants.
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4. Strengthen an Integrated Cyber Center Within CISA (5.3)

Establishing an integrated cyber center (ICC) within CISA is essential to achieving a unified national defense against cyber
threats. Currently, national cyber defense capabilities are fragmented across various federal agencies. For example, delays
and inefficiencies in the response to the SolarWinds hack in 2020 highlighted the need for improved coordination between
agencies like the Federal Bureau of Investigation (FBI), National Security Agency (NSA), and CISA. Similarly, the May 2021
Colonial Pipeline ransomware attack demonstrated the need for a centralized approach to handle such incidents effectively.
In addition to centralizing expertise and capabilities within CISA and empowering it as the nation’s civilian cyber defense
agency, the ICC would serve as a hub, standardizing response mechanisms and reducing redundancy and resource waste. As
recommended by the Commission, the ICC would leverage specialized skills and insights from various federal agencies. For
instance, the FBI would offer investigative capabilities, the NSA would provide intelligence insights, and CISA could provide
its technical and homeland-specific cyber expertise. The ICC can also serve as a focal point for public-private collaboration by
building on CISA’s existing partnerships and information-sharing channels.

5.Develop Cloud Security Cerfification (4.5)

The widespread adoption of cloud computing by government agencies and critical infrastructure owners and operators should be
a net positive for cybersecurity due to the deeper expertise in network security that cloud service providers can offer. However,
recent years have seen dramatic failures by cloud providers to maintain a culture of cybersecurity and include cybersecurity
services in their baseline offerings. In these cases, malicious actors have accessed unclassified government networks and critical
infrastructure through cloud platforms. Currently, the United States lacks a standardized approach to securing the federal

cloud infrastructure. While the FY23 NDAA authorized the Federal Risk and Authorization Management Program (FedRAMP) to
standardize security assessment of cloud computing products and services for unclassified federal information, the program does
not explicitly enforce cybersecurity standards through a security certification or other mechanisms. In addition to addressing
these FedRAMP issues, the government should recognize and designate cloud service providers as a critical infrastructure. This
designation, as recommended by the Commission, would either classify cloud services as a stand-alone critical infrastructure
sector or, at least, as a unique sub-sector within the information technology sector. Appointing a sector risk management agency
for oversight and management of cloud service providers can further mitigate risks.

B. Establish a Bureau of Cyber Statistics (4.3)

Currently, policymakers rely on outdated, incomplete, and inaccurate data on cybersecurity to make strategic decisions.

In its March 2020 report, the Commission recommended establishing a Bureau of Cyber Statistics to serve as the federal
statistical agency for collecting, analyzing, and disseminating cybersecurity data. The next administration should work with
Congress to establish this bureau, ensuring it adheres to the standards and requirements set forth by the existing national
statistical agencies and enables the secure curation of holistic data reflective of today’s cybersecurity landscape. The Bureau
could initially utilize data from federal agencies, such as data collected by CISA as mandated by the Cyber Incident Reporting
for Critical Infrastructure Act of 2022 (CIRCIA). Additionally, the sector-based risk assessments required by NSM-22 would
further support access to standardized data. Coordination with academia and the private sector would also facilitate the
sharing of insights and best practices, enhancing the bureau’s ability to inform cybersecurity strategies.

7. Establish Liahility for Final Goods Assemblers (4.2)

Establishing liability for final goods assemblers will hold manufacturers accountable for cybersecurity breaches that

exploit vulnerabilities in their products, incentivizing them to develop products that are secure from the outset. The

liability framework would not only enhance product security but also ensure industry-wide improvements by requiring
manufacturers to conduct thorough security testing before products reach consumers. While the ONCD has begun efforts to
develop a flexible software liability framework, the effort is still nascent. Meanwhile, in a complementary effort, the Federal
Communications Commission has finalized rules for its voluntary labeling program for consumer Internet of Things devices,
known as the U.S. Cyber Trust Mark program. However, implementing liability requirements will require legislative action and
a flexible regulatory framework. These should define manufacturers’ responsibilities, conditions for liability, and penalties for
non-compliance. Establishing these frameworks will promote transparency, accountability, and a culture of security across the
technology industry, ultimately bolstering national security.
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8. Develop Cybersecurity Insurance Certifications (4.4)

The current cyber insurance market is volatile, and too few companies have the coverage they need at premiums they can
afford. In June 2024, Kimberly Denbow, vice president of the American Gas Association, warned that gas utilities are struggling
with a limited “number of insurance providers willing to write cyber insurance policies.” Four years ago, the Commission
recommended that the Department of Homeland Security fund a federally funded research and development center (FFRDC)
to research the insurance industry and help insurers find ways to offer better coverage that meets various sector-specific
needs. Congress and the Biden administration have done little on this front even as the need for such an FFRDC has only
grown. As originally envisioned by the Commission, the FFRDC would also work with the private sector and state insurance
regulators to develop certification frameworks for cybersecurity insurance products as well as cyber insurance-related training
models for underwriters and claims adjusters.

9. Establish National Guard Cybersecurity Roles (3.3.6)

The National Guard’s unique position bridging the military and civilian sectors, as well as federal and state government
authorities, makes it ideally suited to respond to domestic cyber threats. The 54 Guard entities have the local presence and
capabilities that position them well to serve as a rapid response force for cyber incidents at both the state and federal levels.
Over the years, the Guard has taken on more cybersecurity responsibilities and built more cyber capacity with specialized
training and initiatives like the annual Cyber Shield exercise. Additionally, the Guard has participated in numerous state-level
cybersecurity efforts. Building increased interoperability between CISA and the Guard could drastically improve the nation’s
speed and agility in responding to cyberattacks. However, increasing the cybersecurity response planning responsibilities

of the Guard would require multiple facilitating actions from the incoming administration and Congress. Congress should
assess how to integrate the Guard more effectively into executive branch cyber response planning efforts like the Department
of Homeland Security’s National Cyber Incident Response Plan (NCIRP) and state governor-directed cyber response and
recovery operations. To achieve this integration, the next administration and Congress need to determine the Guard’s long-
term role in the cyber protection of critical infrastructures and identify the necessary authorities and resources to do this. It is
also critical to issue guidance detailing the Guard’s responsibilities, as well as those of CISA and the FBI, in collaboration efforts
during incidents.

10. Build Societal Resilience Against Cyher-Enabled Information Operations (3.5)

Cyber-enabled malign influence operation campaigns pose a significant threat to the United States by undermining democratic
processes, eroding public trust, and exacerbating social divisions. Enhancing public awareness through digital literacy
educational programs is crucial for all age groups in countering these malign efforts. This year, several grants funded through
the American Rescue Plan Act of 2021 and the bipartisan Infrastructure Investment and Jobs Act of 2021 have created digital
literacy programs at the state level. While these programs are a step forward, the Commission recommends that Congress task
the Department of Education, Department of Homeland Security, National Science Foundation, and the National Institute of
Standards and Technology with developing curriculums focused on critical thinking and fact-checking skills, equipping citizens
to identify disinformation and foreign influence. A successful curriculum would integrate social media literacy into K-12 lesson
plans and promote adult education programs on digital citizenship. Investments in civic education are also essential. The next
administration should request and Congress should appropriate increased funding for civic education to support these efforts
to counter foreign malign influence operations.
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Timeline

September 2023
==> The Department of Defense releases an unclassified summary of its 2023 Cyber Strategy
October 2023

==> President Biden issues Executive Order 14110 on the safe, secure, and trustworthy development and use of
artificial intelligence

=> The Biden administration announces 31 Regional Innovation and Technology Hubs across the United States

December 2023

=> Congress passes the FY24 NDAA with various cybersecurity provisions, including a pilot program on Continuity of the
Economy at military bases, cybersecurity enhancements for nuclear command, control, and communications network, and the
establishment of a cyber assistance fund at the State Department

==> The Department of Health and Human Services releases a concept paper outlining the Department’s cybersecurity strategy for
the healthcare and public health sector

=» Senate confirms Harry Coker Jr. as the new national cyber director

February 2024

==> The Biden administration announces an initiative to bolster the cybersecurity of U.S. ports

=) President Biden issues Executive Order 14117 to protect Americans’ sensitive personal data from exploitation by
countries of concern

March 2024

==> President Biden issues Executive Order 14119 on expanding registered apprenticeships and promoting labor-
management forums

=) The Federal Communications Commission approves the U.S. Cyber Trust Mark
==) The Department of Defense releases its first Investment Strategy

=) Congress provides the first appropriations for the State Department’s cyber assistance fund as part of the consolidated
appropriations bill

April 2024

=) President Biden signs National Security Memorandum 22 on Critical Infrastructure Security and Resilience
May 2024
==> The Bureau of Cyberspace and Digital Policy publishes the first U.S. International Cyberspace and Digital Policy Strategy

==> The White House releases the second National Cybersecurity Strategy Implementation Plan and the inaugural National
Cyber Posture Review

June 2024

=) The White House releases a progress report on the National Cybersecurity Workforce and Education Strategy

July 2024

==» The Office of Management and Budget and the Office of the National Cyber Director release a memorandum on the
administration’s cybersecurity priorities for the FY26 budget

==> The NATO allies pledge to establish new minimum cybersecurity practices
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Evaluating Progress

The FY21 NDAA added to the CSC’s original mandate
by including the charge to review the implementation
of the CSC’s recommendations and provide

annual updates.? This report is the fourth annual
implementation review responding to that mandate.

Congress created the U.S. Cyberspace Solarium
Commission to identify a strategic approach to
securing cyberspace. The CSC 2.0 project has
continued this mission, assessing and advocating for
the Commission’s work. This annual assessment report
shows that of the Commission’s 116 recommendations,
including those in their March 2020 report and
subsequent white papers, more than three quarters
are fully implemented or nearing implementation.

The CSC’s March 2020 report separated its original 82

.

Progress Toward Implementation of
All 116 Recommendations

Significant Barriers
1]0.9%

Progress Limited
8|6.9%
On Track
16| 13.8%

Nearing
Implementation

39]33.6%

Implemented
52|44.8%

recommendations into six thematic pillars. The following section proceeds by pillar and then turns to the subsequent white
papers the Commission issued to address emerging issues and add greater detail to existing recommendations.

100% 4.9% 2.4%

15.9%

75%

50%

13.4%
25%

22%

0%
2021 2022

there are measurable/reported signs of progress.

policy actions underway.

be taken up if future crises spur action.

1.2% 1.2%

2023 2024

Implemented: Legislation has been passed, an executive order issued, or other definitive action taken.

Nearing Implementation/Partial Implementation: The recommendation is included in legislation or an executive order that has a
clear path to approval, or it is partially implemented in law/policy.
On Track: The recommendation is being considered for a legislative vehicle, an executive order or other policy is being considered, or

Progress Limited/Delayed: The recommendation has not been rejected, but it is not in a legislative vehicle, and there are no known

Significant Barriers to Implementation: These recommendations are not expected to move in the immediate future but are ready to




*
iﬁ: 2024 Annual Report on Implementation

Recommendations From the March 2020 GSC Report

The CSC’s March 2020 report presented 82 recommendations separated into six thematic pillars. Proceeding by pillar, this
section outlines progress on each recommendation.

Pillar 1: Reform the U.S. Government’s Structure and Organization for Cyberspace

Reform the U.S. Government'’s Structure and Organization for Cyberspace

Rec. . .
Number Recommendation Title 2021 | 2022 | 2023 | 2024
1.1 Issue an Updated National Cyber Strategy
1.1.1 Develop a Multitiered Signaling Strategy
1.1.2 Promulgate a New Declaratory Policy
1.2 Create House Permanent Select and Senate Select Committees on Cybersecurity
1.2.1 Re-establish the Office of Technology Assessment
1.3 Establish National Cyber Director Position
1.4 Strengthen the Cybersecurity and Infrastructure Security Agency
1.4.1 Codify and Strengthen the Cyber Threat Intelligence Integration Center

Strengthen the FBI’s Cyber Mission and the National Cyber Investigative
1.4.2 .

Joint Task Force
1.5 Diversify and Strengthen the Federal Cyberspace Workforce
1.5.1 Improve Cyber-Oriented Education

M 1.1 - Issue an Updated National Cyber Strategy: Fully implemented via executive action. On March 2, 2023, the Biden

administration issued the National Cybersecurity Strategy,? fully implementing this recommendation. In May 2024, the
administration published the second version of its National Cybersecurity Strategy Implementation Plan* and the 2024
cyber posture report.® The second implementation plan noted that the administration had completed 33 initiatives aimed at
implementing the strategy and introduced 31 new initiatives.®

M 1.1.1 - Develop a Multitiered Signaling Strategy: Fully implemented via executive action. The National Cybersecurity

Strategy publicly communicates U.S. goals and intent in cyberspace, including the administration’s willingness to use both
cyber and non-cyber tools to push back on U.S. adversaries.

M 1.1.2 - Promulgate a New Declaratory Policy: Fully implemented via executive and legislative actions. The publication of

the National Cybersecurity Strategy serves as a declaratory policy vital for deterrence against adversaries, fully implementing
this recommendation.” In 2024, the new U.S. International Cyberspace and Digital Policy Strategy further promotes secure
digital ecosystems and responsible behavior in cyberspace.®

M 1.2 - Create House Permanent Select and Senate Select Committees on Cybersecurity: Faces significant barriers

to implementation; further executive and legislative actions required. Significant pushback against this recommendation
continues into the fourth year. Prior to the end of the Commission’s tenure, staff drafted legislative language should a future
emergency create the political impetus to overcome existing barriers.
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[ 1.2.1 — Re-establish the Office of Technology Assessment: Progress limited/delayed; further appropriations required. As
noted in previous annual assessments, Congress indicated it intends to increase funding for the Government Accountability
Office (GAO) and Congressional Research Service (CRS) rather than re-establish the Office of Technology Assessment. The
Supreme Court’s ruling overturning a principle known as the Chevron doctrine, which had provided federal agencies the
ability to interpret ambiguous or broad statutes, will likely drive an increased demand signal from congressional members and
professional and personal staff for technical support on cybersecurity issues.’ In the president’s FY25 budget, GAO requested
a 12.8 percent increase over FY24 enacted levels to fund work in science, technology, cybersecurity, and other issues.® While
CRS also requested a 7 percent increase,’" it remains understaffed in its cybersecurity mission, limiting its ability to provide
comprehensive analysis. It is crucial that Congress approves these funding levels to ensure GAO and CRS can provide essential
nonpartisan analysis to fill the gap left by the defunct Office of Technology Assessment.

[ 1.3 - Establish a National Cyber Director Position: Fully implemented via executive and legislative action. The Senate
confirmed Harry Coker, Jr. on December 12, 2023, as the second national cyber director, succeeding Chris Inglis.’> Coker
brings a wealth of experience from his previous roles as a senior executive at the CIA and as executive director of the NSA."

[l 1.4 - Strengthen the Cybersecurity and Infrastructure Security Agency: Fully implemented via legislative action and
appropriations; further appropriations required. The FY24 omnibus spending bill appropriated CISA $2.8 billion, $35 million

less than FY23 enacted levels. This year, the president’s budget requested $180 million above the previous enacted level.™ In

her testimony before the House Appropriations Committee, CISA Director Jen Easterly highlighted three key areas of CISA’s
investment: 1) federal network cybersecurity, 2) critical infrastructure protection, and 3) threat hunting and mitigation.
Consistent investments over the years have allowed CISA to remediate over 25 million unpatched vulnerabilities, expand field
presence by 35 percent, and deploy endpoint detection tools to over 50 agencies, covering 900,000 devices." In April 2024,
President Biden signed NSM-22, codifying CISA as the National Coordinator to oversee federal national risk management efforts.®

[ 1.4.1 - Codify and Strengthen the Cyber Threat Intelligence Integration Center: Fully implemented via legislative action
and appropriations. The Biden administration re-established the Cyber Threat Intelligence Integration Center (CTIIC) at the
Office of the Director of National Intelligence in FY22."” With increased budget and manpower, CTIIC will play a critical role
in integrating and disseminating cyber threat intelligence across federal agencies and supporting the director of national
intelligence as the federal lead for intelligence support, as named in NSM-22."® CTIIC will also play a lead role as a federal
integrator in cyber open-source intelligence collaboration.

[l 1.4.2 - Strengthen the FBI’s Cyber Mission and the National Cyber Investigative Joint Task Force: Fully implemented via
appropriations. In 2023, the FBI took over 1,000 actions against cyber adversaries, issued thousands of “individualized threat
warnings,” and disseminated 78 public threat advisories.” This year, the president’s budget includes a total of $11.3 billion for
the FBI, with $7 million dedicated to enhancing cyber investigative capabilities.?® Additionally, the FBI expanded its network of
Cyber Assistant Legal Attachés from 16 to 22 to further enhance global cyber threat intelligence and response capabilities.?’

M 1.5 - Diversify and Strengthen the Federal Cyberspace Workforce: Fully implemented via legislative actions and increased
appropriations. Following the release last year of the National Cyber Workforce and Education Strategy, the administration
continues to focus on better recruiting and retaining a diverse federal cyber workforce this year. In February 2024, the Office
of Personnel Management released a workforce playbook consolidating existing government programs on federal employment,
including cybersecurity, to help federal employers utilize the existing resources for fostering an inclusive workforce.??
Furthermore, many federal entities awarded grants for this effort, including $3.6 million for talent development partnerships
at the National Institute of Standards and Technology,? $39 million for state, local, tribal, and territorial governments to
increase access to cyber education for “women, people of color, individuals with disabilities and underserved communities”
through the Department of Labor,* and $3 million for training underserved communities through CISA appropriations.*

M 1.5.1 - Improve Cyber-Oriented Education: Fully implemented via executive actions and appropriations. CISA’s
Cybersecurity Education and Training program continues to develop and execute cybersecurity awareness training and
education programs for K-12 teachers across the country. The program received $6.8 million for cyber awareness training
programs in both FY23 and FY24.%
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Pillar 2: Strengthen Norms and Non-military Tools

2022 | 2023 | 2024

Strengthen Norms and Non-military Tools
Rec. Recommendation Title
Number
2.1 Create a Cyber Bureau and Assistant Secretary at the U.S. Department of State
2.1.1 Strengthen Norms of Responsible State Behavior in Cyberspace
2.1.2 Engage Actively and Effectively in Forums Setting International ICT Standards
213 Improve Cyber Capacity Building and Consolidate the Funding of Cyber
o Foreign Assistance
2.1.4 Improve International Tools for Law Enforcement Activities in Cyberspace
2.1.5 Leverage Sanctions and Trade Enforcement Actions
2.1.6 Improve Attribution Analysis and the Attribution-Decision Rubric
2.1.7 Reinvigorate Efforts to Develop Cyber Confidence-Building Measures

M 2.1 - Create a Cyber Bureau and Assistant Secretary at the U.S. Department of State: Fully implemented via executive

and legislative actions. The Biden administration established the Bureau of Cyberspace and Digital Policy at the State
Department in April 2022, and Congress codified it into law with the passage of the Cyber Diplomacy Act as part of the FY23
NDAA.?” The Senate-confirmed ambassador-at-large for cyber, Nathaniel Fick, has effectively been leading the bureau for
nearly two years.?® CDP led the drafting of the new U.S. International Cyberspace and Digital Policy Strategy released in May.?

M 2.1.1 - Strengthen Norms of Responsible State Behavior in Cyberspace: Fully implemented via executive action. A

January 2024 GAO report noted that the elevation of the State Department’s Bureau of Cyberspace and Digital Policy to a
bureau-level entity has “strengthened cyber issues within the State Department.”* The bureau has also been instrumental in
fostering international cooperation on cybersecurity. In June 2024, for example, CDP hosted discussions with 22 countries
and the European Union on growing cybersecurity challenges and “efforts to deter malicious cyber activity and coordinate
international responses.” Led by Deputy Assistant Secretary Liesyl Franz, these discussions emphasized the importance of
strengthening norms and responsibilities, specifically in upholding the UN Framework for Responsible State Behavior in
Cyberspace.?' In the past year, the CDP has been active in several key international forums that have resulted in enhanced
international cooperation and collaboration. For example, the U.S.-EU Summit in October 2023 led to the development of best
practices for Internet of Things security, known as the CyberSafe Products Action Plan.*

M 2.1.2 - Engage Actively and Effectively in Forums Setting International ICT Standards: Fully implemented via executive

action. In February 2024, the United States, along with nine international allies and partners, produced a joint statement
endorsing shared principles for the research and development of 6G wireless communication systems.* Similarly, in April
2024, the U.S.-EU Trade and Technology Council’s joint statement committed the parties to “creating rules of the road
for emerging technologies” for artificial intelligence and 6G wireless communication by hosting dialogues and information
exchange.?** The Department of Energy, meanwhile, secured commitments from G7 countries and global energy industrial
control systems manufacturers to adhere to voluntary supply chain cybersecurity standards.*® Other agencies, such as
the National Telecommunications and Information Administration, are promoting multi-stakeholder engagements at
international forums.*
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[l 2.1.3 - Improve Cyber Capacity Building and 4 N\
Consolidate the Funding of Cyber Foreign Assistance:

Fully implemented via executive and legislative actions The FBI’s Cyber Assistant Legal Attachés facilitate

and appropriations. The State Department’s Bureau of real-time information sharing and coordinated responses
Cyberspace and Digital Policy has actively promoted . . re .

cyber capacity-building measures and fostered to Cyber threats, proving essential in supporting the
regional cooperation with specific programs like the Department of Justice’s focus on combating cybercrimes.
Digital Connectivity and Cybersecurity Partnership.” Although talks of significant budget cuts raised concerns
Strengthening “partner digital and cyber capacity” was , .

one of four areas of action within the international IaSt.year: the program’s co”tmuedgmwm demonstrates
cyber strategy.*® Importantly, the FY24 NDAA created a a commitment to international cyber cooperation.

cyber assistance fund — the State Department’s Digital

Connectivity and Related Technologies Fund — to help - /

partners and allies improve resilience and respond to

cyber incidents.* Congress appropriated the first $50 million for the fund in the FY24 omnibus spending bill,* and House
appropriators included another $50 million in the FY25 State and Foreign Operations Appropriations bill.** While this
dedicated State Department funding is important, the executive branch will need to better integrate interagency partner
capacity building efforts.

[ 2.1.4 - Improve International Tools for Law Enforcement Activities in Cyberspace: Fully implemented via executive action
and appropriations. The FBI’s Cyber Assistant Legal Attachés (ALATs) program expanded its reach over the past year, adding
six new positions in cities including Brasilia, New Delhi, and Rome, increasing the total number of cyber ALATs from 16 to 22.%
According to the FBI Cyber Division’s assistant director, Bryan Vorndran, the FBI can put a “cyber-trained FBI agent on nearly
any doorstep in this country within one hour” and accomplish the same feat “in more than 70 countries in one day” thanks to
the FBI’s network of legal attachés.”* The ALATS’ presence facilitates real-time information sharing and coordinated responses
to cyber threats, proving essential in supporting the Department of Justice’s focus on combating cybercrimes. Although

talks of significant budget cuts raised concerns last year,* the program’s continued growth demonstrates a commitment to
international cyber cooperation.

[112.1.5 - Leverage Sanctions and Trade Enforcement Actions: Nearing/partial implementation; further legislative action
required. Little progress has been made in codifying Executive Order 13848, which responds to foreign interference in the
United States.** However, President Biden extended the authorities under the executive order to September 2024, the second
extension since it was originally set to expire in 2022.% In 2023 and 2024, the Treasury sanctioned malicious cyber actors and
entities from Russia, Iran, and Venezuela.”” The State Department’s Rewards for Justice program, meanwhile, offered rewards
of up to $10 million for information leading to the “identification and location” of these cyber criminals.*

[ 2.1.6 - Improve Attribution Analysis and the Attribution-Decision Rubric: Nearing/partial implementation; further
executive action required. Since the May 2023 Cybersecurity Advisory on the Chinese state-sponsored malicious actor
Volt Typhoon,* CISA, the FBI, the NSA, and other federal agencies have continued to warn about the threat from this
group and provide vital guidance to U.S. critical infrastructure owners and operators.>® Washington has also continued to
emphasize joint attribution of malicious activity.”’ The 2024 cyber posture report stresses that part of federal efforts to
provide “support to victims” includes “employing a global network of cyber threat experts contributing to attribution
and analysis.”*?

[ 2.1.7 - Reinvigorate Efforts to Develop Cyber Confidence-Building Measures: Nearing/partial implementation; further
executive action required. The Bureau of Cyberspace and Digital Policy is leading discussions bilaterally, in the United Nations
Group of Governmental Experts and Open-Ended Working Group, and in regional fora to articulate norms of responsible
behavior as well as confidence-building measures.*® The bureau’s prioritization of cyber confidence-building measures aimed at
increasing trust and cooperation between nations should continue.
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Pillar 3: Promote National Resilience

Promote National Resilience
Rec. Recommendation Title
Number
3.1 Codify Sector-Specific Agencies as Sector Risk Management Agencies and Strengthen
) Their Ability to Manage Critical Infrastructure Risk
3.1.1 Establish a National Risk Management Cycle Culminating in a Critical Infrastructure
o Resilience Strategy
3.1.2 Establish a National Cybersecurity Assistance Fund
3.2 Develop and Maintain Continuity of the Economy Planning
3.3 Codify a “Cyber State of Distress” Tied to a “Cyber Response and Recovery Fund”
3.3.1 Designate Responsibilities for Cybersecurity Services Under the
e Defense Production Act
3.3.2 Clarify Liability for Federally Directed Mitigation, Response, and Recovery Efforts
33.3 Improve and Expand Planning Capacity and Readiness for Cyber Incident Response
e and Recovery Efforts
334 Expand Coordinated Cyber Exercises, Gaming, and Simulation
3.35 Establish a Biennial National Cyber Tabletop Exercise
33.6 Clarify the Cyber Capabilities and Strengthen the Interoperability of
e the National Guard
3.4 Improve the Structure and Enhance Funding of the Election Assistance Commission
3.4.1 Modernize Campaign Regulations to Promote Cybersecurity
35 Build Societal Resilience to Foreign Malign Cyber-Enabled Information Operations
3.5.1 Reform Online Political Advertising to Defend Against Foreign Influence in Elections

2023 | 2024

M 3.1 - Codify Sector-Specific Agencies Into Law as “Sector Risk Management Agencies” and Strengthen Their Ability
to Manage Critical Infrastructure Risk: Fully implemented via legislative action. Congress codified sector risk management

agencies (SRMAs) in law through the FY21 NDAA* fully implementing this recommendation. In April 2024, the White House
issued a new National Security Memorandum on Critical Infrastructure Security and Resilience, NSM-22, codifying CISA as
the National Coordinator responsible for working with other SRMAs to fulfill their responsibilities and identifying cross-sector
risks.** While this memorandum provides much-needed reaffirmation of SRMA duties, appropriators also need to ensure that
SRMAs receive adequate funding to be successful.
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[l 3.1.1 - Establish a National Risk Management Cycle Culminating in a Critical Infrastructure Resilience Strategy: Fully
implemented via executive action. NSM-22 fully implemented this recommendation by directing the Department of Homeland
Security, through CISA, to create a coordinated national risk management cycle to “identify, assess, and prioritize [cyber and
physical] risk” facing critical infrastructure. This includes developing sector-specific risk assessments and risk management
plans that will be integrated into a biennial National Infrastructure Risk Management Plan.*¢

3.1.2 - Establish a National Cybersecurity Assistance Fund: On track; awaiting legislative action. Various legislative actions
and sector-specific grant programs align with the intent of this recommendation,® but a National Cybersecurity Assistance
Fund would address systemic cyber risks over a longer period of time.

[ 3.2 - Develop and Maintain Continuity of the Economy Planning: Nearing/partial implementation via legislation; further
executive action required. Last year, the Biden administration belatedly submitted its Continuity of the Economy plan to
Congress as mandated by the FY21 NDAA.*® The report, however, determined that existing government incident response and
emergency management planning was sufficient, dismissing congressional concerns that prompted the NDAA provision in

the first place. The White House (National Security Council) report brushed aside gaps in current federal incident response
capabilities and failed to grapple with the ways the private sector must be involved in the development and implementation of
the plan.

[l 3.3 - Codify a “Cyber State of Distress” Tied to a “Cyber Response and Recovery Fund”: Fully implemented via
legislative action and appropriations. Provisions in the Infrastructure Investment and Jobs Act of 2021 implemented this
recommendation.*®

[ 3.3.1 - Designate Responsibilities for Cybersecurity Services Under the Defense Production Act: Nearing/partial
implementation via executive action. The Department of Defense (DoD) can utilize the Defense Production Act to accelerate
the procurement of critical cybersecurity technologies and allow modifications to acquisition requirements. The DoD’s 2023
National Defense Industrial Strategy focuses on strengthening the Defense Industrial Base (DIB) posture to support defense
operations. The strategy aligns with the intent of this recommendation, specifically, its acknowledgment that DoD can use
the Defense Production Act and other programs to offset cybersecurity costs and thereby enable small and non-traditional
businesses “that improve DoD’s technology edge and capabilities” to participate in the DIB.%° Further executive action is
required to include cybersecurity services as part of the broader strategy to secure critical infrastructure.

[ 3.3.2 - Clarify Liability for Federally Directed Mitigation, Response, and Recovery Efforts: Progress limited;

further legislative action required. While the Commission staff drafted legislation in support of this recommendation, no
comprehensive policy has been established insulating companies from liability if they take cyber and emergency response
actions directed by the federal government or law enforcement.

11 3.3.3 - Improve and Expand Planning Capacity and Readiness for Cyber Incident Response and Recovery Efforts:
Nearing/partial implementation via executive action; further legislative action required. CISA is updating and expected to
release the National Cyber Incident Response Plan for significant incident response coordination by the end of the year.5' The
plan should incorporate two elements: 1) outlining how federal, state, local, tribal, and territorial governments and private
entities respond to significant cyber incidents affecting critical infrastructure, and 2) identifying options and resources

to supplement the government’s response. Integrating the two into existing emergency response and disaster recovery
mechanisms is crucial.

[l 3.3.4 - Expand Coordinated Cyber Exercises, Gaming, and Simulation: Fully implemented via legislative action and
appropriations. The FY22 NDAA implemented this recommendation.®> The president’s FY25 budget, however, requests $12.6
million less for the National Infrastructure Simulation Analysis Center than in the previous year,*® potentially limiting the
center’s capacity to conduct essential cyber exercises and readiness simulations.

[l 3.3.5 - Establish a Biennial National Cyber Tabletop Exercise: Fully implemented via legislative action. The FY21 NDAA
implemented this recommendation, ensuring regular cyber preparedness drills for critical infrastructure.®
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3.3.6 — Clarify the Cyber Capabilities and Strengthen the Interoperability of the National Guard: On track; pending

report to Congress. According to National Guard officials, the Guard has more than 2,000 soldiers trained in cybersecurity.®
The National Guard’s unique position bridging military and civilian sectors and federal and state government authorities
makes it ideally suited to respond to domestic cyber threats. Additionally, the Guard also plays a role in international cyber
capacity building. From June 24 to July 5, 2024, approximately 50 guardsmen and airmen participated in the Adriatic Regional
Security Cyber Cooperation in Slovenia alongside servicemembers from seven other countries. Earlier in the year, nearly 1,000
participants, many of whom are members of the National Guard State Partnership Program, gathered in Virginia for Cyber
Shield 2024, a two-week cybersecurity training hosted by the National Guard. This event is the “longest-running and largest
Department of Defense cyber defense exercise,” according to the department.®

[ 3.4 - Improve the Structure and Enhance Funding of the Election Assistance Commission: On track; further
appropriations required. Over the past two fiscal years, Congress appropriated about $28 million annually for the Election
Assistance Commission (EAC) and also provided the EAC with an additional $75 million per year for election security grant
funding as established by the Help America Vote Act. These

: o 4 )
levels are appropriate; however, earlier this year, House

appropriators recommended a significant reduction.®” The Over the past two ﬁscalyears, Congress appropriated
House version of the annual appropriations bill rejected

the EAC’s request for $96 million for election security about $28 million annua”y for the Election Assistance
grants and reduced the EAC’s base funding to $20 million, Commission (EAC) and also provided the EAC with an

H H 68 o o oqye . .
back to the level the EAC received in FY22.% The Senate additional $75 million per year for election security grant
appropriators, however, included $75 million for election

security grant funding in the Senate version ahead of the fundmg as established b.y the Help America Vote Act.
committee markup.%® Appropriators must recognize that These levels are appropriate.

the reductions, particularly the rejection of funding for

security grants, are significant cybersecurity setbacks. - /

[ 3.4.1 - Modernize Campaign Regulations to Promote Cybersecurity: Progress limited; further legislative action required.
In April 2024, the Federal Election Commission proposed amendments to clarify how federal candidates can use campaign
funds for cybersecurity measures.” This proposal, however, is still under review months ahead of the 2024 presidential and
congressional elections. While CISA and nonprofits can provide services, there has been limited progress in amending the
Federal Election Campaign Law to allow corporations to provide free or reduced-cost cybersecurity assistance to political
campaigns on a nonpartisan basis.

3.5 - Build Societal Resilience to Foreignh Maligh Cyber-Enabled Information Operations: On track via executive action;
further executive action and appropriations required. Progress has remained steady with state-level digital literacy efforts
spurred by the American Rescue Plan Act of 2021 and the bipartisan Infrastructure Investment and Jobs Act of 2021.”" For
instance, in February 2024, Kansas announced a $2.8 million award to 15 organizations to provide digital literacy training
programs.” And in April 2024, California received a $70 million award to implement measures in the “California Digital Plan” to
provide affordable internet and digital literacy education to its state residents.” Despite these efforts, further executive action
and appropriations are required to build societal resilience.

3.5.1 — Reform Online Political Advertising to Defend Against Foreign Influence in Elections: On track via appropriations;
further legislative action required. On February 14, 2024, the Election Assistance Commission unanimously approved the
use of election security grant funds “to counter disinformation generated through the use of artificial intelligence.””* This
funding will go toward voter education and promoting accurate voting procedures to counteract disinformation. FBI Director
Christopher Wray noted the urgency of foreign influence in U.S. elections, warning that adversaries are “moving at a faster
pace, and enabled by new technology.””* In January 2024, days before his retirement, then-U.S. Cyber Command General Paul
Nakasone voiced his confidence in election security, stating that the upcoming election “will be the most secure election we’ve
had to date.””® There still remains a need to extend and apply traditional media’s political advertising standards and limitations
to social media.
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Pillar 4: Reshape the Cyber Ecosystem Toward Greater Security

Reshape the Cyber Ecosystem toward Greater Security

2022 | 2023 | 2024

Rec. - .
Number Recommendation Title 2021
4.1 Establish and Fund a National Cybersecurity Certification and Labeling Authority
4.1.1 Create or Designate Critical Technology Security Centers
4.1.2 Expand and Support the National Institute of Standards and Technology Security Work
4.2 Establish Liability for Final Goods Assemblers
4.2.1 Incentivize Timely Patch Implementation
4.3 Establish a Bureau of Cyber Statistics
a4 Resource a Federally Funded Research and Development Center to Develop

) Cybersecurity Insurance Certifications
4.41 Establish a Public-Private Partnership on Modeling Cyber Risk

Explore the Need for a Government Reinsurance Program to Cover
4.4.2 .
Catastrophic Cyber Events

4.43 Incentivize Information Technology Security through Federal Acquisition Regulations

o and Federal Information Security Management Act Authorities
4.4.4 Amend the Sarbanes-Oxley Act to Include Cybersecurity Reporting Requirements
4.5 Develop a Cloud Security Certification
451 Incentivize the Uptake of Secure Cloud Services for Small and Medium-Sized

o Businesses and State, Local, Tribal, and Territorial Governments
4.5.2 Develop a Strategy to Secure Foundational Internet Protocols and Email
453 Strengthen the U.S. Government’s Ability to Take Down Botnets
4.6 Develop and Implement an ICT Industrial Base Strategy
4.6.1 Increase Support to Supply Chain Risk Management Efforts
2.6.2 Commit Significant and Consistent Funding Toward Research and Development in

e Emerging Technologies
4.6.3 Strengthen the Capacity of the Committee on Foreign Investment in the United States
4.6.4 Invest in the National Cyber Moonshot Initiative
4.7 Pass a National Data Security and Privacy Protection Law
4.7.1 Pass a National Breach Notification Law
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[l 4.1 - Establish and Fund a National Cybersecurity Certification and Labeling Authority: Fully implemented via executive
action. The Federal Communications Commission in March approved the U.S. Cyber Trust Mark, a voluntary cybersecurity
labeling program for consumer Internet of Things devices,”” fully implementing this recommendation. This initiative certifies
devices that meet cybersecurity criteria outlined by the National Institute of Standards and Technology,”® helping consumers
make informed decisions and encouraging manufacturers to adopt secure practices. Major retailers and technology
companies, including Amazon, BestBuy, and Google, have signed up to participate.”

[114.1.1 - Create or Designate Critical Technology Security Centers: Nearing/partial implementation via legislative action; further
legislative action required. This recommendation was partially implemented through appropriations from the Infrastructure
Investment and Jobs Act to the Department of Homeland Security’s Science and Technology Directorate.®® Additionally, last year,
Rep. Ritchie Torres (D-NY) introduced the Critical Technology Security Centers Act of 2023 to establish and fund two centers for
testing critical device security and developing mitigation measures, but it has seen no movement in Congress.®'

[14.1.2 - Expand and Support the National Institute of Standards and Technology Security Work: Nearing/partial
implementation via appropriations; further appropriations required. In February, the National Institute of Standards and
Technology (NIST) released the second iteration of its Cybersecurity Framework, a widely used gold standard for measuring
cybersecurity.®? The president’s FY25 budget request, however, proposes only $96.8 million for the cybersecurity and privacy
program,® below the funding levels the Commission recommended four years ago.®* While NIST’s funding has increased
since the Commission’s March 2020 report, it still remains far below what is necessary given how many new responsibilities
Congress and the administration have tasked to NIST.®> Repeated failures to match funding to tasking leave NIST unable to
perform its traditional cybersecurity responsibilities or its new tasking under various executive orders and legislation, which
causes our assessment of this recommendation to regress.

[ 4.2 - Establish Liability for Final Goods Assemblers: Nearing/partial implementation via executive action; further executive
and legislative actions required. The ONCD noted in its National Cybersecurity Strategy Implementation Plan that it will
“explore approaches to developing a long-term, flexible, and enduring software liability framework” by the second quarter of
FY24.2¢ National Cyber Director Harry Coker announced in February 2024 that the ONCD has started efforts to hold software
manufacturers that “rush code to market” liable for vulnerabilities in their software.®” During the May 2024 RSA conference,
ONCD Assistant Director for Cyber Policy and Programs Nick Leiserson announced that the White House started its outreach
efforts to software manufacturers in March and is set to continue over the next “eight to 10 months.”®

4.2.1 - Incentivize Timely Patch Implementation: On track via executive action; further appropriations required. While last
year’s assessment report noted that the National Institute of Standards and Technology (NIST) updated its Guide to Enterprise
Patch Management Technologies in April 2022, NIST’s inability to process new additions to the National Vulnerability Database
(NVD) has degraded the ability of public and private sector entities to manage vulnerabilities and risks. In February 2024,

NIST temporarily halted adding Common Vulnerabilities and Exposures to its NVD, citing limited capacity to conduct security
analysis.®?’ As of July, NIST has implemented temporary measures to address the backlog and is seeking to identify an industry
consortium to assist with its work.” Increased and consistent funding for NIST is critical to rectify this gap.”

4.3 - Establish a Bureau of Cyber Statistics: On track via executive action; further legislative action required. While
Congress has not yet created a Bureau of Cyber Statistics, other developments continue to lay the groundwork for its eventual
creation. CISA, for example, is on track to issue a final rule for the Cyber Incident Reporting for Critical Infrastructure Act of
2022 (CIRCIA), having received industry feedback on its proposed rule.®> CIRCIA may provide an opportunity to collect data,
anonymize it, and disseminate it to a broader audience as intended by the Bureau of Cyber Statistics.” The administration
and Congress can establish this bureau, ensuring it adheres to the standards and requirements set forth by the existing
national statistical agencies and enables the secure curation of data reflective of today’s cybersecurity landscape. Additionally,
establishing exchange mechanisms with academia and the private sector will facilitate the sharing of insights and best
practices, enhancing the bureau’s ability to inform cybersecurity strategies.

4.4 - Resource a Federally Funded Research and Development Center to Develop Cybersecurity Insurance Certifications:
On track via legislative action; further executive action required. The National Science and Technology Council’s December
2023 Federal Cybersecurity Research and Development Strategic Plan identifies as a research priority the need to establish

15




*
iﬁ: 2024 Annual Report on Implementation

“comprehensive frameworks for cybersecurity risk management ... by incorporating financial risk mitigations through methods
such as cyber insurance.”* The National Science and Technology Council is a cabinet-level council of advisors to the president. The
Commission’s original recommendation also includes developing a training and certification program for insurance professionals.

4.4.1 - Establish a Public-Private Partnership on Modeling Cyber Risk: On track via executive action; further executive
action required. Progress is being made on this recommendation with various public-private partnerships. CISA’s Joint Cyber
Defense Collaborative released its 2024 priorities, which include raising the national cybersecurity baseline and defending
against malicious nation-state actors and emerging risks.”® Further executive action is required to enhance collective
cyber defense.

[14.4.2 - Explore the Need for a Government Reinsurance Program to Cover Catastrophic Cyber Events: Nearing/partial
implementation via executive action; further executive action required. The second iteration of the National Cybersecurity
Strategy implementation plan noted that Treasury has completed its assessment of the need for a federal cyber insurance
backstop.?® Additionally, Treasury’s Federal Insurance Office and the National Science Foundation issued a call for proposals to
research insurance risk modeling and underwriting for terrorism and catastrophic cyber risks.””

[ 4.4.3 - Incentivize Information Technology Security Through Federal Acquisition Regulations and Federal Information
Security Management Act Authorities: Fully implemented via executive action. The Biden administration implemented this
recommendation in 2021 through Executive Order 14028, “Improving the Nation’s Cybersecurity.” Passage of the Federal
Information Security Modernization Act of 2023 would further support this recommendation.

[l 4.4.4 - Amend the Sarbanes-Oxley Act to Include Cybersecurity Reporting Requirements: Fully implemented via
legislative action. The Security and Exchange Commission’s rules requiring publicly traded companies to disclose material
cybersecurity incidents and update cybersecurity risk management policies annually implement this recommendation.®®

[ 4.5 - Develop a Cloud Security Certification: Nearing/partial implementation; further executive and legislative actions
required. The Commission urged the National Institute of Standards and Technology and the Department of Homeland Security
to develop a standard for attesting to the security of cloud service providers and to update the relevant requirements in the
Federal Risk and Authorization Management Program (FedRAMP) so that all cloud providers meet the security standards.
FedRAMP’s March 2024 roadmap committed to simplifying the process for cloud-based computing infrastructure and
applications to become certified to sell to the U.S. government. FedRAMP is also committed to working with CISA to better
define security requirements for cloud providers.'® More executive and legislative action is necessary to expand efforts around
securing those cloud services used by the federal government to cover all commercially available cloud service providers.

[ 4.5.1 - Incentivize the Uptake of Secure Cloud Services for Small- and Medium-Sized Businesses and State,

Local, Tribal, and Territorial Governments: Nearing/partial implementation via legislative action; further executive and
appropriations required. The State and Local Cybersecurity Improvement Act, passed into law in the bipartisan Infrastructure
Investment and Jobs Act, partially implemented this recommendation.' In March, the NSA released its “Top Ten Cloud
Security Mitigation Strategies,” identifying ways for businesses to safely adopt cloud services. This report, however, did not
specifically address the needs of small- and medium-sized businesses.'*

[14.5.2 - Develop a Strategy to Secure Foundational Internet Protocols and Email: Nearing/partial implementation via
legislative action; further executive action required. This recommendation specifically addresses securing three elements:
Border Gateway Protocol (BGP), the Domain Name System (DNS), and email communication via the Domain-based Message
Authentication, Reporting, and Conformance standard. Previously, the FY21 and FY22 NDAAs addressed parts of this
recommendation.’® Over the past year, the Biden administration has continued to focus on foundational internet protocols.
On June 7, 2024, the Federal Communications Commission approved a proposal requiring retail broadband providers to
submit confidential reports annually on their BGP security plan and the nine largest providers to submit public reports
quarterly.’® The same month, Acting Principal Deputy National Cyber Director Jake Braun highlighted the government’s move
to enhance BGP security by adopting Resource Public Key Infrastructure, which verifies the authenticity of internet routing
information, making it more difficult for hackers to hijack internet traffic.’® Additionally, CISA’s DNS Resolver blocked 900
million malicious connections targeting federal civilian agencies in FY23.1%
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[ 4.5.3 - Strengthen the U.S. Government’s Ability to Take Down Botnets: Nearing/partial implementation via executive
action; further executive action required. The Department of Justice (DoJ) has enhanced its capabilities to dismantle botnets
through various coordinated efforts, fully implementing this recommendation. In January, DoJ led the takedown of the 911 S5
botnet, which FBI Director Christopher Wray described as “likely the world’s largest botnet ever.”’”” In recent months, DoJ has
also dismantled botnets connected with Russian and Chinese government hackers.'*

[ 4.6 — Develop and Implement an ICT Industrial Base Strategy: Nearing/partial implementation via executive action;
further executive action required. In December, the Bureau of Industry and Security Office of Technology Evaluation at the
Department of Commerce published a report surveying U.S.-based microelectronics companies to better support domestic
manufacturing. The report reflected growing concerns over cyberattacks and industry espionage, with 21 percent of
respondents expecting challenges from foreign industrial espionage, up from 15 percent in previous years.'® Previously, the
CHIPS and Science Act'® and other executive action'" had partially implemented this recommendation. Commerce’s new
strategy, combined with the Defense Department’s National Defense Industrial Strategy, moves the ball forward. Additional
executive action is necessary to see these strategies implemented.

[l 4.6.1 - Increase Support to Supply Chain Risk Management Efforts: Fully implemented via executive and legislative
actions. The February 2021 executive order on supply chain resiliency and the passage of the CHIPS and Science Act fully
implemented this recommendation.” Supply chain risk management continues to be one of the administration’s priorities."*

[l 4.6.2 - Commiit Significant and Consistent Funding Toward Research and Development in Emerging Technologies: Fully
implemented via legislative actions. The passage of the CHIPS and Science Act fully implemented this recommendation,'* and
Congress has continued to provide consistent funding for emerging technologies research and development.

[ 4.6.3 - Strengthen the Capacity of the Committee on Foreign Investment in the United States: Nearing/partial
implementation via appropriations; further executive action required. A September 2022 executive order expanded the factors
the Committee on Foreign Investment in the United States (CFIUS) uses during its review process.® Since then, CFIUS has
reviewed an increasing number of transactions each year."® Additionally, amid various proposed efforts to improve CFIUS
capabilities,"” the Treasury Department proposed a rule in July to increase scrutiny of foreign investments near military bases
by adding 59 military installations to its review list.""®

[ 4.6.4 — Invest in the National Cyber Moonshot Initiative: Nearing/partial implementation via legislative action; further
appropriations required. In its report to the president, the National Security Telecommunications Advisory Committee
recommended leveraging artificial intelligence and machine learning technologies to improve cybersecurity defenses through
various efforts like the launching of Cybersecurity Grand Challenges. The committee also recommended that CISA examine
security use cases for emerging technologies." The FY21 NDAA and the CHIPS and Science Act partially implemented this
recommendation,'® but further investment is needed to fully implement it.

1 4.7 - Pass a National Data Security and Privacy Protection Law: Progress limited; further legislative action required. In
June 2024, the House of Representatives postponed the scheduled markup of the American Privacy Rights Act, the latest
legislative proposal in Congress on data privacy.'' This third consecutive year of setbacks underscores the ongoing challenges
in creating a unified federal data privacy framework.'>

[ 4.7.1 — Pass a National Breach Notification Law: Progress limited; further legislative and executive actions required.
Various pieces of legislation require breach notification to consumers under certain circumstances,'? but comprehensive
federal legislation has yet to be enacted.
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Pillar 5: Operationalize Cybersecurity Collabaoration With the Private Sector

Operationalize Cybersecurity Collaboration With the Private Sector
Rec. Recommendations Title 2021 | 2022 | 2023 | 2024
Number
5.1 Codify the Concept of “Systemically Important Critical Infrastructure”
51.1 Review and Update Intelligence Authorities to Increase Intelligence Support to the
o Broader Private Sector
51 Strengthen and Codify Processes for Identifying Broader Private-Sector Cybersecurity
o Intelligence Needs and Priorities
513 Empower Departments and Agencies to Serve Administrative Subpoenas in Support
o of Threat and Asset Response Activities
50 Establish and Fund a Joint Collaborative Environment for Sharing and Fusing
’ Threat Information
5.2.1 Expand and Standardize Voluntary Threat Detection Programs
5.2.2 Pass a National Cyber Incident Reporting Law
523 Amend the Pen Register Trap and Trace Devices Statute to Enable Better Identification
- of Malicious Actors
53 Strengthen an Integrated Cyber Center within CISA and Promote the Integration of
’ Federal Cyber Centers
54 Establish a Joint Cyber Planning Cell Under the Cybersecurity and Infrastructure
) Security Agency
5.4.1 Institutionalize DoD Participation in Public-Private Cybersecurity Initiatives
5.4.2 Expand Cyber Defense Collaboration with ICT Enablers

[ 5.1 - Codify the Concept of “Systemically Important Critical Infrastructure”: Nearing/partial implementation via
executive action; further executive action required. Prioritization among various critical infrastructure assets is imperative.
NSM-22 tasked CISA with working with the other sector risk management agencies to identify systemically important entities
(SIEs) within each critical infrastructure that have a disproportionate impact on U.S. national security, economic security,
and public health and safety.* NSM-22, however, does not outline the benefits and burdens for companies identified as SIEs
as explained in the Commission’s initial recommendation on systemically important critical infrastructure. The administration
and Congress must work together to detail the intelligence and information-sharing benefits and the minimum cybersecurity
burdens of SIEs.
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[15.1.1 - Review and Update Intelligence Authorities to Increase Intelligence Support to the Broader Private Sector:
Nearing/partial implementation via executive action; further executive action required. NSM-22 expands the responsibilities
of the intelligence community, in coordination with the sector risk management agencies, to disseminate information to the
private sector by producing intelligence reports “at the lowest possible classification level.”’>* Additional congressional or
executive branch action is necessary to examine foreign intelligence authorities, declassification procedures, and information-
sharing consent processes.

[ 5.1.2 - Strengthen and Codify Processes for Identifying Broader Private-Sector Cybersecurity Intelligence Needs

and Priorities: Nearing/partial implementation via executive action; further legislative action required. NSM-22 directs the
director of national intelligence, in coordination with the Department of Homeland Security and sector risk management
agencies, to identify and address the intelligence needs of critical infrastructure owners and operators.'* To fully implement
this recommendation, additional actions are required, including codifying legal protections to safeguard routinely shared
information from public disclosure. The executive branch also needs to address the findings of an intelligence community audit
released prior to NSM-22 detailing key limitations to sharing information with the private sector, including over-classification
and inconsistent formats.'’

B 5.1.3 - Empower Departments and Agencies to Serve Administrative Subpoenas in Support of Threat and Asset
Response Activities: Fully implemented via legislative action. The FY21 NDAA implemented this recommendation by providing
CISA with administrative subpoena authority.'?

[ 5.2 - Establish and Fund a Joint Collaborative Environment for Sharing and Fusing Threat Information: Nearing/

partial implementation via appropriations; further legislative action required. Last July, CISA announced plans to roll out a
Joint Collaborative Environment (JCE).'® CISA has begun work on establishing a JCE through the Cyber Analytics and Data
Systems program that would aggregate and analyze data from various sources.’ In the president’s FY25 budget request, CISA
requested $394.1 million for JCE, a much-needed investment following CISA’s overall $34 million budget reduction in FY24.™"

[l 5.2.1 - Expand and Standardize Voluntary Threat Detection Programs: Fully implemented via legislative action

and appropriations. The FY22 NDAA codified CyberSentry, a voluntary program through CISA that provides continuous
monitoring and detection of cybersecurity threats on critical infrastructure networks.” This program meets the intent of this
recommendation but only has 30 participating companies as of April 2024.7*

[l 5.2.2 - Pass a National Cyber Incident Reporting Law: Fully implemented via legislative action and appropriations. The
passage of the Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA), as part of the FY22 consolidated
appropriations bill, fully implemented this recommendation.”™* CISA is currently developing the final rule for CIRCIA
implementation, having received industry feedback on its proposed rule.®* Key suggestions from industry groups include
harmonizing cyber reporting regulations, providing clear definitions for reporting requirements, and creating incentives for
participation through timely threat information sharing.’*

[115.2.3 - Amend the Pen Register Trap and Trace Devices Statute to Enable Better Identification of Malicious Actors:
Progress limited; further legislative action required. The Commission proposed an amendment to the Pen Register Trap and
Trace Device Statute with the intent of allowing companies with the necessary resources and expertise to conduct more
effective identifying activities on behalf of themselves or their customers. In 2021, the Commission shared with members of
Congress a draft legislative text supporting this recommendation, but progress has been limited.

71 5.3 - Strengthen an Integrated Cyber Center Within CISA and Promote the Integration of Federal Cyber Centers:
Nearing/partial implementation via executive and legislative action; further executive action and appropriations required.

The efforts to “integrate federal cybersecurity centers” — strategic objective 1.3 of the National Cybersecurity Strategy —
are ongoing. A February Government Accountability Office report recommended improving federal coordination, and there
are signs of progress. In its strategic plan, CISA stated it would “exercise, and execute joint cyber defense operations and
coordinate the response to significant cybersecurity incidents” with federal partners.’ The second version of the National
Cybersecurity Strategy Implementation Plan also notes that the ONCD completed an assessment of the capabilities of federal
cybersecurity centers and will now focus on improving integration efforts.’
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[l 5.4 - Establish a Joint Cyber Planning Cell Under the Cybersecurity and Infrastructure Security Agency: Fully
implemented via legislative action and appropriations. The FY21 NDAA fully implemented this recommendation.™® Now known
as CISA’s Joint Cyber Defense Collaborative (JCDC), it has over 300 participating organizations, conducted over 1,000 pre-
ransomware notifications during FY23, and has released more than 400 alerts and 1,116 operational cybersecurity products.™
In her testimony before Congress on CISA’s budget and the cyber threat from China, Director Jen Easterly noted that JCDC
has developed 14 cyber defense plans.™

[l 5.4.1 - Institutionalize DoD Participation in Public-Private Cybersecurity Initiatives: Fully implemented via legislative
action and appropriations. The FY22 NDAA implemented this recommendation,'* and the Defense Department continues to
demonstrate its commitment to improving public-private partnerships, emphasizing this in its latest cybersecurity strategy'*
and the first-ever National Defense Industrial Strategy.™*

[l 5.4.2 - Expand Cyber Defense Collaboration With ICT Enablers: Fully implemented via legislative action. The FY22 NDAA
created voluntary and pilot programs that implemented this recommendation.’*

Pillar 6: Preserve and Employ Military Instruments of Power

Preserve and Employ Military Instruments of Power

Rec. . .

Number Recommendation Title 2021 | 2022 | 2023 | 2024

6.1 Direct the DoD to Conduct a Force Structure Assessment of the Cyber Mission Force
Direct DoD to Create a Major Force Program Funding Category for

6.1.1
U.S. Cyber Command

6.1.2 Expand Current Malware Inoculation Initiatives

6.1.3 Review Delegation of Authorities for Cyber Operations

6.1.4 Reassess and Amend Standing Rules of Engagement and Standing Rules for Use of

o Force for U.S. Forces

6.1.5 Cooperate With Allies and Partners to Defend Forward

6.1.6 Require the DoD to Define Reporting Metrics

6.1.7 Assess the Establishment of a Military Cyber Reserve

6.1.8 Establish Title 10 Professors in Cyber Security and Information Operations
Conduct Cybersecurity Vulnerability Assessment Across the Nuclear Command,

6.2 Control, and Communications and National Leadership Command Capability Systems
& Continually Assess Weapon Systems’ Cyber Vulnerabilities

6.2.1 Require DIB Participation in a Threat Intelligence Sharing Program

6.2.2 Require Threat Hunting on Defense Industrial Base Networks

6.2.3 Designate a Threat-Hunting Capability Across the DoD Information Network

6.2.4 Assess and Address the Risk to National Security Systems Posed by

- Quantum Computing
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[ 6.1 - Direct DoD to Conduct a Force Structure Assessment of the Cyber Mission Force: Fully implemented via legislative
action. While the FY21 NDAA implemented this recommendation by mandating a force structure assessment, recent

legislative actions reflect a continued concern about U.S. Cyber Command’s operational readiness. Last year’s NDAA contained
provisions to enhance the capabilities, readiness, and resiliency of the Cyber Mission Force supporting this recommendation.™®
This year, both the House and Senate versions of the bill contain provisions requiring an independent study of how to improve
cyber force generation in the U.S. military, including the possibility of creating a separate cyber service.'’

M 6.1.1 - Direct DoD to Create a Major Force Program Funding Category for U.S. Cyber Command: Fully implemented
via legislative actions. The FY21 and FY22 NDAAs implemented this recommendation providing U.S. Cyber Command with
enhanced budgetary authority. The commissioners, however, remain concerned about U.S. Cyber Command’s funding. While
the president’s FY25 budget request proposes a slight increase to $1.7 billion for U.S. Cyber Command,* the services still
retain the vast majority of cyber-specific funding.'® The Senate Armed Services Committee, meanwhile, plans to withhold
funding for the Joint Cyber Warfighting Architecture until it receives a detailed plan from U.S. Cyber Command about its
growth from 142 to 147 cyber mission force teams.™°

6.1.2 - Expand Current Malware Inoculation Initiatives: On track; further executive and legislative actions required. The
federal government used various interagency efforts to disclose information about malware™' and indicators of compromise'*
to the public. U.S. Cyber Command, in particular, continues to share malware and other threat information with private
partners through its Under Advisement program.’>® The Commission continues to believe that the statutory establishment of a
Joint Collaborative Environment is necessary to further expand these efforts and meet the intent of this recommendation.

M 6.1.3 - Review the Delegation of Authorities for Cyber Operations: Fully implemented via legislative action. The
FY21 NDAA implemented this recommendation by delegating cyber-related authorities to the commander of U.S.
Cyber Command.™*

6.1.4 - Reassess and Amend Standing Rules of Engagement and Standing Rules for Use of Force for U.S. Forces: On
track; further executive action required. There has been limited progress on this recommendation. The implementation of
National Security Presidential Memorandum 13 over the past five years has significantly enhanced the process for planning and
executing offensive cyber operations.’ This improvement
has had its most visible and acknowledged impact in /.
efforts to protect U.S. elections in 2018, 2020, and 2022."%¢
Additionally, U.S. Cyber Command has played an active
role in assisting international allies and partners, including
helping Ukraine defend its networks following the outbreak
of war. As offensive cyber capabilities and activities continue
to evolve, both independently and when integrated with
kinetic operations, an update to the Standing Rules of
Engagement and Standing Rules for the Use of Force for
U.S. forces should reflect these changes.

[ 6.1.5 - Cooperate With Allies and Partners to

Defend Forward: Fully implemented via executive action.
In the 2024 posture statement, newly confirmed U.S. Cyber
Command Commander General Timothy Haugh reported
that in 2023, U.S. Cyber Command had active hunt forward Q

operations simultaneously across all geographic commands '
“for the first time.”' Last year, U.S. Cyber Command Last year, U.S. Cyber Command conducted 22 hunt forward operations,

a steady increase over prior years. U.S. Cyber Command Commander

General Timothy Haugh (pictured above) reported that in 2023, U.S. Cyber
Command had active hunt forward operations simultaneously across all

geographic commands.” (Photo by Chip Somodevilla/Getty Images)

conducted 22 hunt forward operations, a steady increase
over prior years.'*®
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[l 6.1.6 - Require DoD to Define Reporting Metrics: Fully implemented via legislative action. The FY24 NDAA fully
implemented this recommendation by mandating that the DoD establish performance metrics for the pilot program on sharing
cyber capabilities with foreign partners.’ Incorporating these metrics into the Cyber Mission Force’s required'® quarterly
readiness assessments will further improve the ongoing evaluation of its cyber capabilities.

[ 6.1.7 - Assess the Establishment of a Military Cyber Reserve: Nearing/partial implementation via legislative action; further
executive action required. The FY24 NDAA authorized the secretary of the Army to conduct a pilot program on creating a
civilian cybersecurity reserve.’® This meets the intent of this recommendation. This progress is encouraging but does not yet
fully implement this recommendation.

[ 6.1.8 — Establish Title 10 Professors in Cyber Security and Information Operations: Nearing/partial implementation via
legislative action; further executive action required. The FY24 NDAA'® directed the Department of Defense to establish the
Cyber Academic Engagement Office, which is responsible for fostering relationships with academic institutions, managing
cyber-related educational programs, and overseeing the development of cyber skills within the U.S. military.’®® Although the
establishment of Title 10 professors in cybersecurity and information operations remains unclear, these efforts enhance
academic engagement and improve cyber education infrastructure, laying important groundwork.

[l 6.2 - Conduct a Cybersecurity Vulnerability Assessment Across the Nuclear Command, Control, and Communications
and National Leadership Command Capability Systems & Continually Assess Weapon Systems’ Cyber Vulnerabilities: Fully
implemented via executive and legislative actions. Previous legislation'®* and executive measures'® mandated comprehensive
reviews, evaluations, and the development of secure nuclear command, control, and communications (NC3) systems, fully
implementing this recommendation. Additionally, last year, the FY24 included provisions establishing a Defense Department
working group to inventory and mitigate risks, emphasizing continuous improvement and proactive measures for NC3
cybersecurity.

[ 6.2.1 - Require Defense Industrial Base Participation in a Threat Intelligence Sharing Program: Fully Implemented

via executive action. In April 2024, a new rule went into effect, expanding the Defense Industrial Base (DIB) Cybersecurity
Program to include all defense contractors with unclassified information systems handling covered defense information.
This expansion grants an additional 68,000 contractors access to technical exchange meetings, a collaborative web platform,
and threat information products and services through the Department of Defense Cyber Crime Center.'®® Additionally, the
center and the Defense Counterintelligence and Security Agency announced a strategic partnership to launch a vulnerability
disclosure program for the DIB.'®” The combination of the two efforts fully implemented this recommendation.

[ 6.2.2 - Require Threat Hunting on Defense Industrial Base Networks: Nearing/partial implementation via legislative
action; further executive action required. The FY21 NDAA'® partially addressed this recommendation by mandating an
assessment of the feasibility of implementing a defense industrial base cybersecurity threat-hunting program. In November
2023, the Defense Innovation Unit solicited comments on the Advanced Rapid Analysis of Cyber Hunt Network Infrastructure
Data system,'® requesting solutions for rapid threat hunting without requiring internet access or cloud resources, among
other program requirements. This progress is encouraging but does not yet fully implement this recommendation.

[l 6.2.3 - Designate a Threat-Hunting Capability Across the DoD Information Network: Fully implemented via legislative
action. The FY22 NDAA implemented this recommendation by requiring threat hunting and discovery of malicious activity
across the Defense Department’s information network.'”®

[l 6.2.4 - Assess and Address the Risk to National Security Systems Posed by Quantum Computing: Fully implemented
via legislative action. The FY21 NDAA implemented this recommendation by requiring an assessment of the potential threats
and risks posed by quantum computing.”" Building on this, the FY24 NDAA includes a pilot program for quantum computing
applications to address technical challenges and enhance capabilities.”? Additionally, the House version of the FY25 NDAA
includes a provision to create a Quantum Computing Center of Excellence within the Defense Department.’”
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GSC White Papers

In addition to its March 2020 report, the commission published a series of six white papers to address emerging issues and
add greater detail to existing recommendations. The fifth white paper, not included below, was a transition book for the Biden
administration, establishing priorities among existing recommendations but not offering new recommendations.

White Paper #1: Cybersecurity Lessons From the Pandemic

Cybersecurity Lessons From the Pandemic

Rec. Recommendation Title 2022 | 2023 | 2024
Number

Provide State, Local, Tribal, and Territorial Government and Small and Medium-sized
PAN 1.1 . H

Business IT Modernization Grants
PAN 1.2 Pass an Internet of Things Security Law

Support Nonprofits That Assist Law Enforcement’s Cybercrime and Victim
PAN 1.3

Support Efforts
PAN 1.4 Increase Nongovernmental Capacity to Identify and Counter Foreign Disinformation

) and Influence Campaigns

PAN 1.4.1 | Establish the Social Media Data and Threat Analysis Center

[ Pandemic 1.1 - Provide State, Local, Tribal, and Territorial Government and Small- and Medium-Sized Business
Information Technology Modernization Grants: Fully implemented via legislative action. The State and Local Cybersecurity
Improvement Act, passed as part of the Infrastructure Investment and Jobs Act, implemented this recommendation.”*

[l Pandemic 1.2 - Pass an Internet of Things Security Law: Nearing/partial implementation via executive action; further
legislation action required. Last summer, the administration announced a cybersecurity certification and labeling program.'”
Earlier this year, the Federal Communications Commission approved the U.S. Cyber Trust Mark."”¢ The details of the executive
action are noted under recommendation 4.1 in this report. While the U.S. Cyber Trust Mark implements recommendation 4.1
and aligns with this recommendation, congressional action to codify an Internet of Things law is still necessary.

Pandemic 1.3 — Support Nonprofits That Assist Law Enforcement’s Cybercrime and Victim Support Efforts: On track
via appropriations; further executive action and appropriations required. The Justice Department’s Office of Justice Programs
announced a new funding opportunity in June to help state, local, territorial, and tribal law enforcement better handle
financial, technological, and internet crimes through training and support programs. This funding provides eligible nonprofit
and education institutions essential resources for developing and updating training materials and supporting joint initiatives
between law enforcement, prosecutors, and judges."”

Pandemic 1.4 - Increase Nongovernmental Capacity to Identify and Counter Foreign Disinformation and Influence
Campaigns: On track via appropriations; further appropriations required. The Department of State’s Global Engagement
Center (GEC) provides grants to nonprofit institutions to research Russian propaganda and other disinformation-related
topics.”® The National Science Foundation (NSF) has also previously provided grant funding for disinformation research.’”®
As originally envisioned by the Commission, implementing this recommendation would require Congress to authorize and
appropriate funds for a grant program within the Department of Justice. However, Congress could achieve the intent of this
recommendation through GEC, NSF, or other grant programs, provided they are sufficiently funded.

[ Pandemic 1.4.1 - Establish the Social Media Data and Threat Analysis Center: Nearing/partial implementation via legislative
action; further executive action required. The FY23 NDAA directed the director of national intelligence (DNI) to submit “a plan
to operationalize” the Social Media and Threat Analysis Center.’® The DNI has not yet submitted the plan to Congress.
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White Paper #2: National Cyber Director

National Cyber Director

2021

Rec. q .
R Recommendation Title
NCD 1 Establish a National Cyber Director Position

2022

2023 | 2024

[l Establish a National Cyber Director: Fully implemented via legislative and executive action and appropriations. The FY21

NDAA created the ONCD." Since then, the office staff has grown, and the FY24 omnibus spending bill authorized $21.7
million for the ONCD."2 For FY25, the ONCD proposed a budget of $19 million, a slight decrease from previous years due to
prior investments in secure facilities in FY23.® Over the past year, the ONCD has implemented nearly 50 percent of the 69
initial initiatives outlined in the original National Cybersecurity Strategy Implementation Plan.'®* According to the ONCD and
the OMB joint memorandum from July 2024, the two agencies will jointly review cybersecurity priorities and investments for
the federal government.'®

White Paper #3: Growing a Stronger Federal Cyber Workforce

Growing a Stronger Federal Cyber Workforce
E?lcr;lber Recommendation Title 2021
WF 1 Establish Leadership and Coordination Structures
WEF 2 Properly Identify and Utilize Cyber-Specific Occupational Classifications
WF 3 Develop Apprenticeships
WF 4 Improve Cybersecurity for K-12 Schools
WF 5 Provide Work-Based Learning via Volunteer Clinics
WF 6 Improve Pay Flexibility and Hiring Authority
WF 7 Incentivize Cyber Workforce Research
WF 8 Mitigate Retention Barriers and Invest in Diversity, Equity, and Inclusion in Recruiting

2022

2023 | 2024

[l Workforce 1 - Establish Leadership and Coordination Structures: Fully implemented via executive action. In June
2024, the ONCD released a progress report on implementing the National Cybersecurity Workforce and Education Strategy.
Since creating the National Cyber Workforce Coordination Group in early 2023, the ONCD has established the Working
Group on Cyber Workforce and Education and the Working Group on Cyber Skills and Awareness, fully implementing this
recommendation. According to the progress report, “more than 35 federal departments and agencies [...] have begun
implementing the objectives™ in the strategy and are “willing to make additional voluntary commitments” in the next year to
engage with industry partners to improve the national cyber workforce.'®

2k




*
iﬁ: 2024 Annual Report on Implementation

[ Workforce 2 - Properly Identify and Utilize Cyber-Specific Occupational Classifications: Nearing/partial implementation
via executive action; further executive action required. At a White House convening on the national cybersecurity workforce in
April 2024, National Cyber Director Coker announced plans to transition nearly 100,000 federal jobs to skill-based hiring by the
summer of 2025 instead of relying on four-year degree requirements.'®” Assistant National Cyber Director Seeyew Mo testified
before the House Committee on Homeland Security that removing such barriers is “the only way we can defend the digital
foundation of our modern way of life.”'®

[l Workforce 3 - Develop Apprenticeships: Fully implemented via executive and legislative actions. In March 2024, President
Biden issued Executive Order 14119 “Scaling and Expanding the Use of Registered Apprenticeships in Industries and the Federal
Government and Promoting Labor-Management Forums.”'®® A month prior, the Department of Labor (DoL) allocated $95 million
for federal and $100 million for state apprenticeship programs.' Last year, DoL awarded nearly $108 million for these programs,
according to the National Cyber Workforce and Education Strategy Implementation progress report published in June 2024.™"

[l Workforce 4 - Improve Cybersecurity for K-12 Schools: Nearing/partial implementation via executive and legislative
actions; further appropriations required. Last year, the Department of Education released guidance documents, including
the “K-12 Digital Infrastructure Brief: Defensible and Resilient,” to help bolster the sector’s cybersecurity posture.” In March
2024, the Department of Education and CISA announced the establishment of a Government Coordinating Council dedicated
to enhancing collaboration between federal, state, and local governments for K-12 cybersecurity,'® aligned with the call to
action as issued in NSM-22.7%

[l Workforce 5 - Provide Work-Based Learning via Volunteer Clinics: Fully implemented via executive and legislative actions.
In 2023, the NSA established Cyber Clinics in four states to support communities and small governments with cyber risk
assessment and planning assistance to which they “would otherwise not have access.” According to the latest cyber workforce
implementation plan, this model has attracted “more than $25 million in private sector investment that has enabled the opening
of clinics at 45 more institutions.”’®® Private sector companies, such as Google, are pursuing and funding similar efforts.®

[ Workforce 6 — Improve Pay Flexibility and Hiring Authorities: Nearing/partial implementation via executive action; further
executive and legislative actions required. The Office of Personnel Management (OPM) and the ONCD proposed legislative
changes to cyber workforce classification and pay systems commonly used throughout the federal government. The proposal
includes higher special pay rates and more streamlined hiring procedures.’” In October 2023, OPM published an action plan
for “Strengthening Officer Recruitment, Hiring, Promotion, and Retention,” including cybersecurity personnel.”® In a similar
trend, OPM published a memorandum in February 2024 urging federal agencies to provide incentive pay and leave flexibilities
to recruit and retain artificial intelligence-related talent.’

Il Workforce 7 - Incentivize Cyber Workforce Research: Fully implemented via legislative action and appropriations. The
passage of the CHIPS and Science Act fully implemented this recommendation.?®

[ Workforce 8 — Mitigate Retention Barriers and Invest in Diversity in Recruiting: Nearing/partial implementation via executive
and legislative actions; further executive and legislative actions and appropriations required. There have been various efforts
underway to create an inclusive cybersecurity workforce in the federal government following the issuance of the June 2021
Executive Order on Diversity, Equity, Inclusion, and Accessibility in the Federal Workforce.*' Following National Cyber Director
Coker’s update on eliminating four-year degree requirements from certain federal jobs,* the administration committed to
building a diverse and skilled pipeline of cybersecurity talent in advanced manufacturing through similar efforts.?® The federal
government plans to accomplish this by the summer of 2025.2°* In July 2024, the Federal Cyber Workforce Training Act passed the
Senate Homeland Security and Governmental Affairs Committee. Co-sponsored by Sens. Mike Rounds (R-SD) and Jon Ossoff (D-
GA), the bill proposes creating a Federal Cyber Workforce Development Institute to provide skill-based training to early and mid-
career federal cybersecurity employees.?® The bill is scheduled for a full Senate vote in September when Congress reconvenes.*®
Additionally, CISA has partnered with industry to launch a 15-month-long initiative known as the Neurodiverse Federal Workforce.
This initiative could help address high unemployment rates among the neurodiverse population®*” and help inform policies to
“increase opportunities for neurodiverse individuals who are on the autism spectrum.”?®® In April 2024, the National Institute

of Standards and Technology awarded $3.6 million to 18 organizations across 15 states focused on addressing the national
cybersecurity workforce shortage through education and training development programs.?®
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White Paper #4: Building a Trusted ICT Supply Chain

Building a Trusted ICT Supply Chain

Rec. : .

Recommendation Title 2022 | 2023 | 2024
Number
SC1 Develop and Implement an ICT Industrial Base Strategy
SC2 Identify Key ICTs and Materials
SC3 Conduct a Study on the Viability of and Designate Critical Technology Clusters
SC 3.1 Provide Research and Development Funding for Critical Technologies
SC3.2 Incentivize the Movement of Critical Chip and Technology Manufacturing out of China
SC3.3 Conduct a Study on a National Security Investment Corporation
SC4 Designate Lead Agency for ICT Supply Chain Risk Management
SC 4.1 Establish a National Supply Chain Intelligence Center
SC4.2 Fund Critical Technology Security Centers
SC5 Incentivize Open and Interoperable Standards and Release More Mid-Band Spectrum
SC5.1 Develop a Digital Risk Impact Assessment for International Partners for

) Telecommunications Infrastructure Projects

Ensure That the EXIM, DFC, and USTDA Can Compete with Chinese State-owned and
SC5.2 ;

State-backed Enterprises
SC5.3 Develop a List of Contractors and Vendors Prohibited From Implementing

’ Development Projects

[l Supply Chain 1 - Develop and Implement an ICT Industrial Base Strategy: Fully implemented via executive action. The
February 2021 supply chain executive order directing federal agencies to assess strategic risks to protect the information
communications technology (ICT) supply chain fully implemented this recommendation.?'® This year, efforts continue as CISA
is renewing its ICT Supply Chain Risk Management Task Force.”

M Supply Chain 2 - Identify Key ICTs and Materials: Fully implemented via executive and legislative actions and
appropriations. The February 2022 “Assessment of the Critical Supply Chains Supporting the U.S. Information and
Communications Technology Industry” fully implemented this recommendation.?'?

M Supply Chain 3 - Conduct a Study on the Viability of Critical Technology Clusters and Designate Them: Fully
implemented via legislative action and appropriations. The passage of the CHIPS and Science Act, which established a regional
technology and innovation hubs program at the Department of Commerce, fully implemented this recommendation.?™ In
October 2023, the administration announced 31 tech hubs across the country** and in July 2024 selected 12 recipients to
receive a total of $504 million in grant funding to advance work in industries such as semiconductors, climate and energy,
biotechnology, and quantum computing.?’
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[l Supply Chain 3.1 - Provide Research and Development Funding for Critical Technologies: Fully implemented via
legislative action and appropriations. The CHIPS and Science Act implemented this recommendation and spurred additional
investments in research and development for critical technologies. For instance, in February 2024, the administration
announced plans to invest $5 billion in the National Semiconductor Technology Center, a “public-private consortium” focused
on research and development and workforce initiatives.>'®

M Supply Chain 3.2 - Incentivize the Movement of Critical Chip and Technology Manufacturing Out of China: Fully
implemented via legislative action and appropriations. The CHIPS and Science Act provided more than $50 billion to boost the
U.S. domestic chip industry, leading to nearly $450 billion in private investments. According to the Semiconductor Industry
Association, these investments are expected to create over 56,000 jobs across the country.?"’

Supply Chain 3.3 - Conduct a Study on a National Security Investment Corporation: On track; further legislative action
required. The Commission drafted legislation mandating a study assessing the possible impacts of establishing a National
Security Investment Corporation. While Congress has not yet taken up this legislation, other efforts within the federal
government align with this recommendation. Established in December 2022, the Defense Department’s Office of Strategic
Capital fosters private investment in critical technology sectors. In March 2024, the office released its first Investment
Strategy, identifying priority areas such as space, artificial intelligence, cybersecurity, and quantum computing, with a
requested budget of $144 million for FY25.2'

[l Supply Chain 4 - Designate a Lead Agency for the ICT Supply Chain: Fully implemented via executive and legislative actions;
further appropriations required. The FY21 NDAA designated the Department of Homeland Security as the sector risk management
agency for the information technology sector, fully implementing this recommendation.?’* NSM-22 also reaffirms this designation.

[ Supply Chain 4.1 - Establish a National Supply Chain Intelligence Center: Nearing/partial implementation via legislative
action; further executive and legislative actions required. The FY20 NDAA established a Supply Chain and Counterintelligence
Risk Management Task Force to share sensitive information with the federal acquisition community. This effort is led by the
National Counterintelligence and Security Center (NCSC). The NCSC established the Supply Chain and Cyber Directorate to
enhance the nation’s supply chain and cybersecurity, leveraging counterintelligence and security expertise to inform, guide,
and coordinate integrated risk decisions and responses with strategic partners. Subsequently, in June 2024, the Supply
Chain Optimization and Intelligence Network’s two-year NIST pilot program, authorized by the CHIPS and Science Act,
completed its first year. This network of 51 manufacturing extension partnership centers bolsters domestic manufacturing
resilience by mapping capabilities and sharing supply chain intelligence.?® While both of these efforts are aligned with the
recommendation’s intent, Congress should establish a permanent center for full implementation.

[ Supply Chain 4.2 - Fund Critical Technology Security Centers: Nearing/partial implementation via legislative action;
further legislative action required. The Infrastructure Investment and Jobs Act partially implemented this recommendation.?”’
While there has been congressional interest in creating critical technology security centers,*? legislation has not yet passed.

[l Supply Chain 5 - Incentivize Open and Interoperable Standards and Release More Mid-band Spectrum: Fully
implemented via executive and legislative actions and appropriations. In September 2023, the Department of Defense
published a feasibility assessment report on repurposing mid-band spectrum for commercial use and accompanying
recommendations, fully implementing this recommendation.??* Two months later, the National Telecommunications and
Information Administration published its National Spectrum Strategy, providing examples of ongoing efforts to release more
mid-band spectrum.?** The administration also announced a $420 million funding opportunity in May 2024 to advance open
network adoption by developing open radio units, crucial for building secure and innovative wireless equipment.?*

[ Supply Chain 5.1 - Develop a Digital Risk Impact Assessment for International Partners for Telecom Infrastructure
Projects: Nearing/partial implementation via executive action; further executive action required. Promoting trusted and secure
telecommunications infrastructure has been a major focus of the State Department’s Bureau of Cyberspace and Digital Policy.
During his trip to Australia and Fiji in January 2024, CDP Ambassador-at-Large Nathaniel Fick met with Pacific Island leaders

to promote the use of trusted vendors for undersea cables.?** With $50 million for the Digital Connectivity and Cybersecurity
Partnership initiative, CDP has been working with allies and partners like Japan and Australia to counter Chinese influence in the
Pacific region.?’
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[l Supply Chain 5.2 — Ensure That the Export-Import Bank, U.S. International Development Finance Corporation, and
U.S. Trade Development Agency Can Compete With Chinese State-Owned and State-Backed Enterprises: Nearing/
partial implementation via legislative action; further executive and legislative actions required. The CHIPS and Science Act
partially implemented this recommendation.?”® However, the Export-Import Bank (EXIM) and International Development
Finance Corporation (DFC) remain unable to offer loans that rival the more attractive Chinese offers in terms of rates,
terms, or conditions to borrowers. Though some individual cases have been successful,?” this process does not produce
systemic improvements. This limitation stems from EXIM/DFC lending requirements, which must comply with Office of
Management and Budget circulars in accordance with the 1991 Federal Credit Reform Act.?*° As a result, EXIM/DFC cannot
offer concessional loans, or loans below comparable Treasury notes. But by offering rates lower than market levels,
EXIM/DFC would effectively provide borrowers subsidized financing for projects. Similar rules govern loan tenure, or the
repayment period. The U.S. Trade Development Agency (USTDA) operates under a different model, primarily offering
grants for bankable feasibility studies and reverse trade missions.?*' While this approach is valuable, it addresses only

part of the competitive landscape. The efficacy of USTDA’s efforts is contingent upon subsequent backing from project
developers or financial institutions willing to pick up the project post-USTDA involvement. Without their engagement, the
initial groundwork may prove futile.

Supply Chain 5.3 — Develop a List of Contractors and Vendors Prohibited From Implementing Development
Projects: On track via executive action; further executive and legislative actions required. While Congress and the
Biden administration remain focused on limiting the ability of Chinese state-controlled companies to do business in the
United States,?*? the administration needs to create a comprehensive list of prohibited contractors to fully implement
this recommendation.

White Paper #6: Countering Disinformation in the United States

Countering Disinformation in the United States

Rec. Recommendation Title 2021 | 2022 | 2023 | 2024

Number

cD1 Establish a Civic Education Task Force, Enable Greater Access to Civic Education N/A
Resources, and Raise Public Awareness

CD2 Ensure Material Support for Nongovernmental Disinformation Researchers N/A

cD3 Provide Grants to Nonprofit Centers to Identify, Expose, and Explain Malign Foreign N/A
Influence Campaigns to the American Public
Create a Capability within the Department of Homeland Security to Actively Monitor

CD 4 Foreion Dic . N/A

oreign Disinformation

CD5 Create a Grants Program to Equip State and Local Governments N/A
Reform the Foreign Agents Registration Act and Introduce New Federal

CDh6 S e . N/A
Communications Commission Regulations

cb7 Publish and Enforce Transparency Guidelines for Social Media Platforms N/A
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[l Countering Disinformation 1 - Establish a Civic Education Task Force, Enable Greater Access to Civic Education
Resources, and Raise Public Awareness: Nearing/partial implementation via legislative action and appropriations; further
executive action required. Over the past two years, Congress has appropriated consistent funding of $23 million to the
Department of Education for civic education,”® and the president’s FY25 budget request proposes the same.?** According to
iCivics, a nonprofit organization that promotes civics education, the funding provided seven additional grant opportunities in
2023 for programs training educators and improving civics education curriculum.?* Despite these advancements, ensuring
consistent access and impact across all states remains a challenge.

[ Countering Disinformation 2 — Ensure Material Support for Nongovernmental Disinformation Researchers: Nearing/
partial implementation via appropriations; further legislative action and appropriations required. The National Science
Foundation (NSF) continues to provide grants for disinformation. However, the House Judiciary Committee criticized NSF
for funding projects the committee alleged were potential tools for censorship.?* Congress struggles to reach a consensus on
the direction and importance of disinformation research. Clear legislative guidance is crucial to align public and governmental
expectations and ensure consistent funding for anti-disinformation research.

Countering Disinformation 3 - Provide Grants to Nonprofit Centers to Identify, Expose, and Explain Malign Foreign
Influence Campaigns to the American Public: On track via executive action and appropriations; further appropriations
required. In June 2024, the State Department released a Framework to Counter Foreign State Information Manipulation,
which seeks to establish “a coordinated international response” to this threat.?®” The State Department maintained grant
opportunities in FY24 and requested $2 million for the Global Engagement Center in FY25 to protect the American public from
malign foreign influence campaigns.?®® Amid Republican criticism, Secretary of State Antony Blinken advocated for the center’s
funding, testifying to Congress that the center plays a critical role in “countering the threat of information manipulation by
China, by Russia, and others.”**

[ Countering Disinformation 4 — Create a Capability Within DHS to Actively Monitor Foreign Disinformation: Progress
limited via legislative action; further executive action required. Progress on efforts aligned with this recommendation has
stalled since the disbandment of the Disinformation Governance Board in 2022.%* Last year, several House Republican
lawmakers argued that the Biden administration “strong-armed Big Tech companies” to suppress conservative viewpoints and
censor content that did not align with their political agenda.**' This led to the U.S. Supreme Court case Murthy v. Missouri. In
June 2024, the Supreme Court ruled that the Biden administration is not censoring content on social media platforms and is
allowed to engage with these companies. Following the ruling, CISA Director Jen Easterly reiterated that “CISA does not and
has never censored speech.”?*

[ Countering Disinformation 5 — Create a Grant Program to Equip State and Local Governments: Nearing/partial
implementation via appropriations; further appropriations required. The Department of Homeland Security continues to
provide grant funding to counter disinformation through the Homeland Security Grant Program.?** Additionally, in May 2024,
CISA and the Election Assistance Commission published guidance to aid state, local, tribal, and territorial governments in
developing public communications plans to “mitigate risks to election infrastructure.”**

Countering Disinformation 6 — Reform the Foreign Agents Registration Act (FARA) and Introduce New Federal
Communications Commission Regulations: On track via legislative action; further legislative action required. There continues
to be congressional interest in the Preventing Adversary Influence, Disinformation, and Obscured Foreign Financing Act, which
aims to remove Foreign Agents Registration Act exemptions for media entities,*** but ultimately, Congress has failed to pass
this bill. Last year, it was included in the Senate version of the FY24 NDAA but removed from the final bill.*® This year, House
members pushed to include a similar provision in the FY25 NDAA, but it was not included in their final version.?

[ Countering Disinformation 7 — Publish and Enforce Transparency Guidelines for Social Media Platforms: Progress
limited; further legislative action required. During the markup of the FY25 homeland security appropriations bill, the
Republican committee members rejected amendments to label “constitutionally protected speech” as mis/disinformation
or “malinformation.”?*® While Congress passed a law forcing TikTok’s parent company to sell the platform or face a U.S.
ban, this legislation focused on the unique national security risk posed by Chinese-ownership of this platform rather than on
transparency guidelines for social media content more generally.**
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Over the past four years, both the Biden-Harris administration and lawmakers have spurred substantial advances in
cybersecurity, implementing many of the U.S. Cyberspace Solarium Commission’s recommendations. Looking ahead,

CSC 2.0 will continue to conduct research to advance the Commission’s policy recommendations. The ongoing efforts
assessed in this report are essential to maintaining and enhancing the nation’s cybersecurity posture. The collaboration
between government and private sector partners will continue to be pivotal in addressing emerging threats and ensuring
the resilience and security of critical infrastructure for the incoming administration. The foundation laid by the current
administration will be instrumental in guiding the future cybersecurity policy landscape to fortify the U.S. national security
and economic prosperity.
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