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Executive Summary

In May 2021, San Diego-based hospital system
Scripps Health suffered a massive ransomware
attack lasting almost four weeks. The attack
compromised the personal data of roughly 150,000
patients, and all five hospitals operated by Scripps
Health faced significant limitations on their ability to
provide care. With their data-sharing systems offline,
hospital staff had to use paper records. Patients
requiring emergency care had to be diverted to
other hospitals. Not only did the attack cost Scripps
Health a record $112 million in remediation costs
and lost revenue,’ but the diversion of patients

to other facilities resulted in overcrowding and
degraded care. A case study of the incident found

that nearby emergency departments saw patient

volumes spike along with “significant increases in ... The safe and efficient provision of health services is a matter of both personal

waiting room times, patients left without being seen, safety and national security, yet the healthcare and public health sector has

[and] total patient length of stay.” In short, the suffered more ransomware attacks than any other critical infrastructure sector
(Getty Images/ 123RF).

attack caused a “regional disaster.”

Local healthcare providers are not the only ones threatened by cyberattacks. In February 2024, a ransomware attack on
healthcare payment processor Change Healthcare disrupted payments to providers across the country for weeks.? The
disruption affected patient care at almost three-quarters of all hospitals, and more than half reported a significant or serious
financial impact.* An impact of this magnitude can threaten national security.

The frequency of cyberattacks against the healthcare and public health sector has increased rapidly since the onset of the
COVID-19 pandemic. Ransomware in particular has become the biggest threat.> Ransomware attacks can block access

to electronic patient records, databases, and equipment, creating a higher incidence of patient mortality and morbidity

in otherwise treatable circumstances.® Rural hospitals face a particularly high risk.” Such facilities face more financial
constraints, leaving them with insufficient funding to invest in cybersecurity.® Patients relying on these hospitals are at greater
risk of complication if a cyberattack occurs, as alternative hospitals tend to be farther away than their urban or suburban
counterparts.

The safe and efficient provision of health services is a matter of both personal safety and national security. This is why the
federal government designated the healthcare and public health sector as a critical infrastructure sector. The U.S. government
must collaborate with stakeholders in this sector to increase providers’ resiliency against cyberattacks.

This report provides 13 recommendations directed at the executive branch, Congress, and the healthcare sector to guide the
sector into a safer, more resilient future. Industry must invest more in cybersecurity, including by properly resourcing security
teams, implementing organization-wide cyber hygiene training, and developing contingency response plans for destructive
cyberattacks. The executive branch must update its strategy for the sector, provide roadmaps to secure key lifesaving services,
incorporate stakeholder feedback on cybersecurity goals, and address the rural cybersecurity workforce gap. Finally, Congress
should fund relevant executive agencies and programs so they can better support the sector. These recommendations are not
exhaustive but serve as a starting point to address the pervasive cybersecurity issues facing the sector. The health and welfare
of the American people depend on it.
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Overview of Healthcare Gyber Challenges

Healthcare providers across the country have long suffered from financial difficulties, resource constraints, staffing shortages,
and capacity limitations. The proliferation of cyberattacks has exacerbated these issues while jeopardizing patient privacy and
access to care.

The healthcare and public health sector faced significant financial struggles long before the ransomware epidemic revealed
its frailty. In 2010, one-third of healthcare facility chief financial officers said their hospitals were in worse condition than 10
years prior, and half said their infrastructure was deteriorating faster than they could accrue the capital to improve it.” This
deteriorating infrastructure compounds financial burdens. Waiting until aging systems fail before replacing them can cost
significantly more than proactively replacing them.” The COVID-19 pandemic added to the financial burden, costing hospitals
an estimated $323 billion in lost revenue in 2020 alone." Because budgets are so tight and providers focus spending on core
services, providers have underinvested in cybersecurity, rendering them vulnerable to attack.™

Stealing protected health information (PHI) can be lucrative. A single medical record can fetch up to $1,000 on the dark
web."” PHI commands a high price since it includes not just names, email addresses, and credit card numbers but also medical
conditions, health history, and insurance information — all of which criminals can use to commit fraud. Hackers can also
blackmail victims by threatening to release personal information, including psychiatric notes and evaluations.™ Other criminals
have used stolen information to file false police reports or otherwise harass patients to extort payments.'

Ransomware attacks have proven to be the most disruptive to the availability of healthcare services.'”” Ransomware is a form
of malware that encrypts a victim’s software, making any systems or files reliant on that software inoperable.”® The attackers
demand a payment in exchange for decryption although such decryption is not guaranteed. When a healthcare provider
suffers a ransomware attack, patient files and data may become inaccessible, and medical devices may become unusable.

Figure 1: Types of medical systems that can be disrupted by ransomware attacks

EMERGENCY SERVICES RADIOLOGY

e Loss of communication with e Inability to requisition scans
other hospitals or imaging

e Diversion of ambulances

OUTPATIENT SERVICES LABORATORY

e Delay or cancellation of
elective surgeries

e Closure of testing sites
e Day of processing and
communicating test results

PATIENT PORTAL
e Inability to view records, test
results, or upcoming appointments

ELECTRONIC HEALTH RECORDS

e Inaccessible patient records systems

o Staff required to manually record
patient progress and treatment

Source: “Provide Medical Care is in Critical Condition: Analysis and Stakeholder Decision Support to Minimize Further Harm,” Cybersecurity and
Infrastructure Security Agency, page 12
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Ransomware and data breaches are not always mutually exclusive. Hackers are often able to access patient PHI at the same
time they freeze the provider’s systems, allowing them to simultaneously extort the providers to deactivate the malware and
blackmail patients directly by threatening to release their sensitive information.

The main threat posed by ransomware is the significant delay in patient care that can arise due to system or device shutdowns.
A survey of medical organizations affected by ransomware attacks revealed that 36 percent saw more complications in medical
procedures and 22 percent saw increased mortality rates.” Moreover, when ransomware shuts down medical systems and
equipment, patients may need to be rerouted to alternative facilities, often farther away. Studies have suggested that even
modest delays in emergency room admissions can result in an increase in patient mortality.?

Ransomware can also cause cascading problems for an entire region. Rerouting a large number of patients to other facilities
may cause the receiving facilities to experience unexpected strains in bed capacity, supplies, and staffing. When multiple
facilities face such strains, an entire region can suffer adverse health outcomes.”" A study of medical facilities in Vermont
showed that relative to their size, facilities in counties with hospitals hit by ransomware attacks experienced higher excess
deaths than other counties.??

In fact, such studies likely undercount the human toll of ransomware attacks. Calculating the lives lost due to ransomware

is hard because of the many confounding variables in emergency medical treatment. A death certificate will cite the medical
ailment that directly caused the patient’s death, such as a stroke or heart attack, not whether a healthcare worker’s inability
to access an electronic health record might have delayed or degraded care.?* Medical complications and deaths can also occur
weeks or months after the ransomware attack.* Experts believe that the quantity of patient deaths related to ransomware is
likely much larger than what is directly reported.?

e N Despite the severity of the problem, healthcare providers are not
investing enough in cybersecurity. Hiring and training adequate

Despite the severity of the pmblem, healthcare c.ybers'ecurity te:flms is expensive} and difficult. Facing other
id q q e financial constraints, many providers forgo IT staff completely.?
providers are not investing enough in To make matters worse, many healthcare providers rely on legacy

cybersecurity. Hiring and training adequate systems whose outdated software or hardware no longer receives
cybersecurity teams is expensive and difficult. security updates from the manufacturer. In a 2021 survey,

q . 9 : 73 percent of respondents reported using legacy operating
Facing other financial constraints, Zany systems.?” These outdated, unpatched systems often have known

providers forgo IT staff completely. and easily exploitable vulnerabilities. Maintaining legacy systems is
costly in the long run but upgrading them often proves to be too
- / expensive in the short run.?®

Another major challenge is hyper-connectivity, which increases vulnerability to cyberattacks. Hospitals have an immense
convergence of information technology and operational technology systems across a plethora of devices.?’ For example,

a hospital will have hundreds of medical devices, numerous computers for reviewing and updating medical records, water
treatment facilities, electric systems, and building management technology. Each of these systems requires its own patches
and updates to keep it secure, but many may be connected through a central network with little to no segmentation. This
connectivity may improve efficiency and reduce cost but can present serious cybersecurity risks.? The industry-led Health
Information Sharing and Analysis Center found that healthcare companies with more “connected medical devices experienced
more cyberattacks.”" If hackers manage to exploit the vulnerabilities of one device, they can gain access to any system on that
unsegmented network. Hackers could hypothetically compromise a water purification system running unpatched software,
navigate the unsegmented network, and access sensitive patient information.

For all these reasons, ransomware attacks are rising. The FBI’s 2022 Internet Crime Report reveals that the healthcare and
public health sector has suffered more ransomware attacks than any other critical infrastructure sector.?? This is no accident.
Cybercriminals usually choose victims with easily exploitable vulnerabilities and a high motivation to pay quickly.?®* Companies
in this sector are not only poorly defended but are also more likely to pay the ransom demanded, as the stakes tend to be high
— even life or death.**
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Gase Study: Change Healthcare Attack

The healthcare and public health sector is extremely interconnected, and the attack on Change Healthcare demonstrates
how this leads to sector-wide fragility. Change Healthcare, a clearinghouse that acts as an intermediary in healthcare financial
transactions, suffered a ransomware attack on February 21, 2024, forcing the organization to shut down all its systems.

This made it impossible for healthcare providers and pharmacies reliant on Change to submit transactions. Insurance
reimbursements and prescription processing ground to a halt, leaving providers without revenue streams for weeks.*

Change Healthcare, owned by UnitedHealth Group, the country’s largest healthcare company by revenue, covers a massive
network of 131 million patients and 67,000 pharmacies.*® Prior to the ransomware attack, Change Healthcare processed 15
billion healthcare transactions annually. Without this crucial service, smaller practices lacking deep cash reserves were forced
to make difficult decisions, furloughing workers or withholding wages and salaries.>” According to an American Hospital
Association survey, 94 percent of hospitals reported a financial impact, with more than half reporting a significant or serious
impact.® One-third of hospitals had more than half of their revenue impacted.

This cyberattack did not just hurt providers. It also affected patients on a very personal level. Patients across the country saw
delays in accessing all types of medications, from diabetes to antipsychotics.* Many patients had to go without medication or
pay out of pocket, sometimes costing thousands of dollars. One nursing home had to close after the attack halted its ability to
pay employees. Staff quit, and the facility shut down, forcing patients to rush to seek care at other facilities.*

As pressure from the industry and government grew, UnitedHealth Group loaned providers a total of $6.5 billion, which eligible
providers do not have to repay until they determine their claims flows have returned to normal.*’ The Department of Health
and Human Services (HHS) also offered accelerated Medicare and Medicaid payments to providers.** Following this program’s
rollout, Senator Mark Warner (D-VA) introduced a bill that would require organizations to meet basic cybersecurity standards
to qualify for these advanced payments. The legislation highlights the growing concern in Congress that the healthcare sector
may be neglecting cybersecurity but expecting the government to pick up the bill.*®

This neglect occurs within the smallest providers and the largest. UnitedHealth Group’s CEO confirmed during congressional
testimony in May that hackers breached Change Healthcare via a client-facing portal lacking multifactor authentication — one
of the simplest and most effective cybersecurity measures to implement.* The failure to implement such a simple safeguard
compromised approximately one-third of Americans’ health data, allowed hackers to extort $22 million from UnitedHealth
Group, and forced the company to shut down its claims systems. The company reported that its core systems were back online
in late March but noted that some auxiliary systems were still not operational.*

This attack demonstrates how targeting one critical cross-cutting company can affect healthcare providers nationwide. The
Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) recognizes that there are many
such organizations, dubbed “systemically important entities,” but Change Healthcare was not on the list. The attack’s fallout
caught the government off guard, prompting CISA Director Jen Easterly to emphasize that CISA needs to “sit down with the
sector and with HHS, and really look at what we can do to better highlight those companies that are much more critical than
we actually were expecting.”*

Unique Challenges Facing Rural Hospitals

The fallout from ransomware attacks is greatest in rural hospitals. Rural hospitals make up 35 percent of all hospitals in the
United States and serve roughly 14 percent of the population. These hospitals typically have lower patient volumes and service
older, sicker, poorer, and uninsured populations with reduced ability to pay for necessary services.”” These hospitals tend to
run on extremely tight budgets, with 50 percent of rural hospitals operating at a loss.*

Most rural hospitals fall into the category of critical access hospitals (CAHs), meaning that they have 25 beds or fewer, are at
least 35 miles from another hospital, and maintain 24/7 emergency services.* CAHs are essential for rural communities due




*
iﬁ: Healthcare Cybersecurity Needs a Check Up

to the communities’ distance from other emergency medical care. Accordingly, CAHs receive cost-based reimbursement for
Medicare services and other support from the federal government to reduce their financial burden.*

Nevertheless, rural hospitals continue to face significant financial challenges. Between 2010 and 2021, 136 rural hospitals
closed.?' Healthcare providers as a whole have experienced significant cost increases, especially since the COVID-19 pandemic.
Labor, drugs, purchased services, and personal protective equipment have all gone up in price.>? Rural hospitals are the least
resilient to these changes. COVID-19 also created greater fluctuations in patient volumes and made it difficult for already
struggling rural hospitals to pay their fixed costs, contributing to many closures.*?

With fewer financial resources, rural hospitals are less prepared to prevent or react to ransomware attacks.>* A 2019 study

by the cybersecurity company RisklQ found that small healthcare providers with under 500 employees suffered 70 percent of
cyberattacks.>® In June 2023, St. Margaret’s Health in Spring Valley, lllinois, became the first hospital to attribute its closure
directly to the costs accrued from a ransomware attack.>® The ransomware attack shut down the hospital’s computer systems
for 14 weeks, which prevented the hospital from submitting insurance claims, leading to a financial crisis.*’

Urban hospitals serving historically marginalized communities face many of the same financial constraints as rural hospitals.®
These hospitals tend to have patient bases that are lower-income and more likely to be uninsured or covered by Medicare or
Medicaid, which reimburse hospitals just 84 and 88 cents on the dollar for patient care, respectively.®® However, the fallout
from ransomware attacks may not be as severe for patients at urban hospitals, who can secure rapid transfers to other
hospitals in the same urban area. By definition, CAHs face greater obstacles to transferring patients.

Gurrent U.S. Government Efforts

Amid the proliferation of attacks on healthcare providers, the government and private sector have accelerated efforts to
address the threat. Identified as critical infrastructure, the healthcare and public health sector collaborates with a federal
agency partner known as a sector risk management agency (SRMA). SRMAs serve as a link between critical infrastructure
providers and the federal government. They coordinate sector-specific issues with CISA, carry out incident management
responsibilities, and provide, support, or facilitate technical assistance to identify and mitigate threats.

HHS is the SRMA for the healthcare and public health sector. The Division of Critical Infrastructure Protection (CIP) within the
Administration for Strategic Preparedness and Response (ASPR) acts as HHS’s lead for critical infrastructure protection and

is responsible for fulfilling the SRMA duties. CIP leads and organizes public-private partnerships within the sector and prepares
for and responds to all threats, including cyberattacks.®’ One of the major benefits of housing the SRMA responsibilities within
ASPR is that ASPR is not a regulator, so its primary goal is to help protect patient lives and assist the sector, not punishing
providers for misconduct. ASPR also already acts as the department’s incident response arm, which is a main duty of SRMAs.

HHS separately assigns regulatory enforcement responsibility to its Office of Civil Rights, which regulates compliance with
cybersecurity standards relevant to the Health Insurance Portability and Accountability Act (HIPAA). In short, HIPAA requires
entities with access to PHI to follow physical, network, and process security measures.®> HIPAA applies to providers, health
plans, clearinghouses, and all other covered entities. The Office of Civil Rights can impose financial penalties on entities that
violate HIPAA regulations.®® For minor HIPAA violations or cases where the offender has implemented cybersecurity best
practices, the penalties are often relatively light. But they can be massive for large violations or in cases where the covered
entity has purposefully neglected cybersecurity. After Chinese hackers breached a health insurance provider in 2015, resulting
in the theft of PHI of almost 79 million people, the Office of Civil Rights levied a record $16 million fine.®*

HIPAA enforcement has historically been one of the federal government’s primary tools for pushing the industry to improve
cybersecurity. While this is an important mechanism for holding businesses accountable for protecting patient privacy, the
fear of regulatory action may discourage healthcare providers from reaching out to CIP for assistance in a cyber incident. More
recently, therefore, HHS has attempted to use other mechanisms.

In December 2023, HHS released a four-pillar strategic concept paper to improve the cyber resiliency of the healthcare
and public health sector.®® First, HHS announced it would issue a series of voluntary healthcare-specific cybersecurity
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performance goals (CPGs), which HHS then published a month later.%® These CPGs are designed to help the sector prioritize
the implementation of the most important cybersecurity practices to better prevent, respond to, and recover from attacks.®’
In collaboration with CISA and industry partners, HHS adapted these 20 CPGs from CISA’s 38 cross-sector CPGs, which serve
as guidelines for small- and medium-sized businesses that may struggle to implement other, more complex cybersecurity
frameworks.®® To help healthcare organizations understand the relative importance of the 20 CPGs, HHS divided them into
“essential” and “enhanced” categories. CPGs in the “essential” category serve as a floor to address common vulnerabilities and
include goals such as instituting multifactor authentication and deploying encryption tools. CPGs in the “enhanced” category
are meant to build on those basic steps. They include goals such as instituting penetration testing and network segmentation
strategies.

Pillar two includes plans to provide resources and incentives for healthcare providers that adopt the voluntary CPGs. If funded
by Congress, the program would provide upfront investments to under-resourced hospitals to institute essential CPGs. HHS
also plans to provide an incentive program to all hospitals to implement “enhanced” CPGs. The HHS FY 2025 budget requests
a notable $1.3 billion to kick off this program, with $800 million going to supporting “essential” CPGs and $500 million for
“enhanced” practices. While the program is based on a sound premise, the $800 million for “essential” practices will not

find its way to hospitals until FY 2027, and the money for “enhanced” practices will not arrive until FY 2029, according to the
budget request.®® As it stands, the program does nothing to address today’s challenges and is little more than positive rhetoric.

More broadly, while the concept paper is a worthy start, HHS e ~N
resourcing for SRMA duties has historically been inadequate for

the size of the sector, which accounts for over 17 percent of the . .

U.S. economy.” Within a nearly $2 trillion HHS budget, ASPR’s While tlze conceptpaper!sa wortihy st'art, HitS
cybersecurity funding dedicated to SRMA capabilities was only resourcing for SRMA duties has h'Stonca”y
$708,000 as of 2023.7" Last year, ASPR requested $7 million in been inadequate for the size of the sector,

funding to expand its capabilities for healthcare readiness and which accounts for 17 percent of the

recovery. Some of those funds would go directly to CIP’s SRMA

duties.”? According to a Government Accountability Office (GAO) U.S. economy.

report, HHS sought five additional full-time or equivalent positions

J

— assignificant increase over the current staff.”?

While ASPR houses and coordinates all SRMA duties for the sector, it does not directly execute all responsibilities or control

all the resources associated with protecting the sector. For example, HHS’s Health Sector Cybersecurity Coordination Center
helps liaise with and disseminate cybersecurity information to the healthcare and public health sector. While the center
coordinates with ASPR, it has its own budget, separate from ASPR oversight. Many other offices within HHS interact with ASPR
in similar ways, decentralizing the SRMA model.

In March 2024, Congress appropriated FY 2024 funding for ASPR that enabled it to dedicate more manpower to a greater
scope and scale of cybersecurity incidents in the sector. In March, ASPR requested an additional $5 million for CIP in its FY
2025 request, anticipating the growing need to expand its SRMA workforce and capabilities.” If funded by Congress, this
increase will begin to resolve some of ASPR’s historical under-resourcing.

With the exception of the CPG grant program, which is still years away from implementation, successive administrations and
Congresses have done little to directly address the cybersecurity needs of rural hospitals. In May 2023, however, a bipartisan
group of senators introduced the Rural Hospital Cybersecurity Enhancement Act.”® The bill would have CISA develop a
cybersecurity workforce development strategy for rural hospitals through collaboration with rural healthcare providers and
relevant government agencies. The bill would also require CISA to make cybersecurity instruction materials available for rural
hospitals to train staff on fundamental best practices. While the bill stalled in the Senate Committee on Homeland Security
and Governmental Affairs, its bipartisan support, including from the committee’s chairman, may provide it with a path
forward in 2024.
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Industry-Led Gollaboration

The healthcare and public health sector has multiple associations and affinity groups. As it relates to cybersecurity and risk
management, the two most important ones are the Health Sector Coordinating Council (HSCC) and the Health Information
Sharing and Analysis Center (Health-ISAC).

The HSCC, alternatively known as the Healthcare and Public Health Sector Coordinating Council,’® is the sector’s chartered
council, recognized by HHS. The body works with government partners to coordinate strategic planning and response efforts
for cyber and physical threats to healthcare owners and operators.””

Within HSCC is its Cyber Working Group, composed of healthcare critical infrastructure owners and operators who produce
much of HSCC’s actionable content. The working group is responsible, in collaboration with HHS, for producing the “Health
Industry Cybersecurity Practices: Managing Threats and Protecting Patients” (HICP).”® HICP, first released in January 2019,

is similar to HHS’s new CPGs in that it provides 10 cybersecurity practices and risk mitigation strategies to reduce cyber
risks.”” Many of the best practices overlap with HHS’s CPGs, and HHS ties each of the CPGs to related HICP guidelines for easy
comparison.®’ These guidelines are voluntary and intended to be instituted at the preferred pace of individual organizations.

There are no fees to join HSCC’s Cyber Working Group.®’ However, smaller, under-resourced, or independent hospitals not
affiliated with a parent company may not have the necessary expertise or staff to benefit from joining the group. Without such
participation, the unique perspectives and concerns of these kinds of hospitals may not receive sufficient attention within the
HSCC group.

Owners and operators in the healthcare industry can also become members of Health-ISAC, which collaborates across the
industry to share information on best practices for cyber incident prevention.®? Health-ISAC disseminates threat information
to its members to help them build more resilient systems and identify emerging threats.® While membership in Health-ISAC is
not free, it is prorated depending on the annual revenue of the organization. For example, organizations with annual revenue
over $100 billion pay a yearly membership fee of $95,000, whereas organizations bringing in less than $100 million pay $2,400
for the same membership.®

Recommendations

Healthcare providers’ resiliency to cyberattacks is essential for the continuity of public health services. The solution to

current gaps is not reactive regulation that seeks cybersecurity through compliance. Instead, the sector needs a proactive,
collaborative approach. This effort should prioritize the security and operational resilience of systems most directly connected
to patient care and bolster the capabilities of under-resourced industry stakeholders.

For the Executive Branch

Develop New, Long-Term Sector-Specific Cybersecurity Objectives

The last full-length strategy regarding hospital critical infrastructure protection by HHS was the Healthcare and Public Health
Sector-Specific Plan of 2016.% While comprehensive at the time, the threat landscape has changed drastically. HHS released
this strategy before the rapid rise of ransomware and emerging technology such as generative Al that malicious actors can
exploit to further their attacks. HHS should extensively update this document to address new threats. Collaboration among
HHS, healthcare providers, and organizations such as Health-ISAC and HSCC is vital to creating a robust strategy. HHS should
seek out perspectives from a range of providers, diverse in size and location. This strategy should identify the new challenges
the sector faces and create a detailed guide to help operators mitigate these risks.

Concurrently, HHS should continue to expand its efforts to provide simplified access points to cybersecurity resources, such
as Health-ISAC and programs from HHS and CISA, as well as guidelines like the proposed strategy. This should help less-
experienced healthcare providers quickly recognize and understand the resources available to them.

10
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Work With Industry to Identify, Prioritize, and Secure Life-Saving Services

While securing the entire network within a hospital should be the goal, financial and workforce constraints will prevent many
providers from implementing it immediately. In the meantime, hospitals should prioritize securing the life-saving services
whose degradation would result in the highest risk to patients. Machines, network-connected equipment, and diagnostic tools
needed in time-critical patient care should be identified and segmented from the rest of a provider’s network. HHS should hold
discussions with CISA, HSCC, healthcare providers, and cybersecurity firms to identify the most critical services and create

a free roadmap for segmentation that is easily accessible on HHS’s website. HHS should also design a resourcing program,
funded by Congress, to help financially insecure providers implement the segmentation guidelines, similar to the program for
instituting “essential” CPGs.

In addition, HHS should explore the feasibility and potential positive impacts of procuring and storing critical equipment in
the Strategic National Stockpile. The existing stockpile is designed to facilitate a federal response in the case of a widespread
disaster. HHS should assess whether the stockpile could store equipment, such as clinical diagnostics materials, that could be
quickly deployed to help maintain critical operations in regions crippled by cyberattacks.

Iteratively Update HHS’s CPGs

The healthcare sector-specific CPGs are a step toward guiding the sector to take proactive cybersecurity measures. However,
HHS should not just release and forget about these CPGs. HHS narrowed down the 38 cross-sector CPGs released by CISA to
streamline the goals for the sector, but the efficacy of this alteration should be carefully monitored. HHS should continue to
seek input from the sector, making sure the department receives feedback from healthcare providers of different sizes and
locations. Should healthcare providers push back significantly on part or all of the CPGs, HHS should improve the CPGs. HHS
should begin by requesting information on the CPGs’ efficacy and adaptability on a yearly basis at first, then shift to a bi-annual
basis after relative stabilization.

Accelerate the CPG Compliance Incentivization Program’s Timeline

HHS must ensure that providers get the resources requested for CPG compliance as quickly as possible and that funds are not
reappropriated in future budgets to non-cybersecurity priorities. Careful planning is essential to ensure the incentive program
is effective, but this must not cause significant execution delays. HHS must prioritize this planning now and move up the start
date of the incentive program to FY 2025.

Create a Rural Hospital Cybersecurity Workforce Development Strategy

As discussed, rural hospitals often struggle to afford dedicated, well-trained cybersecurity teams, leaving the hospitals
more vulnerable to attacks. For some providers, even managed IT service providers may be financially unobtainable.
HHS should organize a collaborative effort with rural hospitals and industry leaders to determine how best to address
the cyber workforce gap in rural hospitals. This effort should explore ideas such as sharing IT teams across a region
and migrating data to secure cloud storage providers. Congress should fund HHS to conduct relevant pilot programs.
Different solutions should be tested for rural hospitals experiencing significant financial constraints, and an assessment
of these solutions should determine how deeply HHS should become directly involved in helping rural hospitals build
cybersecurity capacity.

Reassess Systemically Important Entities List

Consequential cyberattacks like the one on Change Healthcare are bound to happen again. CISA and HHS should review and
update the list of “systemically important entities” to ensure better preparedness and response when another cross-cutting
organization is impacted.

11
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For Congress

Ensure SRMA Resources and Organizational Structure Are Optimally Efficient

Congress should direct GAO to conduct and publish a one-time audit of HHS’s resources dedicated to SRMA roles and
responsibilities. As discussed, ASPR houses and coordinates HHS’s SRMA functions but is not directly responsible for all

SRMA tasks and does not receive all SRMA-related resources. The GAO should determine if this diffuse structure is optimal or
whether all SRMA funding should be centralized under ASPR. If GAO determines the SRMA structure contains inefficiencies
that negatively impact the sector, it should provide recommendations to Congress and HHS on how to allocate and consolidate
resources and responsibilities more efficiently.

Increase Funding for HHS’s SRMA Capabilities

HHS’s funding to help the healthcare sector secure itself is insufficient. HHS has requested additional resources to expand its
workforce and capabilities dedicated to incident response and mitigation. It is critical that Congress approve this request. HHS
cannot accomplish its goals without the required appropriations and manpower.

Fund HHS’s CPG Resourcing and Incentive Program

Many rural and under-resourced hospitals do not have the budget to invest in basic cybersecurity best practices. A grant
program specifically targeted at improving the sector’s cybersecurity could help significantly. Congress should work with HHS
to determine the scope and size of such a program. Along with the funding, Congress should mandate an annual impact report
to determine if the program is being adequately utilized or if more work is needed.

Direct and Resource HHS to Establish a Rural vCISO Pilot Program

Chief information security officers (CISOs) are executive-level security professionals who address forward-thinking concerns
such as risk posture, mitigation strategies, IT program construction, and educated budgeting know-how. By virtue of holding
an executive-level position, they can air concerns directly to other senior executives. While CISOs can provide invaluable
expertise to hospitals, many underfunded hospitals may not be able to afford a full-time CISO.

To help critical access hospitals improve their cybersecurity, Congress should fund and direct HHS to create a pilot program
that provides part-time CISOs, called “fractional CISOs” or “virtual CISOs” (vCISOs), to help the most vulnerable and
underfunded rural hospitals. This program should target hospitals that are most critical to their community and have the
lowest profit margins. This program should assess the benefits of vCISOs for cybersecurity practices at rural hospitals, taking
inventory of their cybersecurity capabilities and resiliency before and after the program. Should the pilot program show
positive results at relatively low costs, it can be expanded.

For Industry

Spend More on Cybersecurity

Cyberattacks can threaten patients’ lives, and the healthcare sector must start treating them as lethal threats. Cybersecurity
has become just as critical to ensuring patient care as other mandatory expenditures such as infection control or air quality
assurance. Healthcare providers must ensure that they allocate funding for a robust team of cyber professionals to prevent
and react to cyber incidents.

Many independent, under-resourced hospitals lack the means to hire an appropriate cybersecurity team or even a single IT
professional. Luckily, many part-time cybersecurity options exist. Managed IT service providers are third-party vendors that
outsource IT management to numerous companies.®” These vendors can be contracted on a part-time subscription basis,
providing a set number of hours of IT support over a given period of time. This allows small businesses access to a team of
professionals at a fraction of the cost of hiring multiple full-time IT staffers.
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Upfront investments in cybersecurity, while burdensome in the short run, not only can save patient’s lives but can be the
difference between millions of dollars in lost revenue, mitigation expenses, and HIPAA enforcement penalties. With the rate
and severity of cyberattacks on the healthcare sector increasing, healthcare providers have both an ethical and a financial
responsibility to invest in cybersecurity.

Provide Cyber Hygiene Training to All Employees

Even with a robust cybersecurity team, employee mistakes or ignorance can still pose catastrophic risks. In fact, studies
indicate that 91 percent of all cyberattacks begin with a phishing email — an email that appears to be legitimate but contains
malicious links or instructions to install malware or give away personal information.®® Cyber hygiene training can teach
employees basic digital safety and allow them to recognize attempted scams or attacks. Many cyber hygiene training courses
are free or relatively inexpensive and can prevent attacks that would otherwise cost providers millions of dollars or endanger
patient lives or privacy. All employees should receive this training on a regular, recurring basis, which will vastly reduce the
chance of a successful attack.

Develop Regional Contingency Plans for Healthcare Providers

Ambulance diversions can increase the chance of patient mortality, and hospitals scrambling to figure out the best course

of action can compound these issues. Healthcare providers within the same geographic region should establish contingency
plans for patient care in case of ransomware attacks. These plans could involve coordinating ambulance diversions and
identifying hospitals with segmented and secure infrastructure to reduce the threat of systemic degradation and impact on
patients when an attack does occur. Critical access hospitals, in particular, should receive special focus in the development of
contingency plans.

Ransomware attacks against healthcare providers not only can inflict immense financial burdens but also lead to serious and
deadly impacts on patient care. Cybercriminals have proven they are willing to put American lives at risk to make a quick
buck, and they are unlikely to stop. Perhaps more worrisome, if opportunistic cybercriminals can cause significant harm to
healthcare providers, more powerful foreign adversaries could wreak havoc if an opportunity presents itself. Until providers
develop proactive cybersecurity practices and improve their resiliency to attacks, malicious actors will continue to exploit
vulnerabilities. The federal government should utilize extensive public-private collaboration through HSS to strengthen
healthcare providers’ cyber resiliency and protect the health and safety of the people they serve.
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