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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

he Cyberspace Solarium Commission (CSC) was established by the FY2019 National Defense Authorization Act

(NDAA) and tasked to identify a strategic approach to protect the United States against attacks of significant conse-
quence in cyberspace. The Commission has recommended numerous changes to policy and legislation that impact virtually
every element of the cybersecurity ecosystem. While the Commission’s recommendations address a broad range of issues,
the need for a skilled cyber workforce is a recurring theme that runs throughout many of those recommendations. As the
Commission’s co-chairs, Senator Angus King and Representative Mike Gallagher, have observed, “without talented cyber
professionals working the keyboard, all the cutting-edge technology in the world cannot protect the United States in cyber-
space. If we do not take action now to ensure that our talented and experienced workforce continues to grow, we are leaving

our country vulnerable to future cyber attacks.”

Currently more than one in three public-sector cyber jobs sits open.? Filling these roles has been a persistent and intractable
problem over the past decade, in large part due to a lack of coordination and leadership. A 2009 assessment of the federal
cybersecurity workforce called for “a government-wide strategic blueprint to acquire, train and retain the cybersecurity talent
the federal government needs,” yet we continue to face the same problem today. I the context of this pervasive challenge,
the fundamental purpose of this paper is to outline the elements required for a coberent strategy that enables substantive and
coordinated investment in cyber workforce development and calls for a sustained investment in that strategy. Without such
investment, the cyber workforce will not grow quickly enough to meet critical national security requirements, in which

case decision makers—whether in department and agency leadership or in Congress—can plan to continue debating the
distribution of insufficient resources and nibbling at the edges of this problem for another decade.

This paper lays out five elements to guide development of a federal cyber workforce strategy:

*  Organize: Federal departments and agencies must have flexible tools for organizing and managing their workforce that
can adapt to each organization’s individual mission while also providing coherence across the entirety of the federal
government. To appropriately organize the federal cyber workforce, the CSC recommends properly identifying and
utilizing cyber-specific occupational classifications to allow more tailored workforce policies, building a federal
cyber service to provide clear and agile hiring authorities and other personnel management tools, and establishing
coordination structures to provide clear leadership for federal workforce development efforts.

*  Recruit: Federal leaders must focus on the programs that make public service an attractive prospect to talented individ-
uals. In many ways, the federal government’s greatest tool for recruitment is the mission and unique learning opportu-
nities inherent in federal work. To capitalize on these advantages, the government should invest in existing programs
such as CyberCorps: Scholarship for Service and the Centers of Academic Excellence, while also working to mitigate
recruitment barriers that stem from the personnel security clearance process.

*  Develop: The federal government, like all cyber employers, cannot expect every new employee to have hands-on experi-
ence, a four-year degree, and a list of industry certifications. Rather, the federal government will be stronger if it draws
from a broad array of educational backgrounds and creates opportunities for employees to gain knowledge and expe-
rience as they work. This effort will call for many innovative approaches, among which the Commission particularly
recommends apprenticeship programs and upskilling opportunities to support cyber employee development.
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Retain: Federal leaders should take a nuanced view of retention, recognizing that enabling talent to move flexibly
between the public and private sectors enables a stronger cyber workforce overall. However, federal employers can take
steps to encourage their employees to increase the time they spend in public service. Improving pay flexibility is a
major consideration, but continuing the development of career pathways and providing interesting career development
opportunities like rotational and exchange programs also can be critical. Of particular note, federal employers can
increase retention of underrepresented groups through the removal of inequities and barriers to advancement in the

workplace.

Stimulate growth: The federal government cannot simply recruit a larger share of the existing national talent pool.
Rather, leaders must take steps to grow the talent pool itself in order to increase the numbers of those available for fed-
eral jobs. To promote growth of the talent pool nationwide, the federal government must first coordinate government
efforts working toward this goal. Executive branch and congressional leaders should also invest in measures to promote
diversity across the national workforce and incentivize research to provide a greater empirical understanding of cyber
workforce dynamics. Finally, federal leaders must work to increase the military cyber workforce, which has a signifi-
cant impact on the national cyber workforce because it serves as both a source and an employer of cyber talent.

This five-part structure is intended to lay the groundwork for an effective federal cyber workforce development strategy,

leveraging existing efforts whenever possible, while explicitly noting that strengthening the federal cyber workforce also relies

on expanding the pool of talent from which it recruits. We want to highlight and emphasize the critical importance of grow-

ing the talent pool nationwide, while noting that the recommendations outlined in this paper focus primarily on the federal

wortkforce. This focus is vital, because one of the most effective methods for the federal government to support national

workforce development efforts is to lead by example, demonstrating best practices in organizing, recruiting, developing, and

retaining its own cyber workforce.

With a cohesive strategy, effective leadership, and sustained investment, the federal government can be a leader in cyber

workforce development while also driving toward a stronger cyber workforce nationwide.
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GROWING A STRONGER FEDERAL CYBER WORKFORCE

A. INTRODUCTION

A t present, the public sector needs to fill more than 31,000 cybersecurity jobs. Given that the sector currently employs
52,000 cybersecurity professionals, this shortfall means that about one in three public-sector cybersecurity jobs sits
unfilled.* To address this gap in 2009, experts called for the White House Cybersecurity Coordinator to develop a federal
cyber workforce strategy.’ Eleven years later, the United States federal government does not have a cyber workforce strat-
egy—or even the position of cybersecurity coordinator.® This is not to imply that nothing has been done. Many federal
laws and policies have attempted to address this gap, including the Cybersecurity Enhancement Act of 2014, the Federal
Cybersecurity Workforce Assessment Act of 2015,% and the 2019 Executive Order on America’s Cybersecurity Workforce.’
Some of these efforts, such as the codification of the National Initiative for Cybersecurity Education (NICE), are making
meaningful changes;'® however, others did not produce timely change or yielded only piecemeal results, and no effort has
been able to make improvements faster than the workforce gap itself was growing.

In addition to large-scale legislation and policy, many individual initiatives to build the federal cybersecurity workforce
are under way across the federal government, including long-running programs like CyberCorps: Scholarship for Service
and emerging personnel systems like the Department of Defense’s Cyber Excepted Service and the Cybersecurity and
Infrastructure Security Agency’s Cyber Talent Management System; but without clear leadership and a unifying strategy,
these disparate efforts are unlikely to advance coherence as a whole.

Most of the workforce development recommendations discussed in this paper—and in the Commission’s report more
generally—are not new. Like the 2009 report calling for a workforce strategy, many of these recommendations have been
circulating for years but remain unimplemented or underutilized because of underresourcing and bureaucratic hurdles in the
executive branch and Congress. Because cyber workforce development efforts cross into so many different fields—science,
education, commerce, security, intelligence—numerous different congressional committees claim jurisdiction over the issue,
which prevents legislation from gaining widespread traction. Meanwhile, many federal departments and agencies have begun
to set up their own array of independent programs, dividing resources and ensuring that efforts are disjointed.

As the Cyberspace Solarium Commission has noted throughout its work,'" protecting the United States in cyberspace
requires a whole-of-nation response. This is equally true of enhancing the cyber workforce. With half a million cybersecurity
jobs to fill nationwide,'? stakeholders across the country must consider ways to increase the quantity and diversity of cyber
talent in the United States, while also building opportunities for development that strengthen the existing workforce and
talent pool. Accordingly, both the CSC recommendations and the government’s actions must reach beyond the federal cyber
wotkforce. To improve cybersecurity nationwide, the federal government cannot just focus on recruiting a larger share of
available talent, effectively cutting itself a bigger slice of the overall national workforce pie. Rather, the federal government
needs to focus on how it can help grow the pie for the whole nation, and thus grow its own slice in the process. The CSC
report published in March 2020 provides recommendations on how to improve the national workforce development pos-
ture,” and many of them are discussed in this paper. However, one of the most effective ways that the federal government
can support growth of the national workforce is by serving as a proof of concept of effective cyber workforce planning and
policies. Therefore, this paper concentrates predominantly on policies that will help the federal government to serve as an

exemplar.

This paper first describes the current state of federal cyber workforce development and then provides the groundwork and
basic structure for a federal cyber workforce strategy while identifying specific cyber workforce policies and programs that
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are required to address the workforce gap. To that end, this paper outlines a framework to organize, recruit, develop,

and retain the federal civilian cyber workforce. Finally, the paper highlights that an effective federal policy cannot stop at
strengthening only its own workforce, because a thriving federal workforce requires a healthy workforce development eco-
system in the private sector, the military, and throughout the whole of the national cyber workforce. To support this larger
ecosystem, a federal strategy should align with, and support, broad goals for shaping the national workforce. Accordingly,
this section identifies additional steps that can be taken to stimulate growth of the cyber workforce nationwide.

B. THE STATE OF FEDERAL CYBER WORKFORCE
DEVELOPMENT

hat is the federal cyber workforce? While the federal cyber workforce is difficult to define precisely, the multitude

of unfilled jobs is a clear problem no matter what definition is used. The NICE Cybersecurity Workforce Framework
offers a taxonomy and lexicon for understanding cybersecurity work, outlining 52 work roles and the knowledge, skills,
abilities and tasks that characterize them. The Framework helps us better understand the competencies that could reasonably
be included in conversations on the federal cyber workforce, and efforts are under way to determine federal cybersecurity
workforce needs, using this taxonomy."* However, the requirements of cyber workforce development can encompass a much
wider range of positions. While those in a first category of positions focus explicitly on security-specific tasks, employees
in a second category “need some level of digital and cyber fluency.” All workers—a third category—need a basic awareness
of cybersecurity.”” CSC recommendations do touch on the opportunity to strengthen the cyber knowledge and skills of
those in the second of these categories: for example, by recommending the incorporation of cybersecurity concepts in career
technical education in other fields and industries. This paper, however, focuses primarily on the first category—positions
concerned explicitly with security-specific tasks—while recognizing that protecting the United States in cyberspace has
implications for digital literacy required in a wide range of jobs, including the disciplines of the law, management, engineer-
ing, and basic administration.

Who is responsible for federal cyber workforce development today? Within the federal government, many organizations
and systems are responsible for cyber workforce development. But as this paper will go on to discuss, the large number of
organizations involved has not translated into overall effectiveness at filling cyber positions. Although many different actors
are working to address cyber workforce development, the central problem remains: the federal government is encountering a
need for new positions in cyber that is growing far faster than it can recruit, develop, and retain employees to fill them.

NICE—which sits within the National Institute of Standards and Technology (NIST)—not only serves as the home for the
NICE Cybersecurity Workforce Framework but is also a focal point for developing a national community of practice around
cybersecurity workforce development topics. As the Framework is increasingly used as a standard throughout government,
its work shapes much of the federal cyber workforce conversation, with a scope that extends beyond government alone. But
there are a number of other key players in the field. For example, the Office of Personnel Management (OPM) sets the pol-
icies for the federal workforce, including establishing guidance on hiring authorities, categorization of the cyber workforce,
and other essential central functions.

In addition to NICE and OPM, the Department of Homeland Security (DHS) has an office dedicated to workforce devel-
opment and runs the National Initiative for Cybersecurity Careers and Studies. It also serves as the organizational anchor
for CYBER.ORG, a K-12 educational initiative funded by the Cybersecurity Training and Education Assistance Program
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(CETAP). In parallel to this, the Department of Defense (DoD) and DHS are both developing agency-specific personnel
management systems, and the DoD has also developed a bespoke version of the NICE Framework specific to its own jobs.

Cutting across all these elements are several cross-departmental initiatives: the National Science Foundation (NSF), OPM,
and the Cybersecurity and Infrastructure Security Agency (CISA) within DHS jointly run the CyberCorps: Scholarship for
Service program; the National Security Agency (NSA) and DHS jointly run the Centers of Academic Excellence program;
and NSA and NSF partner on the GenCyber educational program. In short, the system for federal (and national) cyber
workforce development is complicated, uneven in its focus, and lacking foundational principles and access to common
resources—thereby encouraging the current practice of reinventing competing cyber workforce development strategies in
various stovepipes. By investing in its own workforce strategy, the federal government can become an exemplar for effective
steps toward a stronger cyber workforce. In order to expand the national talent pool from which they hire, federal leaders
can also supplement their investment in the workforce with additional measures to stimulate growth across the whole of the

national cybersecurity ecosystem.

C. INVESTING IN A WORKFORCE STRATEGY

C yber workforce development is a complicated topic, and some degree of complexity in the systems that support it is
unavoidable. However, in this decentralized, intricate, and occasionally overlapping system of responsibilities, there is
currently no one actor who can take a leadership role to provide cohesive, agile action. A National Cyber Director, a position
that the Commission has recommended be established within the Executive Office of the President,'® should spearhead the
effort to develop a cyber workforce strategy, leading a steering committee of other department and agency representatives.
This leader, equipped with a clear strategy, would limit duplication of effort, ensure strategically beneficial distribution of
resources, reduce interagency competition for the same talent pools, and serve as a central voice to advocate for effective,
integrated workforce development. Moreover, implementation of a clear strategy would enable the system as a whole to be
more agile and responsive to the changing requirements of protecting U.S. assets in cyberspace. To put government decision
makers on a path toward this goal, this paper presents a basic structure of five elements: to organize, recruit, develop, and
retain the federal civilian cyber workforce, and stimulate growth across the cyber workforce ecosystem nationwide, includ-
ing in the military. Note that this structure is not the same as a strategy. Rather, it is a means for thinking about what must
underpin a comprehensive federal strategy.

Working through this structure, this paper will discuss problems that affect the current system of cyber workforce develop-
ment, highlighting Commission recommendations that are relevant to addressing them. These recommendations do not
fully address any element of this structure. No one recommendation will fix how the U.S. government recruits or retains
its cyber workforce. Rather, the recommendations demonstrate the types of solutions that the Commission has identified
that support an element generally. The elements discussed are not mutually exclusive. In fact, the opposite is true: they are
mutually reinforcing and overlapping. Strong retention aids in recruitment, and development tools—like scholarships for
education—are often an extremely valuable part of recruiting new talent.

Most critically, none of these recommendations or elements can solve or meaningfully improve the present condition of

the cyber workforce independently of other efforts. As leaders implement plans to increase the pool of talent available, they
must also consider the other side of the supply-and-demand equation for cybersecurity employees. By addressing the vul-
nerability of the larger cyber ecosystem, cyber leaders can decrease demand for employees, thereby reducing the gap between
available employees and unfilled cyber jobs.'” More widespread implementation of shared services across government would
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also reduce the overall demand for additional talent. Yet even with significant improvements in these areas, the cyber work-
force must grow dramatically to meet current requirements, let alone future expectations. In order to build a federal cyber
workforce strategy to meet this need, Congress and the executive branch must commit to investing the time, attention, and

resources needed to make sustainable, coordinated improvements in strengthening the workforce.

1. ORGANIZE

A strong federal cyber workforce must sit on top of a well-organized structure. Departments and agencies must have flexible
tools that can adapt to each organization’s individual mission while also providing coherence across the whole of the federal
government.

Properly Identify and Utilize Cyber-Specific Occupational Classifications

One of the first steps in creating and implementing a federal cyber workforce strategy is determining a way to identify and
impact the federal cyber workforce as a whole and different work roles within it. Doing so requires understanding the size,
distribution, and composition of today’s cyber workforce. Currently, departments and agencies are using two systems of
codes in combination—occupational series designations from OPM plus a 3-digit code based on the NICE Workforce
Framework—to provide and evaluate this information. As this section makes clear, the current coding effort functions
adequately in identifying work roles but does not consistently translate into the establishment and use of appropriate hiring
authorities and compensation tools. The Commission recommends an increased effort by OPM to enable departments and
agencies to identify cyber work roles and utilize hiring authorities and compensation tools to attract and retain cyber talent.
If external assessments continue to show uneven performance by departments and agencies, leaders in the executive branch
and Congress must consider shifting to a cyber-specific occupational series. In the long term, this effort will also contribute
to the proper identification of candidate positions for inclusion in a Federal Cyber Service (see below).

The Federal Cybersecurity Workforce Assessment Act of 2015 (FCWAA) established a framework to designate and dis-
tinguish cyber-specific positions in the federal government. Departments and agencies were required to identify positions
that perform cybersecurity work and assign them codes that aligned with the 52 different work roles outlined in the NICE
Framework.'8 These three-digit codes were “intended to enhance agencies ability to identify critical IT, cybersecurity, and
cyber-related workforce needs, recruit and hire employees with needed skills, and provide appropriate training and develop-

ment opportunities to cybersecurity employees.”"”

The three-digit codes operate alongside the existing classification system of OPM occupational series codes, and the two

are designed to serve different purposes. Whereas the NICE Framework was designed for talent development and offers a
greater focus on competencies than jobs, OPM’s system was designed as a classification tool for the purposes of managing
personnel. The OPM occupational series codes serve to define occupations and provide occupation-specific standards
throughout government, not just in cyber.”® Currently, cybersecurity roles fall mainly under the Information Technology
(IT) Management occupational series, which is numbered 2210. However, not all cyber positions fall within it, and not all
positions in 2210 are focused on cyber issues. The highly interdisciplinary nature of much cyber work makes this situation
even more complex, because not all cyber positions in 2210 are focused on IT management.?’ This impacts recruitment par-
ticularly because job titles align with OPM occupational series, and many job candidates well-suited to this interdisciplinary
work may hesitate to apply to a job labeled “IT Specialist (Security).”

These two systems together are intended to identify, count, and rationalize differing standards of defining the common skills

and career development needs of the federal cyber workforce. However, there have been persistent barriers to accurately

coding cyber positions. In two separate reports, the Government Accountability Office (GAO) studied the implementation
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of the requirements of the FCWAA, and both identified significant flaws with the implementation of the coding structure.
While the first GAO report, published in 2018, identified bureaucratic and procedural issues as the main barriers to imple-
mentation,” the second, published in 2019, suggested a larger pattern of inaccurate coding by those using the system. GAO
found that “22 of the 24 agencies assigned a ‘non-IT” work role code to 15,779 (about 19 percent) of their I'T positions
within the 2210 occupational series.”” OPM has continued to provide guidance on how these positions are to be coded,*
but information has not yet been presented as to whether this effort has led to a reliable accounting of cyber positions.

The current system for classifying cybersecurity roles raises two questions. First, is the coding structure working to help
leaders in government assess the size, distribution, and needs of their cyber workforce? Judging from the 2018 and 2019
GAO reports, the answer to this question is that the data currently being generated is not sufficiently reliable or useful.
Efforts to date have been inadequate, whether because of ineffective processes, confusion around non-IT roles housed in an
IT occupational series, or the fact that the NICE Framework and OPM’s existing system are designed to serve two different
purposes. To quote from DHS’s response to the 2019 GAO report, “The current OPM classification and related qualifica-
tion standards were not designed for describing 21st century cybersecurity work nor developed to align with the specificity
of the NICE Workforce Framework.”?

A second question on the functionality of the present system speaks to the utility of the NICE Framework codes beyond the
informational requirements of simply assessing the workforce. Can the codes be used to tailor workforce policies to specific
positions within the cyber workforce? For example, if federal hiring managers were struggling to attract systems security ana-
lysts (work role 461 in the NICE Framework—based Federal Cybersecurity Coding Structure), but had no problem recruit-
ing technical support specialists (work role 411),% could pay flexibilities or special hiring authorities be made available for
and be effectively used by agencies to fill the positions with the greatest need? The answer to this question is complex and

varied.

In addition to specific hiring authorities authorized separately for use in DoD and DHS,” flexibilities are currently available
for positions based on occupational series for which department or agency leadership determines—and can document—that
there is an urgent need.”® The categorizing of positions according to the NICE Framework is a helpful tool for these leaders
in identifying what positions or competencies are most urgently needed. For example, these designations could be used by
agency heads to design professional development or workforce action plans tailored to specific needs highlighted in the cod-
ing process, and they can be used to apply certain personnel actions, like retention incentives, based on NICE Framework
category.” However, other policies, and particularly direct hiring authority, are applied as a function of occupational series;
as a result, cyber roles outside the 2210 series (and a very few other technical occupational series)® may not have access to
the same flexibilities, regardless of inclusion in the NICE Framework. Nevertheless, for positions where flexibilities such as
direct hire authorities are already available, the descriptions of cybersecurity work in the NICE Framework may be used to
help agency leaders determine the positions for which they want to use those authorities. In short, the three-digit coding
structure is (or very soon will be) helpful on an informational and planning level, but some of the most powerful cyber-spe-
cific workforce policies are still determined on the basis of occupational series, not Framework-based codes. Because of the
underlying structure of the coding system and its reliance on existing OPM occupational series, the availability of hiring
authorities and compensation tools for cyber jobs is inconsistent—and where they do exist, they are often underudilized.

The simultaneous use of both the OPM occupational series classifications and the NICE Framework is complex because
these two systems are intended for different uses—personnel management and workforce development, respectively—

but that does not necessarily mean that the fundamental architecture of the system cannot work. Moreover, the NICE
Framework itself is a well-crafted tool, and the individuals charged with coordinating the Framework-based coding process
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are working diligently to use the system they have to create thoughtful solutions. With sufficient outreach and education—
as OPM is currently undertaking with efforts like a webinar series—many of these challenges could be addressed in ways
that increase the use of existing hiring authorities and pay flexibilities. In addition, departments and agencies are legally
obligated to code their cybersecurity positions, and to do so accurately. The complexity of the system does not excuse non-
compliance or underutilization. However, there is a risk that slowly reinforcing a cumbersome system rather than building
a new one may drive users to abandon the system altogether. To illustrate, in responding to the 2019 GAO report, DHS
stressed its use of alternative authorities to create a bespoke system for its own department, noting that “until the current
OPM classification and related qualification standards are updated, [the position description] issues highlighted by GAO

will continue to occur[.]”?'

Despite these challenges, the CSC recommends continuing and even expanding outreach to educate departments and agen-
cies about the proper use of the dual system of OPM occupational series and NICE Framework—based codes. As part of this
effort, OPM should push departments and agencies to increase their use of hiring authorities and pay flexibilities for cyber
work roles, including those outside the 2210 series. However, if external evaluations continue to indicate limited effective-
ness in this approach, leaders in the executive branch and Congress must be prepared to pivot to a new system based on an
occupational group containing multiple occupational series aligned to the NICE Framework. This approach, recommended
by the CSC, is intended to give ongoing efforts a better chance to take root, while acknowledging that the current system
for classifying and coding the federal cyber workforce has distinct disadvantages that additional educational and policy
efforts may not remove. However, wide-scale redevelopment of the whole system also comes with costs. Developing and
deploying new systems takes time, and thus a more thorough evaluation of the viability of the current system is warranted
before embarking on an entirely new system. The National Cyber Director (or, in the absence of an NCD, the Federal
Chief Information Security Officer) should lead this evaluation in coordination with OPM, NICE, CISA, the Office of
Management and Budget (OMB), and other departments and agencies.

By the end of 2022, the dual system resulting from the Federal Cyber Workforce Assessment Act will have had seven years
to take root. If external evaluation—for example by GAO—finds that this system is still not effectively ensuring that hiring
authorities, pay flexibilities, and other personnel management tools are consistently available and utilized to strengthen the
cyber workforce across all federal departments and agencies, the Commission recommends the implementation of mul-
tiple OPM occupational series designations specific to cyber. How these proposed occupational series would align to the
NICE Framework deserves further study; the CSC offers a few points for consideration. First, the alignment between the
NICE Framework and the series should not necessarily be one-to-one. That is, not all work roles described in the NICE
Framework must be included in a cyber occupational series. For example, consider a cyber legal advisor (Framework Code
731). This position is likely to fall under the OPM series for attorneys (0905), and the standards and workforce needs spe-
cific to it will likely align as or more closely with other lawyers as with other cyber professionals. The system needs a way to
identify that this lawyer is part of the cyber workforce, without divorcing the position from that of other legal professionals.

Conversely, even though the NICE Framework is remarkably inclusive, it is possible to imagine a work role that is not
explicitly included—perhaps because the role is a very specific to an organizational mission or slightly divergent subset of an
existing NICE Framework work role—buct that hiring managers might nevertheless wish to include in a cyber-specific occu-
pational series. Accordingly, occupations not specifically listed in the NICE Framework should not be summarily excluded.
For example, the DoD Cyber Workforce Framework (DCWF) leans heavily on the NICE Framework but is tailored to the
DoD mission.* While the DCWF diverges from the NICE Framework in some ways, its functions still fundamentally align
with the core requirements of a cyber occupational series, and the occupational series designers should take an inclusive,

rather than exclusive, approach in the case of such variances.
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Given these considerations—and the fact that the utility of the NICE Framework extends far beyond simply coding work
roles—if it becomes necessary to pivot to an alternative structure for classifying the workforce the two-track coding system
should not be disbanded altogether. Rather, cyber leaders should continue to use the NICE Framework while updating
the OPM occupational series codes so that they better align with the realities of cyber jobs. Determining the correct level
of specificity (i.e., how many distinct cyber occupational series should there be?) and the classification of this update will
require study, particularly because the existing high-level divisions of the NICE Framework (“categories” and “specialty
areas”) are expected to be phased out in a forthcoming update of the NICE Framework.” A recognized external authority
in public-sector workforce issues, such as the National Academy of Public Administration, may be best positioned to do this
research by virtue of being able to see past the experiences and preferences that might bias any one federal actor; however,
the determination of the OPM occupational series structure should be dependent on significant engagement by stakehold-
ers. Throughout the evaluation and update of the OPM occupational series, the NCD and other collaborators should be
guided by the objective of ensuring that the cyber workforce can be identified and counted, that departments and agencies
can identify the competencies needed to fulfill organizational mission, and that tools such as development opportunities,
hiring authorities, and compensation tools are made available and are fully utilized across government to help ensure that
departments and agencies can readily access and strengthen the talent they need.

Build a Federal Cyber Service

Addressing the immediate need to fill over 30,000 public-sector cybersecurity jobs will require more extensive and regular
use of direct hire authorities to overcome challenges in hiring. The standard federal hiring process is cumbersome and

slow, and it can significantly hamper the ability of hiring managers to quickly identify and employ candidates with highly
competitive cyber skill sets. Most civil servants are hired through a process that typically stipulates requirements, including
how the position is advertised and how hiring preference is given to different eligible demographic groups like veterans;
but there are also personnel management systems that allow for variances in the government’s standard human resource
practices. In order to respond to its cyber needs and create greater flexibility, the federal government has begun to use these
variances through direct hire authorities and excepted service systems. For example, DoD has begun to implement the Cyber
Excepted Service (CES),** which permits such flexibilities as allowing hiring managers to advertise jobs anywhere—not just
on USAJobs—and to make on-the-spot job offers at job fairs.?

The Department of Homeland Security has begun a similar effort to build hiring and career pathways through its Cyber
Talent Management System (CTMS).*® In an attempt to compete in the cybersecurity labor market, DHS is fundamentally
reimagining “some of the foundational theories and structures that underlie how the Federal government has managed talent
for decades to modernize the civil service for cybersecurity work.”” This system allows improved hiring by extending the
authorities given to the department to hire specialized talent with pay scales and promotion based on performance, thereby
incentivizing cyber professionals to join the federal government and helping DHS to recruit from unconventional educa-
tional backgrounds.

The CES and CTMS systems are unique to DoD and DHS, and it is unclear how compatible they might be with cyber roles
in other departments and agencies for which these systems and programs were not designed. Moreover, these hiring tools do
not affect federal contractors, who are generally constrained by contracts that stipulate that employees must have at least a
bachelor’s degree, thus shutting out the wealth of talent represented by self-taught employees, employees with an associate’s
degree and industry certifications, and those with many other unconventional educational backgrounds. Employees below
the bachelor’s level who possess solid cyber skills have shown both an ability to make immediate and valuable contribu-
tions to critical cyber tasks and a propensity to embrace continuing professional development. Because such development
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ultimately yields advanced skill sets that the federal government has difficulty hiring directly from the private sector, identi-
fying tools to engage these employees in public service is critical.

While department- and agency-specific personnel management systems are useful to the organizations that have them, their
distribution creates have and have-not agencies. The impacts of this divide ripple throughout the federal cyber ecosystem, as
the have-not agencies, many of which do have critical cyber missions, are unable to compete for talent against other federal
entities, much less the private sector. Instead, the Commission recommends establishing a unified Federal Cyber Service that
operates at an interagency level, working across government to serve as a central administrative resource on expanded direct
hire authorities, excepted service, salary flexibilities, and other needs in managing talent that are unique to the federal cyber
workforce (Recommendation 1.5). Positions eligible for the Federal Cyber Service would align with dedicated occupational
series for cyber, as described in the previous section. Coordinating and standardizing these tools would create a coherent
pool of talent that could move between departments and agencies with minimal bureaucratic impediments, thus making
possible a greater exchange of knowledge and insight while improving retention by enriching employees’ career paths with

more diverse opportunities.

Establish Leadership and Coordination Structures

The organization of federal cyber workforce development goes beyond just the administrative systems that shape it. Effective
organization also requires establishing clear structures to lead and coordinate workforce development efforts. If—as the
Commission recommends—the position of National Cyber Director is established, that office would be a natural choice

to lead the interagency efforts required to create substantive improvements and devise interconnected solutions to federal
workforce challenges. However, the overall coordination of efforts must truly be an interagency function that takes into
account variances in mission requirements, workforce size, and organizational needs. To steer this process, the office of the
National Cyber Director should establish and chair two bodies. First, a Cyber Workforce Steering Committee consisting

of OMB, OPM, NIST (NICE), CISA, and DoD would provide leadership-level strategic guidance and direct resources

to ensure a coordinated approach to cyber workforce development across the federal government. Meanwhile, a Cyber
Workforce Coordinating Working Group open to all departments and agencies with rotating leadership appointed by the
Steering Committee could address day-to-day development and operation of programs and ensure that they are chartered,
resourced, and in alignment with the strategic direction established by the Steering Committee. By institutionalizing these
leadership and coordination structures, the government would ensure continuity of workforce efforts as specific priorities for
cyberspace policy—and even administrations—change, while also ensuring that the current system of cybersecurity efforts is
aligned with an overarching strategy.

2. RECRUIT

With agile hiring authorities and excepted service programs in place to provide the organizational tools for recruiting cyber
talent, the government must next turn to the programs that make public service a prospect attractive to talented individuals.
In many ways, the federal government’s greatest tool for recruitment is the work itself, for “the cyber challenges the govern-
ment confronts on a daily basis and the data and tools it uses to do so create a professional experience that is wholly unique.
That experience, underpinned by a mission that cannot be replicated in the private sector, creates both a recruiting advan-
tage and a foundation for lifelong productivity.”*

Adding to the unique appeal of its work, the federal government also offers a particularly broad range of development

opportunities. These are discussed at further length in Sections 3 (Develop) and 4 (Retain) of this paper, but they deserve

to be mentioned here because of their role in bolstering recruitment. For example, a midcareer talent exchange program
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between the private and public sectors can be a valuable development tool for the public-sector participant, but it is also

a demonstration that the federal government is thoughtful and innovative in its career development, which is an enticing
prospect for a potential new hire. Adding to the value, an exchange can introduce both the private-sector participant placed
in government and the employees of the company housing the government participant to the opportunities available in gov-
ernment work. Accordingly, while they are more relevant to employee development than to recruitment per se, professional
development programs can serve to improve recruitment by demonstrating the opportunities available in government.

To capitalize on the advantages created by unique work and development opportunities, the government should invest in
existing programs such as CyberCorps: Scholarship for Service and the Centers of Academic Excellence, which are ripe for
expansion. Meanwhile, the government should also work to mitigate recruitment barriers that arise from personnel security

clearance delays and unpredictability.

Expand CyberCorps: Scholarship for Service

Scholarship for Service (SES) is a joint program between OPM, the NSE and DHS that helps students finance their educa-
tion in cyber-related topics in exchange for a term of service working for a federal or state, local, or tribal government upon
graduation.”” The program awards grants to participating universities, which then award scholarships to students while also
using a portion of the funding to build out the university’s cyber-focused programming. As a result, the program strengthens
educational offerings on cyber topics at the same time that it recruits and develops students who are prepared for federal
cyber service. Currently, there are 85 participating universities and community colleges offering SES scholarships. The
program requires that students pursue degrees that are a “coherent formal program that is focused on cybersecurity,” and it
has supported students working toward a bachelor’s, master’s, or research-based doctorate degree focused on cybersecurity.*
The recent expansion of the SFS program through the Community College Cyber Pilot Program (C3P) extends eligibility
to students pursuing an associate’s degree or specialized program certifications in the field of cybersecurity as well, provided
that the students already have a bachelor’s degree or are military veterans.*!

The program has graduated about 275 students per year in recent years, and since its creation in 2000, it has placed 3,600
CyberCorps graduates in public-sector cybersecurity jobs in more than 140 different government organizations.** These
graduates have brought cyber expertise to the government across a variety of cybersecurity areas, including cyber policy

and strategy, security architecture, and cyber operations planning. Because a limited percentage of students can fulfill cheir
service obligation in state, local, or tribal governments as well as in the federal government, the program also provides the
opportunity for a limited percentage of graduates to work in public education. This helps address the national dearth of

teachers able to provide cybersecurity instruction.*

Although the program has an impressive track record, the Commission believes that—given the country’s inability to

fill tens of thousands of cybersecurity jobs in the public sector—the number of SES participants should be much higher
(Recommendation 1.5). NSF awards multiyear grants under this program to participating colleges and universities, which in
turn administer student scholarships. Accordingly, taking practical steps toward increasing the number of students also requires
increasing the number of participating institutions and expanding university- and federal-level outreach about the program.
The Commission recommends a goal of eventually graduating 2,000 CyberCorps students per year. To reach that target, the
Commission advocates for SES’s budget to be increased 20 percent above inflation annually over a 10-year period to support
scholarships to additional students and the programmatic efforts needed for expansion. To help jumpstart that budget growth,
the Commission recommends increasing funding for the CyberCorps SES program by $20 million in FY2021.
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Build on Centers of Academic Excellence

Like CyberCorps: Scholarship for Service, the Centers of Academic Excellence (CAE) program works through universities to
improve educational offerings and increase the cyber talent pool; however, it has a broader overall focus and serves as a tool
that the federal government can use to stimulate growth of the national ecosystem, as discussed in Section D of this paper.
The CAE program specifies that its goal is to “reduce vulnerability in our national information infrastructure by promoting
higher education and research in cyber defense and producing professionals with cyber defense expertise.”” While this does
speak to a role that extends beyond the federal government, by growing the overall pie of cybersecurity talent the program
also grows the federal government’s slice of that pie.

Whereas the SES program focuses on recruiting individuals into government through academic programs, the CAE program
addresses cyber workforce development needs across the whole of the nation by strengthening postsecondary education in
cyber. The joint NSA and DHS program designates as Centers of Academic Excellence those higher education institutions
at which curricula meet certain criteria in teaching students to reduce vulnerabilities in our national information infrastruc-
ture. The CAE program thereby encourages the development of high-quality cyber programs nationwide. Such development
helps expand the pool of candidates with an educational background in cyber, which does aid in federal hiring but more
generally bolsters the national cyber workforce.

The original CAE designation focused on cyber defense (CAE-CD), but in more recent years CAE-CD has developed sub-
sidiary programs to designate excellence in teaching cybersecurity educators (CAE-CDE), research (CAE-R), and two-year
programs (CAE-2Y).% The CAE program has grown from 7 originally designated institutions in 1999 to 312 institutions in
2019.7 The NSA also created a complementary CAE for Cyber Operations (CAE-CO) program, which is highly technical
and focuses on knowledge of the techniques and tools needed for cyber operations. Overall these programs serve to improve
the national security posture by increasing the number of colleges and universities able to produce knowledgeable graduates
who are prepared to work in cyber roles.

The Commission recommends building on the work of the CAE program by expanding or replicating it in other disciplines
that have significant areas of overlap with cybersecurity, such as law, business, and health care (Recommendation 1.5.1).
There are many different types of skill sets required in the cyber workforce, and many areas of overlap with other disciplines.
For example, the U.S. government needs lawyers who understand cybersecurity, medical and financial regulators who
understand data security, and many others. The CAE program also enables schools that serve underrepresented populations
to highlight their merit in educating cyber professionals, thus serving to bring greater diversity to the cyber workforce.
Expanding the CAE programs would increase the breadth of talent available to the federal government.

Evaluate and Expedite the Personnel Security Clearance Process

The personnel security clearance process must be reformed in order to address a long-standing source of delays and bureau-
cracy that confound federal hiring. A 2019 GAO report found that the personnel security clearance process “faces significant
challenges related to processing clearances in a timely fashion, measuring investigation quality, and ensuring information
technology security.”*® However, the frequently cited metrics used to track progress in improving the clearance process—the
length of delays and backlog of investigations—tell only a part of the story. Not only are delays in clearances and hiring

a major hindrance in getting new hires working, they also harm recruitment. Prospective candidates avoid federal service
because the clearance process is slow and unpredictable. In order to make meaningful change, decision makers need a better
understanding of how the security clearance process actually affects recruitment in the context of a highly competitive cyber

recruiting environment.
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Personnel security measures are a necessary requirement of the field, and to some extent they may even serve as a short-term
incentive to recruitment for prospective employees who wish to eventually leverage that clearance into work for federal
contractors willing to pay top dollar for cleared professionals. But preventing the U.S. government from building a talented
federal cyber workforce creates its own security risk. The government needs to ensure that the clearance process today is not
doing more harm to national security than good. Further assessments must weigh the risk to national security of leaving
critical cyber security jobs unfilled against the benefits of the security provided by the current process, which is plagued by
delays, unpredictability, and frustrations. Better understanding the importance of these dynamics is the first step in making
smart policy choices on how to improve national security through a robust and secure cyber workforce.

The Commission calls for an assessment of the impact of the personnel clearance process not just on hiring but on federal
cyber workforce recruitment more generally (Recommendation 1.5), recommending that the Comptroller General conduct
a review of the existing process and its impacts on recruitment and summarize these findings in a report to Congress. The
assessment should include an estimate of how frequently candidates discontinue, or are deterred from, pursuing federal gov-
ernment jobs because of delays in personnel security clearance issuance, an evaluation of how effective the clearance process
is at balancing the national security risk of insider threats and the national security risk of leaving cyber jobs vacant, and a
recommendation for a lead agency to develop and implement a plan to address any gaps.”’

Work to improve the security clearance process is under way. In 2019, the agency that formerly oversaw security clearance
processing was dissolved, and its operations were handed off to the Defense Counterintelligence and Security Agency
(DCSA)." The backlog of investigations has decreased significantly as new approaches have emerged under a framework
called Trusted Workforce 2.0.%" Although DoD cyber leadership has pointed to efforts to reduce clearance times to improve
cyber hiring, clearance delays remain a major barrier.’* As a stopgap while the larger clearance process is reformed, depart-
ments and agencies should consider a more focused approach of expediting clearances for certain cyber roles—for example,
in positions hired under DoD’s Cyber Excepted Service. However, doing so would raise potential concerns about whether
the process would force non-cyber clearance investigations further down the queue of those waiting to be processed.
Moreover, without systems like Cyber Excepted Service, other departments and agencies will be even less able to compensate
for delays due to the security clearance process.

Beyond the issuance of clearances to new hires, challenges still exist in handling other categories of vetting. Present reforms
to the security clearance process are expected to significantly alter clearance reinvestigations, but clearance transfers fall into
a different category.*® Therefore, delays in moving an employee from one organization to another, noted by department
and agency leaders in cyber and beyond, may continue. Even though, with few exceptions, “[a]gencies shall accept national
security eligibility adjudications conducted by an authorized adjudicative agency at the same or higher level,”>* agencies
have come to interpret reciprocity policies differently,” leading to persistent problems. These problems are compounded by
ongoing requirements for suitability reviews, which are investigations separate from a security clearance process. While on
the whole much shorter, suitability reviews can still add significant delays to interagency transfers, and—particularly for an
individual transferring with a clearance—it is hard to view them as anything other than added bureaucracy. When it comes
to the suitability review, interagency clearance reciprocity, and the bringing on of new cyber hires, federal leaders face more
major changes in order to lessen the impacts of personnel security processes on the cyber workforce.

3. DEVELOP

The federal government has a strong history of recruiting extremely talented individuals. However, only about 24 percent
of employers in cybersecurity feel that university graduates are well-prepared for workplace cybersecurity challenges;*® thus
even the most talented new hires will need further development to adapt to the specific tasks of any given work role. They

Cyberspace Solarium Commission M



GROWING A STRONGER FEDERAL CYBER WORKFORCE

will also need ongoing professional development throughout the course of their career in order to keep their skills sharp and
up to date. Equally critically, federal employers must create opportunities for learning and development on the job because
the federal government must tap into new sources of talent from a broad array of educational backgrounds. There are simply
not enough people graduating with “conventional” educations—from four-year computer science and engineering degree
programs—to fill the gap needed to secure our nation in cyberspace. Between the years of 2016 and 2017, U.S. universities
and colleges conferred about 71,000 computer and information science degrees.”” Presumably only a small percentage of
these graduates went into security jobs. In contrast, as of August 2020 more than half a million cybersecurity jobs in the
United States remain unfilled, and the number is rising.”® The growth rate for cybersecurity jobs is significantly outpacing
the growth in the supply of individuals qualified to fill them.”

It is imperative that the federal government identify more and different on-ramps—pathways that lead to entry-level posi-
tions in the federal cybersecurity workforce—and policies that encourage that workforce to remain in federal employment.
To address this issue, the Commission recommends a number of actions that will help close the skills gap. Two of these rec-
ommendations, described below, illustrate the work-based learning opportunities that should characterize a national strategy.

Develop Apprenticeships

Apprenticeship programs, which couple classroom education with paid on-the-job learning, can help create new pathways
into the cyber workforce for many individuals, offering them the opportunity to obtain job-specific skills and knowledge
while earning a salary. Paid on-the-job learning ensures that cyber students receive a strong applied education in addition

to the necessary theoretical foundations, and it provides the added socioeconomic benefit of reaching communities that
may not be able to take advantage of unpaid internships. In the current hiring environment, it is clear that employers in
government and industry alike cannot keep focusing on recruiting midcareer or senior-level talent with years of experience.
Moreover, as older professionals retire, it becomes increasingly important to capture institutional knowledge, and pairing
experienced mentors with incoming apprentices provides an opportunity to build knowledge and security skills sometimes
difficult to transmit in texts or exercises. Rather, the Commission recommends that the U.S. government provide a proof of
concept by creating programs that allow truly entry-level employees to gain the first years of experience critical to a career in
cybersecurity (Recommendation 1.5).

Because cyber expertise takes time to develop, apprenticeships are a long-term approach with a long-term payoff. However,
the current moment offers a unique opportunity to begin. In the context of the widespread unemployment resulting from
the COVID-19 pandemic, connecting learners with the tools needed to build knowledge and expertise offers benefits

on multiple fronts. Not only does apprenticeship create paid employment, but it also creates a pool of prospective cyber
employees who have learned skills and tools tailored to their particular organization’s needs. While some employers in
government, worried about retention, may hesitate to invest in their employees for this kind of tailored training, there are a
number of steps that the federal government can take to protect their investment, as discussed in Section 4 (Retain) below.
In keeping with the service obligation common to many other education programs in government, which require employees
to work in government for a period of time commensurate to their time being educated, federal apprenticeship program
sponsors might consider incorporating a service term that corresponds to the hours of instruction that students receive.

Investing in apprenticeship programs will assist the federal government in filling cyber jobs while creating a proof of concept
for state, local, tribal, and territorial (SLTT) governments and private-sector businesses that could benefit from similar
models. In this way, federal leaders could demonstrate that the challenges to the implementation of apprenticeships can

be overcome. For example, many of the logistical arrangements needed to design, register, and manage an apprenticeship
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program can be undertaken by experienced non-federal partners that can operate the program until the apprentice is ready
for federal onboarding. Similarly, Department of Labor requirements like educational curricula can be provided by external
partners.

In developing these programs, government departments and agencies should avoid duplicating efforts, and instead should
consult existing communities of practice with expertise in establishing cyber apprenticeships. In order to prepare for success-
ful on-the-job learning, programs should also ensure that structures are in place to reward and incentivize mentorship in the
workforce. These mentorships form an essential part of the apprenticeship model and can provide an informal mechanism to
retain critical system information within the enterprise. Implementers can also promote high-quality programs by ensuring
that programs are registered with the Department of Labor or appropriate state apprenticeship agency,* that apprentices
receive wages that increase as their skills improve, and that apprentices receive portable credentials—such as industry certi-
fications—to document learning outcomes.®' Finally, as is true of all workforce development programs, program managers
should implement ongoing monitoring and evaluation efforts to identify opportunities to improve and to ensure that the
program is producing the expected outcomes for both employers and apprentices.

Support Upskilling

Another way that the Commission recommends creating more skilled federal cyber workers is through a new pilot program
designed for upskilling military veterans and transitioning military service members, in order to provide them a path into
federal civilian cybersecurity jobs (Recommendation 1.5). These programs proposed by the Commission would be run

by the Department of Veterans Affairs to support and train former service members looking for new ways to serve their
country. Rather than building the infrastructure for this effort from the ground up, the pilot program should utilize existing
virtual platforms created by departments and agencies for coursework and their other educational resources, like DHS’s
Federal Virtual Training Environment (FedVTE). Doing so will enable federal agencies to take advantage of the military
training and security clearances possessed by recently transitioning veterans. To maximize the benefits to veterans and their
future employers, programs should also incorporate work-based learning opportunities and portable credentials to demon-
strate learning. Furthermore, upskilling programs should align with specific knowledge, skills, tasks, and—as appropriate—
work roles in the NICE Cybersecurity Workforce Framework.

4. RETAIN

Efforts to retain the federal cyber workforce naturally overlap significantly with other elements of an effective workforce
strategy. Professional development and career growth opportunities help keep workers interested in their roles. At the same
time, the federal government’s public service mission and the unique nature of the work provide their own argument in
favor of continued government service, just as they are a compelling recruiting tool. Moreover, the same excepted service
tools that aid in recruitment also can give greater flexibility in pay, and the more flexible salaries that help recruit new
employees also help retain them. In many ways, effective federal workforce retention is an outgrowth of having an effective
workforce development strategy more generally.

Viewed through a national security lens, the loss of federal employees to other sectors has a silver lining, because other parts
of the national cybersecurity ecosystem benefit from an improved workforce as government-trained personnel take up posi-
tions with critical infrastructure firms, managed service providers, and other organizations. It may be tempting for under-
standably frustrated managers in the federal government to throttle spending on training for fear of losing their investment,
but leaders in Congress and the executive branch should take a longer view, recognizing that investing in cyber workforce
development is an excellent example of the proverbial tide that lifts all boats.
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Another way for the government to capitalize on its workforce investment would be to alleviate the bureaucratic challenges
associated with returning to federal service, thereby making it easier for employees to move back and forth between sectors.
While efforts to remove barriers that inhibit talented employees from returning to federal service are certainly not unique to
cyber, the urgent need for cyber professionals makes finding pathways for their return to federal service particularly critical.
Such changes would allow the government to benefit from the new skills gained by employees after a stint of work in the
private sector. Given this range of considerations, retaining the federal cyber workforce becomes a much more nuanced chal-
lenge than can be met by simply providing competitive salaries—though that is certainly a significant factor. Rather, federal
workforce retention is a question of creating opportunities to keep talented individuals engaged throughout the duration of
their careers.

Increase Pay Flexibility

Surveys show that half of cybersecurity employees who leave jobs cite better financial incentives among their reasons for
leaving.®? In the federal government, where pay is often determined by rigid criteria, offering competitive compensation can
be a serious challenge. Pay and promotions are often tied to academic degrees and years on the job, an approach uniquely
ill-suited to a field in which the distribution of skills and experience frequently correlates with neither academic degrees nor
seniority. For example, in a number of cybersecurity roles, an associate’s degree can be a very valuable credential, particu-
larly as the Centers of Academic Excellence Program continues to certify two-year programs. But according to the standard
federal pay scale (with no adjustments for a cyber role), a professional with an associate’s but no bachelor’s degree would
likely enter the workforce at GS-5 or GS-7 level, meaning that they are likely to make between $39,000 and $63,000 per
year in the Washington, DC, metro area.”® To provide a rough comparison, in industry, the same individual might expect

a median offer closer to $80,000 per year.** For many early-career employees a year or two into federal government service,
this disparity in pay may make a compelling case for seeking other employment.

In order to offer competitive compensation to talented individuals who may be young or self-taught, or who possess the
skills and abilities to be promoted quickly, managers need personnel systems that offer pay flexibility. As noted above in

the case of recruiting flexibility, some departments have or are developing these tools. For example, DoD’s Cyber Excepted
Service offers two additional steps beyond the standard government pay scale to make possible salaries that are more
competitive with private-sector compensation.” However—and again as is true of hiring flexibilities—these pay flexibilities
are distributed unevenly across government. They can also create challenges or disincentives for individuals who may want
to move from a position with these flexibilities to one without. DoD and DHS have congressional authorization for their
own systems, including pay flexibilities, but other departments and agencies are more reliant on a mix of existing authorities.
Outreach and education could increase to some extent the use of authorities that may be bypassed because federal cyber hir-
ing professionals are not aware of them. But broader changes to implement coherent, tailored, cyber-specific measures—akin
to what DoD or DHS use—across the federal government would require congressional approval.

Develop Career Pathways

Opportunities to grow and advance are critical to any career, and they seem to be particularly influential for members of
the cyber workforce. Although data on retention is limited, results from a cross-sector survey of cybersecurity professionals
suggest that limited promotion and development opportunities are just as likely to persuade a cybersecurity professional

to leave their job as financial incentives.® Whereas the federal government may lack flexibility in pay, it has a great deal of
room for creative solutions in designing attractive career paths. By dint of its size, the federal government is without a com-
petitor in the number and diversity of work roles it offers. No other employer can offer so many different missions, working
environments, or on-the-job learning opportunities. To take advantage of this strength, the federal government must be able

14 Cyberspace Solarium Commission



GROWING A STRONGER FEDERAL CYBER WORKFORCE

to leverage all of its different career pathways: employees need to be able to cross between different departments and agencies
during the course of their career. Enabling this flexibility depends in part on having standardized or reasonably interoper-
able personnel systems, as outlined in the prior discussion on a Federal Cyber Service. Beyond simply having the tools to
promote flexibility, the federal government should work to map out potential pathways. An interagency group of employees,
taking the initiative, has just published an articulation of federal cyber career pathways.”” This effort, and others that could
help support it, could be very beneficial in promoting employee satisfaction and retention.

Establish Rotational Programs and Talent Exchanges

To create opportunities to gain novel work experience, the Commission recommends two different types of programs—
rotational programs within government and exchange programs with the private sector—that temporarily place employees
in different working environments. Rotational programs would provide employees with an opportunity to gain experience
working in a different department, agency, or office within the federal government. The 2019 Executive Order on America’s
Cybersecurity Workforce mandated the creation of a rotational program to provide developmental experience for employees
in different departments and agencies.®® While the program is currently quite small in scale, it stands as proof of concept
that such developmental opportunities are possible.

Equally important, the continued development of talent exchange programs between the private sector and government
would provide unique and enriching on-the-job learning experiences for all participants while encouraging improved collab-
oration focused on identifying systemic vulnerabilities that will reduce the future impact of cyberattack. The Commission
recommends that Congress should direct and fund CISA to develop a program for one- to three-year exchange assignments
of cyber experts from both CISA and the private sector (Recommendation 1.5). Part of the challenge in making the program
successful is making it scalable. For example, the Department of Defense and the Department of Homeland Security both
have had similar programs, but they are small.¥” The DoD program, for example, is capped at under 50 participants at any
given time.”’ As a practical matter, bringing in participants involves a great deal of outreach to industry partners and does
not affect large portions of either the DoD or DHS cybersecurity workforce.

Though a scalable program would be even more effective, exchanges benefit the federal government as a whole by opening
new avenues for collaboration with the private sector to improve national security. Moreover, because much of national
critical infrastructure is owned and operated by the private sector, the involvement of these private-sector employers where
possible would offer additional benefits to national security, for protection of such infrastructure is itself a national security
issue. In organizations like the national laboratories that support critical infrastructure, the infusion of new insights that
can come from exchanges with researchers around the country and the world can be especially valuable.” Further, talent
exchange programs offer opportunities for both the private sector and federal government to identify shared threats and
vulnerabilities, an action that will reduce the future impact of cyber attacks. For CISA specifically, the program will provide
insight into potential innovation based on fresh ideas. For employees, it creates the opportunity to learn about new threat
actors, become familiar with different tools, and learn from mentors across sectors.

Beyond the Commission’s specific recommendation on the idea of public-private workforce collaborations and exchanges
more generally, a great deal of opportunity exists to develop creative initiatives that bridge sectors, communities, and even
geographic regions.”” These kinds of interesting and innovative programs do more than just enable employees to develop
their skills and expand their experience: they could incentivize greater retention by providing interesting opportunities for
professional development.
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Address Systemic Inequities

Diversity, equity, and inclusion initiatives are critical to connecting with talented individuals who approach problems from
different perspectives. In a variety of industries, a more diverse workforce demonstrably leads to better performance.” In
cybersecurity particularly, such diversity also helps the government recruit from a larger pool of talent. While a focus on
recruitment is critical, and tends to dominate diversity initiatives, it misses the importance of retaining employees from
underrepresented groups. Their retention largely depends on fairness in opportunities for career advancement. This section
will discuss the critical importance of retaining individuals from underrepresented groups in the federal workforce, while
noting that there is also a larger conversation around how the federal government can and should spur investment in diver-
sity in the national cyber workforce writ large. The latter issue is addressed in the section “Invest in Diversity, Equity, and

Inclusion,” below.

Some employees confront barriers moving up in the workforce. Research has identified a “broken rung” in the career ladder
for women.”* Similarly, research shows that while people of color are relatively well-represented in the cybersecurity industry
in the aggregate, they are proportionally underrepresented in director-level positions relative to the percentage of directors
in the overall U.S. minority workforce.”” More generally, in the national cyber workforce, issues such as fair compensation
consistently remain a problem.” These patterns suggest that systematic problems are inhibiting nonmale and nonwhite
candidates from advancing in their positions. Employers can help address these barriers by taking deliberate steps such as
seeking promotion reviews by diverse committees, establishing clear and consistent criteria for performance and promotion
reviews, and ensuring that employees involved in hiring and performance review receive unconscious bias training.”” By tak-
ing proactive steps to address the inequalities and unconscious bias that limit advancement and inhibit retention of under-
represented demographics, government managers can make significant strides in strengthening their workforce. Accordingly,
the Commission recommends that departments and agencies develop training for managers to provide them with the tools

to foster a more inclusive work environment and a diverse cyber workforce.

The Commission also recommends strongly encouraging federal contractors to follow the government’s lead and implement
workplace policies that are known to improve workforce retention. Practices such as paid family leave and flexible schedule
options increase retention rates among employees who might otherwise leave the workforce or gravitate toward employers
with more family-friendly policies. For example, analysis across a range of industries shows that women who have paid
family leave are 93 percent more likely than those who do not to be in the workforce a year after giving birth, and Google,
Accenture, and Actna all report decreases in female attrition from their workforce after improving their paid family leave
policies.”® There are no quick fixes to the systemic problems that make it difficult to retain a diverse workforce; however,
retaining a strong cyber workforce requires that government and employers across industries invest in meaningful steps to
identify and address the barriers to advancement that underrepresented groups face.

5. STIMULATE GROWTH: EXPAND THE CYBER WORKFORCE NATIONWIDE

The civilian cyber workforce within the federal government cannot thrive independently of the larger national cyber work-
force, including the military. This is true for several reasons: talent moves between sectors, the paths to entry to public- and
private-sector jobs can overlap, and cybersecurity in the private sector and cybersecurity in government often have intercon-
nected responsibilities and are reliant on one another. As a result, a strategy for building a strong federal workforce must take
into account ways in which the federal government can support the larger system of national cyber workforce development.
This is a shared responsibility: private-sector employers, academics, and many others have a stake in contributing to this
shared system, which is critical to the functionality of all. At the same time, the military cyber workforce both shapes and

is shaped by the available talent in the larger ecosystem. While all of these stakeholders can and should be thinking stra-
tegically about their contributions, this section discusses the steps that the federal government should take to systemically
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improve the foundations of the national cyber workforce by promoting diversity, supporting empirical research to better
understand the cyber workforce, coordinating government efforts that support cybersecurity workforce development,
bolstering cybersecurity education, and fostering the military cyber workforce as an influential part of the the larger national

cybersecurity workforce.

Coordinate U.S. Government Efforts

There are a number of initiatives across the U.S. government focused on growing and improving the nation’s cybersecu-
rity workforce. While it is important to continue these programs in their current organizational homes, the Commission
recommends assigning NICE the designated role of facilitating coordination among these efforts (Recommendation 1.5).
Having a single coordinator will provide strategic alignment and pave the way for the development of a national cyber
workforce strategy supported by the high-level strategic plan that NICE is already responsible for creating.”” As noted in
the 2009 report “Cyber In-Security: Strengthening the Federal Cybersecurity Workforce,”®® and then emphasized in the
follow-up 2015 report, “the government still lacks the cyber workforce it needs and still does not have a comprehensive,
enterprise-wide strategy to recruit and retain that workforce.”" In the long term, the Office of the National Cyber Director
would be the ideal place for developing and implementing a national cyber workforce strategy, in close collaboration with
NICE, but having NICE facilitate this coordination in the interim is a good first step toward such a strategy.

Invest in Diversity, Equity, and Inclusion

A critical step in improving the national cyber workforce, both in government and beyond, is to promote diversity, equity,
and inclusion in the workforce. Above, this paper discusses changes that the federal government might make to address
systemic inequalities that may hinder its retention of individuals from underrepresented groups. But the opportunity in

this area extends beyond the federal workforce and issues of retention. Cybersecurity affects the whole nation in ways that
can be deeply personal and incredibly important. With all that is at stake, the U.S. government needs a national cyberse-
curity workforce that understands and has experienced these impacts from the perspectives of the people it aims to protect;
the nation needs a cybersecurity workforce that reflects the population as a whole. While a lack of diversity in the federal
government is by no means unique to cybersecurity, the demand for more people, and more diverse perspectives, in cyber
makes the need especially acute. The federal government can and must help drive this change throughout the national cyber
workforce. To that end, the Commission recommends that cyber workforce development policies and programs consistently
and deliberately incorporate efforts to recruit and retain underrepresented populations including women, people of color,
and the neurodiverse—that is, individuals with neurological differences such as autism, dyslexia, or social anxiety disorders®
(Recommendation 1.5). Having teams of people who approach problems differently—whether those approaches are rooted

in different personal, professional, and educational experiences or in variations in neurology—is an asset.

Diverse teams perform demonstrably better. They focus more on facts, process those facts more carefully, and are more
innovative.® In fact, research shows that functionally diverse teams—that is, teams whose members think about problems
differently—can even outperform teams composed of members whose individual ability is judged to be higher.* In pro-
tecting the nation from attacks of significant consequence in cyberspace, the United States cannot afford to field anything
less than our strongest teams: and our strongest teams will invariably be those that value diversity. Moreover, demand for
cybersecurity talent is so overwhelming that the U.S. government must, as a matter of national security, tap into underrepre-
sented groups with nontraditional backgrounds as a source of potential cybersecurity aptitude.

In confronting complex problems, a workforce that can think through these challenges in different ways is at an advantage.

Groups that are composed of individuals with a broad range of perspectives, skills, and backgrounds can see and solve prob-
lems by drawing on a collective brain trust that can accomplish what no single skill, however eclectic, can accomplish on its
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own. Neurodiverse individuals can contribute to such groups and environments in particularly valuable ways. For example,
some individuals on the autism spectrum are exceptionally talented at spotting patterns, enabling them to uniquely contrib-
ute to the workforce.®> Accordingly, military, national security, and health organizations of the U.K., Australian, and Israeli
governments have developed special hiring programs to attract neurodiverse individuals. Both the Israeli Defense Forces and
the Australian Defence Organization have programs specifically aimed at bringing individuals on the autism spectrum into
the workforce.® The British General Communications Headquarters—an organization akin to the NSA—has three times
the national average of dyslexic people in its apprenticeship programs, leading its director to observe that “with the right
mix of minds anything is possible.” Underscoring the potential benefit these individuals can bring to an organization, the
Australian Department of Human Services found that software testing teams made up of neurodiverse individuals were 30
percent more productive than other teams.® If given the opportunity and sufficient support, neurodiverse individuals can be
an enormous asset to the cyber workforce.

While statistics on the demographics of the current workforce vary significantly between sources, the field’s demographic
diversity clearly offers an area for improvement. Recent studies have shown that the proportion of women in the global
cyber workforce falls somewhere between 11 percent and 24 percent.?” Throughout its ranks, the cybersecurity workforce
does not currently reflect the demographics of the American public, which limits the degree to which it can benefit from
differing viewpoints and voices that encourage vibrant and healthy debate. This problem is not unique to cybersecurity, but
as many different fields and workplaces confront imbalanced power structures and systems permeated with implicit biases,
the cyber field has an opportunity to make concerted changes and be an exemplary leader in enacting positive reforms.

Incentivize Empirical Research to Identify a Baseline and Measure Success

It is difficult to build a national cyber workforce strategy and to recognize best practices and predict future trends without
good data to describe that workforce. While accurate statistics on the gap between cyber job vacancies and qualified can-
didates are increasingly available, for many other aspects of the cyber workforce there is a dearth of information needed to
inform sound cyber workforce policy. These knowledge gaps are best highlighted by emphasizing examples of the fundamen-
tal questions about the workforce development ecosystem that are still unanswered:

*  How many graduates from four-year degree programs in computer science or engineering are expected to go into
cybersecurity disciplines per year?

e What is the average tenure for a federal cyber worker? for a private-sector worker? How many cyber professionals
return to federal service after working for a period in the private sector?

*  How do federal salaries compare to private-sector salaries at different levels of experience and in different work
roles? How does this comparison change when additional employee experience, academic degrees, or other creden-
tials are taken into account?

e Statistically speaking, at what points during recruitment, hiring, or career progression do cyber professionals from
underrepresented demographics or backgrounds tend to fall out of the pipeline?

*  What is the correlation between K-12 cybersecurity education or career awareness efforts and increased long-term
professional or academic interest in cybersecurity? Do repeated interventions or different types of interventions

increase a student’s level of interest in or awareness of cybersecurity?

Unless these baselines for the cyber workforce are established, it is difficult or even impossible to determine which programs
and policies are successful in strengthening the cyber workforce. Perhaps even more consequentially, the lack of metrics
makes it significantly harder to demonstrate that investment in cyber workforce development is money well spent. In a 2017
report to the White House on cybersecurity workforce development, the Secretaries of Homeland Security and Commerce
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highlighted in particular that “[i]n all cases, to better inform sponsors and shape policy, more and better information needs
to be collected regarding the inputs, outputs, outcomes, and impacts of efforts.””® But before sponsors of workforce devel-
opment programs can measure their impact, or even design programs that address the right problems, they must have a firm
understanding of the composition and dynamics of the cyber workforce.

To bridge this knowledge gap, incentivize research on the current state and development of the cyber workforce, and
encourage the development of measurements of effectiveness, the Commission recommends that Congress fund the
Director of the National Science Foundation to competitively award research grants to higher education institutions or
eligible nonprofit organizations in order to address key cyber workforce issues (Recommendation 1.5). These entities would
conduct studies to help analyze the current state of the cyber workforce, successful paths to entry, demographic trends, and
other similar topics as approved by the director.

To avoid duplication of effort, this research should draw on prior research funded by NSE as well as resources and collabo-
rative opportunities at NIST, DHS, and other federal departments and agencies as deemed appropriate by the director. The
research would align with or build on the NICE Cybersecurity Workforce Framework whenever possible and leverage the
collective body of knowledge from existing cyber workforce development research and education activities.

Support Cyber Education

The Commission recognized that the federal government cannot merely cut itself a bigger slice of the cybersecurity work-
force pie. Instead, the government must support growing the whole pie of talent needed throughout the nation. To that end,
the Commission made several recommendations on a range of educational issues. The federal government’s role in educa-
tion, particularly at the K-12 levels, is limited, because most education policy is determined by state and local governments;
however, the federal government can provide resources and opportunities to lower barriers to cyber education nationwide.
The federal government can also push for greater internet connectivity to ensure that educational opportunities are accessible
in rural areas and other places where broadband access may be limited. This is necessary for providing cybersecurity educa-
tion, but it is also necessary much more broadly in the era of COVID-driven virtual learning. The list of efforts mentioned
here is certainly not exhaustive. For example, the NSF and NSA run the GenCyber program, which provides summer camps
for K-12 students to help increase interest in cyber careers among diverse groups, teach basic online safety, and improve
teaching methods.”" Because this section focuses on possible changes to the educational ecosystem, it spends little time on
programs that are working well. Rather than replace or modify these existing efforts, the Commission’s recommendations are
intended to add to them. Implementing these recommendations will help address the growing need for cyber skills and will
ensure that we have the right people with the right tools to confront current and emerging cyber challenges.

Clearinghouse for K-12 Resources. When we think about future careers, it is hard to imagine an industry that would not
require both a basic and an ongoing education in cyber. Yet incorporating cybersecurity material into K-12 curricula can be
difficult, as teachers work to enhance their own understanding of the material while balancing different educational prior-
ities and limited classroom time. Moreover, educational priorities are generally established at local levels, which makes the
process of scaling up change more complex. To help students gain this critical cyber knowledge while respecting these con-
straints, the federal government should focus on providing resources, tools, and incentives to encourage and assist educators

working to incorporate these materials into their school systems.
The Commission recommends creating an easy-to-find clearinghouse of resources on K-12 cyber education

(Recommendation 1.5.1). There are many groups creating school-age cyber educational content. Two examples are Code
with Google, which provides a computer science curriculum free to all educators,’” and the Virginia Cyber Range, which
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provides an introduction to cybersecurity course for high school students and K-12 educators, complete with a virtual envi-

ronment to provide hands-on practice.” The challenge for the federal government is to further incentive the development of
this content, curate it, and make it easy to add to different school systems’ curricula. DHS, NIST, and others across govern-

ment have begun work in this direction, and rather than replicate those efforts, the Commission seeks to build awareness of

these resources and to get them into the hands of teachers. It is simply not enough to place these resources on a website. The
impact of these K-12 cyber educational materials is realized when they are popular, accessible, and easy to use.

CETAP, Curricula, and Teacher Professional Development. In its report, the Commission advocated for exploring ways
to support and expand existing programs that improve cybersecurity education on a national scale. In outreach following the
report’s publication, the cybersecurity community has voiced a clear need for this kind of national effort, particularly when
it comes to curricula for teaching cybersecurity to different ages and the professional development required so that teachers
can provide instruction on cybersecurity. Research shows that only 7 percent of teachers surveyed feel they know a lot about
cybersecurity education.” However, just as federal employers face fierce competition from the private sector in offering
competitive salaries for cyber talent, so too schools struggle to attract and retain employees with expertise in cybersecurity.
Moreover, as schools balance competing educational priorities and limited class time, they often cannot manage to develop
and teach specialized cybersecurity curricula.

To address this need, the Cybersecurity and Infrastructure Security Agency within DHS hosts the Cybersecurity Education
and Training Assistance Program. CETAP’s current implementer, CYBER.ORG, runs workshops for teachers and supports a
cyber education certificate program, among other activities in K-12 cyber education and career awareness. The platform also
supplies cybersecurity curricula tailored to different ages and subjects. Although these activities are extremely valuable, their
reach is limited. Currently more than 18,500 teachers are enrolled in the CYBER.ORG content platform;” and while that
is an impressive number, there are now about 3.6 million K-12 teachers in the United States.” Not all of these educators
need cybersecurity professional development in equal measure, but it is still clear that CETAP has significant room to grow.
Accordingly, the program should be authorized in law and funded to facilitate expansion of the professional development
and other resources needed for supporting K-12 cybersecurity education.

Cybersecurity in School District Leadership. Schools are experiencing a significant number of cyberattacks, but few dis-
tricts have the capabilities necessary to fully plan for, prevent, mitigate, and respond to these incidents. In 2019 there were
348 publicly reported cybersecurity incidents in public K-12 schools—three times the number reported in 2018.” Given
that mandatory reporting requirements vary from state to state—and are for the most part very lax’>—the actual number
of cyberattacks is likely to be much higher. Despite this pressing concern, there is a distinct lack of cybersecurity leadership
in K-12 education. According to the Consortium for School Networking’s 2020 report on the state of educational technical
leadership, out of 513 school system technology leaders and educational leaders questioned, less than one-fifth responded
that their school system has a full-time employee devoted solely to cybersecurity, although they ranked cybersecurity as their
number one priority.”” However, among those same respondents there tended to be an inclination to underestimate the risk;
less than one-fifth considered any particular threats to be high risk, and only 12 percent responded that their school district
had a separate budget for cybersecurity.'® Though school budgets are spread thin, cybersecurity, and specifically cyberse-
curity leadership, should be a priority—especially in the COVID era of remote teaching. Apart from the direct benefits

of protecting student and staff data, a chief information security officer (CISO) or other I'T cybersecurity leaders would

be an advocate for teaching cybersecurity in classrooms (or virtual classrooms, as the case may be). As the Department of
Education has begun to do in partnership with the nonprofit group Educause, the federal government can help state and

local leaders by sharing threat information and best practices for protecting student data.'"!
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Civics Education and Digital Literacy. In recent years, there has been a dramatic rise in the use of social media platforms
by foreign governments as a tool to manipulate U.S. public opinion and sow discord. From 2017 to 2019 the number of
countries waging political disinformation campaigns more than doubled to 70.' The Commission recognized this rising
trend and wanted to help Americans become more resilient to cyber-enabled information operations. Often these foreign
influence campaigns seek to convince Americans that their democracy is irreversibly corrupted, and success can lead to
conflict out of frustration or to disengagement born of despair.'®® Education can serve as a tool for countering this influence
by helping the population to better understand the democratic process and the role that each citizen plays in it. Moreover,
instilling a greater sense of civic responsibility can also support a broader understanding of the responsibility borne by each
individual for knowing and exercising best practices online to bolster not only their own security but that of their compa-
nies, communities, and country. The Commission therefore recommends that the U.S. government promote digital literacy,
civics education, and public awareness to build societal resilience to these foreign cyber-enabled information operations
(Recommendation 3.5).

It is important that Americans understand what democracy is, how individuals can hold their leadership accountable, and
why democracy must be nurtured and protected. Placing government limitations on speech, even as a means of countering
disinformation, risks infringing on the right to free speech; therefore, the Commission recommends developing curric-

ula that build trust in our democratic institutions, and more tools to verify the accuracy of information found online.
Specifically, the Commission recommends creating a grant program to enable nonprofits, private-sector entities, and SLTT
education agencies to study how best to improve digital citizenship and to incorporate effective digital literacy curricula in
American classrooms at the K-12 level and beyond (Recommendation 3.5).

Strengthening Postsecondary Education through Work-Based Learning Educational Opportunities and Cybersecurity
Clinics. Research shows that employers feel colleges and universities focus too narrowly on theory at the expense of
hands-on cybersecurity experience and practical skills.'™ In fact, a complaint often voiced by employers is that a four-year
degree does not adequately prepare new hires for jobs in cybersecurity.'” Work-based learning programs enable students to
learn by directly applying their skills in a real-world context. Colleges and universities can incorporate these opportunities
into their curricula by including cyber ranges and cybersecurity competitions.'® In addition, programs such as cyber appren-
ticeships, fellowships, and internships provide opportunities to reinforce and instill cybersecurity theory and concepts in

a tangible way. They also serve as a mechanism for students to demonstrate skills, competency, and experience, which are
increasingly attractive to and required by employers. The Commission recommends that the U.S. government develop work-
based learning programs to supplement existing curricula and hands-on opportunities in institutions of higher education
(Recommendation 1.5.1). Finally, the Commission recommends that the U.S. government fund cybersecurity clinics at
colleges and universities (Recommendation 1.5.1). These clinics serve as educational opportunities for students to gain real-
world experience by completing activities such as risk assessments and security audits for vulnerable companies, civil society
organizations, or nonprofits that request support.'” Not only do these clinics serve the needs of the students by teaching
them the tools and techniques that more theoretical classroom education does not cover, they also give back to local com-
munities and help meet the cybersecurity needs of businesses that might not otherwise have access to these services.

Build the Military Workforce

The military cyber workforce is in the interesting position of being part of the national cyber workforce and a significant
driver of talent throughout that workforce, as many of today’s cyber professionals get their start in the military. Central to
both the White House’s 2018 National Cyber Strategy and the Department of Defense’s 2018 Defense Cyber Strategy is
successfully recruiting and retaining talent in the military cyber workforce.'® While the military workforce will benefit from
many of the broader education initiatives and security clearance reforms advocated for the federal civilian cyber workforce,
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it also presents unique challenges. These challenges of recruiting, training, and retaining a military workforce are different
because it has a fundamentally different purpose in U.S. cyber strategy than do its civilian counterpart. Members of the
armed services conduct cyber defense, cyber intelligence, and offensive cyber operations as uniformed military personnel,
and these service members support military campaigns, operational plans, and intelligence preparation of the combat envi-
ronment. Sometimes military cyber operators work beside civilian intelligence counterparts far from conflict, but at other
times they are embedded within traditional combat units on ships, air wings, and on the ground. Because of both the legal
authorities of their positions and the physical risk of many of their duties, military cyber personnel have different require-
ments to serve than do members of the federal civilian workforce, and they often attract different recruits.

Indeed, bringing these individuals into the armed forces can be even more difficult than the already challenging process of
hiring cyber talent into the civilian workforce. Military personnel must meet physiological requirements—whether physical
fitness tests or baseline health assessments. Military services normally require candidates to go through military entrance
processing stations and then complete basic military training. Top cybersecurity professionals with asthma, certain dental
implants, joint deformities (scoliosis), or problems with foot pronation may not be medically qualified to serve in the armed
forces; nor would those who have suffered from depression within the past three years or have allergic reactions to fish,
insects, or nuts. The number of individuals medically disqualified is not inconsequential. Joe Schuman notes that “in 2012,
according to the Department of Defense’s Accession Medical Standards Analysis & Research Activity (AMSARA) Annual
Report, 38,000 of 200,000 active duty applicants (or 19 percent) across all military services were medically disqualified from

service.”1%?

Medical disqualifications are not the only challenge. More than two-thirds of American youth would be disqualified from
military service of any kind because of their failure to meet educational, behavioral, or physical standards.''® Each layer of
requirements, including physical fitness and body shape, narrows the pool of potential talent. In cyber roles, however, issues
like obesity have less impact on effectiveness than in other areas of warfighting. Further, the hierarchical and longevity-based
promotion structures of military organizations mean that almost all individuals—regardless of talent or expertise—must
start their military careers at the lowest ranks. This makes it difficult to recruit mid-level or senior talent into military posi-
tions.'!! To that end, the recruitment and professional development of cyber talent may benefit from emulating the practices
of the military’s legal, medical, and certain engineering career tracks, which make reasonable accommodations for physiolog-
ical deficiencies that do not preclude useful career service and employ waivers for entry at more senior ranks.'? To further
address recruitment challenges, the services have begun to explore direct commission options to provide greater flexibility.'"
Similar flexibility in the enlisted ranks would further expand cyber recruitment.

Recruiting and retaining this small pool of talent are uphill battles for DoD. It is easy to blame differences in the pay of
military and civilian cybersecurity professionals, but surveys suggest that many top technologists are willing to sacrifice
compensation for work satisfaction. While DoD can offer meaningful missions and often opportunities to work on tech-
nologies not accessible to civilians, it has a long way to go to create a satisfying work environment. Service members, who
are salaried, often spend 10 to 12 hours a day on their missions and are asked to perform extended temporary additional
duty and remote deployments. On top of their mission requirements, service members are asked to deal with an unwieldy
bureaucracy, including an overly complicated Defense Travel System, human resources applications that are often inaccessi-
ble from standard internet browsers, and time-consuming computer-based training that functions more as a risk mitigator
than a skill enhancer. Often these applications are parochial DoD technology, making it less likely that skills are transferable
between civilian technology and DoD-built and DoD-administered systems.
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In addition, the accessions and promotion system for deep technical skills like those critical to cybersecurity missions
struggles with nontraditional candidates and provides little flexibility for career progression—a major disincentive for
younger candidates. The National Defense Authorization Act for Fiscal Year 2019 did make some improvements to enhance
career progression issues, allowing service credit for training or experience gained in the private sector. This change provided
authorities—similar to those that allow the accession of more senior medical and dental officers—to be used on other critical
skills, such as cybersecurity.''* In the two years since this has passed, the services have only recently (and lightly) embraced
this provision’s use for cyber accessions.'"> Such measures are intended to help address barriers in bringing in and keeping
technology talent; however, the military lifestyle itself can be a challenge for retaining individuals with cyber knowledge and
experience. The traditional military family life, which calls on members and their families to move to new stations every one
to three years, poses significant challenges for dual-career couples, who are common among high-technology talent. Also,
unlike many of the major technology firms, which have prioritized family services, DoD does not have sufficient high-qual-
ity child care at all military installations (and is especially short of care that covers the extended hours of duty days).''

To tackle this particular challenge, DoD will need to undertake further cultural, organizational, and technological changes that
will go beyond cyber talent and extend across its military workforce. From promotion to training, technology for administrative
support, family care, and physical fitness requirements, the best way to solve the cyber talent gap within the armed forces is to
continue to evolve how DoD approaches manpower.'”” The solutions to these problems within the active duty force will be
pivotal to solving the military cyber talent needs identified by the Commission, but they have ramifications throughout the
entire armed services. Therefore, while the Commission stops short of recommending major service-wide overhauls in readiness
standards, promotion procedures, or family care options, it recognizes that without these reforms to the military personnel
system, it will be hard for the U.S. military to compete and to retain sufficient cyber talent.

Military Cyber Reserve. Though the issues highlighted for the entire military cyber force may require changes broader than
the scope of the Commission, Congress can take some first steps to experiment with military manpower support to cyber
operations. In particular, the Commission recommends an examination of the military reserve’s cyber forces as an alterna-
tive and more flexible model for cyber talent within the armed forces. Because these reserve forces are often employed in

the civilian sector, they benefit from cutting-edge training and experience. The reserve also offers more flexible options for

personnel who want to serve but are looking for short-term or part-time alternatives to active duty service.

As it examined the reserve as a talent solution, however, the Commission identified some reservations about the current use
of the reserve as a way to fill the talent gap. First, employers in private-sector critical infrastructure have expressed concern
that reliance on a military cyber reserve might mean that they lose a portion of their cyber talent—reservists who get called
up—during periods of instability or risk when those employees are needed most. Such impacts would be limited, because
reservists make up a relatively small portion of private-sector workforces. In particular, private-sector employers are able to
hire talented individuals who are ineligible or disinclined to pursue security clearances. Nevertheless, before mobilizing the
reserve, decision makers certainly must consider any impacts on the private-sector critical infrastructure.

A second concern stems from the attractiveness of the reserve to nontraditional candidates. Over the past 15 years, the
reserve and the National Guard force have experienced operational deployment cycles similar to that of the active compo-
nent. While that has solved many of the difficulties of fighting multiple wars with an all-volunteer active duty force, it has
also made the Reserves and National Guard potentially less useful for attracting nontraditional talent. This creates a chal-
lenge for using the Reserves to reduce the U.S. military’s cyber talent gap.
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To address these issues, the Commission recommends that Congress request an assessment from DoD on the need for and
requirements of a military cyber reserve, including its possible composition and structure (Recommendation 6.1.7). This
assessment may help DoD in preparing to mobilize a surge capacity in times of crisis or conflict, but it should also explore new
uses of the military reserve to respond to time-specific needs or to hold on to future talent. For example, a strategic cyber reserve
might be developed that maintains nontraditional cyber talent in true reserve and allows individuals to serve in specific, limited
projects or situations, rather than on recurring weekends or two week activations, when necessary and as the talents of strategic
reserve members allow. Congress should therefore explore in this assessment both the current use of the military reserves to sup-
port existing cyber initiatives and possible future changes to the reserve force. Among the changes to consider is the expansion
of the Individual Ready Reserve, as recommended by the National Commission on Military, National, and Public Service.''®
The assessment should also include current initiatives within Defense Innovation Unit and AFWERX—which is an Air Force
innovation effort, not an acronym—to retool Category (CAT) “E” Reservist programs.'” The Cat-E program allows civilians
who are employed full-time to participate in military programs like the Civil Air Patrol Reserve.'® Using these programs, the
military can create a bullpen of talent ready to partner with active duty units via technological applications that match reservists
with funded projects. While many of these initiatives are unique to a particular service, the Commission recommends that

the military cyber reserve study find best practices across the services, find ways in which the services can share technology or

lessons learned, and ultimately tailor each service’s cyber reserve force to its specific missions.

Title 10 Professors. To ensure that the United States continues to possess the world’s most effective fighting force, the next
generation of military leaders must be educated on cyber issues.'”" Cyber security and information operations are central to
military planning and guidance and will only grow in importance in the future. The Commission therefore recommends the
establishment of Title 10 professors specializing in cyber at the Professional Military Education (PME) institutions. within
each service branch and at the National Defense University, to communicate how cyber strategy, policy, and operations
affect the armed forces (Recommendation 6.1.8). These professors would be responsible for establishing and implementing
the curricula for both cyber and information warfare national strategy at the Command, Staff, and Planners Colleges of
each service branch. These professors would play a crucial role in institutionalizing and coordinating cyber and information
warfare education across each service branch, including through distance education. Responding to the evolution of the
character of war requires the United States to expand and change its PME institutions and the education available to its
students in order to meet the challenge of operating in the information and cyber domains.

D. CONCLUSION

F or the federal government, having the structures in place to create and implement a cyber workforce development strat-
egy is critical. While numerous individual efforts have emerged across the federal government to address various pieces
of the workforce challenge, there is limited coordination between them. Without a clear plan to distribute resources and
designate responsibilities—and meaningfully hold departments and agencies to account for their commitments on cyber
workforce improvements—progress will remain dangerously slow. This paper lays out five elements to guide development of
a federal cyber workforce strategy.

First, federal departments and agencies must have flexible tools to organize and manage their workforce that can adapt

to each organization’s individual mission while also providing coherence across the entirety of the federal government. To
appropriately organize the federal cyber workforce, the CSC recommends properly identifying and utilizing cyber-spe-
cific occupational classifications to allow more tailored workforce policies, building a federal cyber service to provide
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clear and agile hiring authorities and other personnel management tools, and establishing coordination structures to
provide clear leadership for federal workforce development efforts.

Second, federal leaders must improve tools to recruit new talent, in particular by focusing on the programs that make public
service an attractive prospect to talented individuals. In many ways, the federal government’s greatest tool for recruitment is
the mission and unique learning opportunities inherent in federal work. To capitalize on these advantages, the government
should invest in existing programs such as CyberCorps: Scholarship for Service and the Centers of Academic Excellence,
while also working to mitigate recruitment barriers that stem from the personnel security clearance process.

Third, the federal government must provide opportunities to develop the cyber workforce. The federal government, like all
cyber employers, cannot expect every new employee to have hands-on experience, a four-year degree, and a list of industry
certifications. Rather, the federal government will be stronger if it draws from a broad array of educational backgrounds and
creates opportunities for employees to gain knowledge and experience as they work. This effort will call for many innovative
approaches, among which the Commission particularly recommends apprenticeship programs and upskilling opportuni-
ties to support cyber employee development.

Fourth, a federal cyber workforce strategy must help retain existing talent, though leaders should take a nuanced view of
retention, recognizing that enabling talent to move flexibly between the public and private sectors enables a stronger cyber
workforce overall. However, federal employers can take steps to encourage their employees to increase the time they spend
in public service. Improving pay flexibility is a major consideration, but continuing the development of career pathways
and providing interesting career development opportunities like rotational and exchange programs also can be critical. Of
particular note, federal employers can increase retention of underrepresented groups through the removal of inequities and
barriers to advancement in the workplace.

Fifth, the federal government cannot simply recruit a larger share of the existing national talent pool. Rather, leaders must
take steps to stimulate growth in the talent pool itself in order to increase the numbers of those available for federal jobs. To
promote growth of the talent pool nationwide, the federal government must first coordinate government efforts working
toward this goal. Executive branch and congressional leaders should also invest in measures to promote diversity across the
national workforce and incentivize research to provide a greater empirical understanding of cyber workforce dynamics.
Finally, federal leaders must work to increase the military cyber workforce, which has a significant impact on the national

cyber workforce because it serves as both a source and an employer of cyber talent.

By following the structure laid out here to organize, recruit, develop, and retain a federal cyber workforce and stimulate
growth throughout the national and military cyber workforce, the federal government can begin to lay the groundwork for
an effective cyber workforce development strategy to grow its own workforce and the pool of talent from which it recruits.
While they are by no means the entirety of what is required, the actions recommended here as a part of this structure can
serve as examples of the types of changes needed, and can begin to drive progress toward a strategy for ensuring that the
cyber workforce is equipped to serve its critical national security role.

The cyber workforce is the very foundation upon which cybersecurity is built. If the United States cannot find a way to
bolster that foundation, American security and prosperity in cyberspace will become increasingly precarious. Such insecurity
is unacceptable, especially as the country continues to move businesses and daily life onto digital platforms. However, with
ongoing investment, sustained political will, and a clear strategy, the federal government can drive meaningful change by
filling cyber jobs, whether in the federal government, the military, or the nation as a whole.
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